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1 Introduction
Based on last meeting discussion, there is a temporary document to discuss security about NIMTC. In the last meeting in the LS S3-100301, SA3 agrees that MTC Feature “secure connection” may be beneficial. It is the understanding of SA3 that this MTC Feature does not refer to hop-by-hop protection but to end-to-end security for the connection between MTC device and MTC server. So it has agreed to have “secure connection” requirement. But there is no security requirement defined in access network level. So a series of security requirements about authentication between MTC device and 3GPP mobile network should be taken into account.
It is proposed to include the following text to TDoc.

2 Analysis

We will analyse the security requirement which are related to the access network level as follows:
1. Authentication difference between application layer and 3GPP network layer. 
Firstly, application layer and network layer may belong to different operators. The application layer authentication is used to authenticate the service capability of the device, whether or not he can use the service and authenticate the identity from the application layer. It shall be applied between MTC device and MTC server. 
In another aspect, the 3GPP network layer authentication is used to check whether the device can be allowed to access the network, which shall be performed between MTC device and 3GPP network entities. Of course, there should be authentication terminator in the network side. 
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3 Proposal

It is kindly asked SA3 to discuss and agree proposals in this section into the TDoc as section 2

============================CHANGE BEGIN==============================

. 2 Security Requirements
2.1
3GPP network should authenticate the MTC device when the MTC device is connected to the MTC server through the 3GPP network 

When MTC device wants to send message/data to the MTC server, it needs to connect to the 3GPP network firstly, then the MTC device identity should be confirmed by the 3GPP network, this authentication is independently from the MTC device authentication to the MTC server. This is the access network authentication to the 3GPP, which is different from the application layer authentication from the MTC server to the MTC device. Or else it will cause the signalling/data would be sent from faked device. 

So the 3GPP network should authenticate MTC device when the MTC device sends data to the MTC network through the 3GPP network.

2.2
3GPP network should be authenticated by the MTC device when MTC device is connected to the MTC server through the 3GPP network
When MTC device wants to send message/data to the MTC server, it needs to connect to the 3GPP network firstly, then the MTC device identity should be confirmed by the 3GPP network, this authentication is independently from the MTC device authentication to the MTC server. This is the access network authentication to the 3GPP, which is different from the application layer authentication from the MTC server to the MTC device. Or else it will cause the signalling/data would be sent from faked device. 

So MTC device connects to the network, 3GPP network should be authenticated by the MTC device. If not, there will be false 3GPP network attack. 

So3GPP network should be authenticated by the MTC device when MTC g to the device.

============================CHANGE END==============================
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