3GPP TSG-SA3 (Security)
S3-100449
SA3#59, 26-30 April, Lisbon, Portugal
revision of S3-10xyzw
Source:
Nokia Siemens Networks
Title:
Relay Node Security: residual threats on Un
Document for:
Discussion and decision
Agenda Item:
7.7.3
Work Item / Release:
SAES / Rel-9
Abstract of the contribution:
This contribution looks at the residual threats that still exist after certain security mechanisms have already been put in place. It is advantageous to read it in conjunction with the companion contribution S3-100447.
It proposed to include the following text in a clause 4.y of the living Tdoc. All of this text is new, so it is not revision-marked for better readability.
--------------

4.y “Residual Threats to Un interface security”

This subclause looks at the threats that may remain once some of the security mechanisms described in clause 4.x have been put in place. 
4.y.1 NDS/IP and AS security over the Un interface
4.y.1.1 NDS/IP for all user plane traffic on Un
Assumption: AS security is established between RN and DeNB as part of the RN attachment involving the USIM-RN and the MME-RN. As soon as the Data Radio Bearers (DRBs – Un user plane) have been established, one or several IP security associations are established between RN and DeNB. As part of this process, the integrity of the RN platform is validated by the network. All traffic over DRBs is protected by IPsec. 
Residual Threat: threats of eavesdropping on and modification of traffic of DRBs is satisfactorily addressed by platform integrity and use of IPsec. As RRC traffic cannot be protected by IPsec it needs to be considered separately. The main threat to RRC seems to be that an attacker modifies bearers on Un. This seems to be possible when an attacker knows the RRC integrity key.

Editor’s Note: threats to AS security for RRC over Un need further study. In particular: how can an attacker obtain knowledge of the RRC integrity key? 
The AS security provided to DRBs does not harm, but does not seem to provide an additional advantage either.
4.y.1.2 NDS/IP for part of the user plane traffic on Un
Assumption: same as for 4.y.1.2 except that not all, but only S1-UE, traffic over DRBs is protected by IPsec. 
Residual Threat: neither RRC nor UP-UE traffic are protected by IPsec. (UP-UE  = user plane data sent by UE.) In addition to the remarks made on RRC in 4.y.1.1, the attacker could eavesdrop on UP-UE. An attacker could e.g. fraudulently establish an RN-DeNB radio connection via a MitM as described for threat 2 in S3-100190. 
Depending on the way in which the attacker obtains knowledge of the keys it may not be enough to ascertain that the IPsec SAs and AS security have the same endpoints, i.e. the requirement in S3-100190 that “all security tunnels from the RN terminate in the real network instead of in a MitM node” may not be sufficient. It may neither be sufficient to bind the USIM to the RN, e.g. by using EAP-AKA inside IKEv2 in the way done for HeNBs. 

Editor’s Note: threats to AS security for RRC and UP-UE over Un need further study.

4.y.2 Only NDS/IP security over the Un interface
Assumption: all user plane traffic over Un is protected only by NDS/IP security. 

Residual Threat: as already noted in 4.x, AS security is needed at least for RRC. In order to be able to switch off AS security for DRBs, while still maintain confidentiality for RRC, a modification of Un with respect to Uu would be needed. Apart from this, the same considerations as for 4.y.1 apply.

Editor’s Note: threats to AS security for RRC over Un need further study. 

4.y.3 Only AS security over the Un interface
Assumption: all traffic over Un is protected only by AS security. 

Residual Threat: as already noted in 4.x, integrity protection of S1-UE is required, but can be only guaranteed if the AS security mechanisms on Un are modified with respect to Uu as Uu does not provide integrity on DRBs. Furthermore, all threats that apply to RRC and UP-UE in case 4.y.1.2 now apply to all traffic over Un.
Editor’s Note: threats to AS security for all traffic over Un need further study. Integrity protection for S1-UE traffic needs further study.

