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1. Introduction

The monitoring of MTC events has been identified as a service feature in TS 22.368 and a key issue in TR 23.888. This issue has security-related aspects that should be studied to identify the threats and assumptions, and to provide mitigating solutions. 
2. Background

The security aspects of this issue should be studied as this topic involves the monitoring of MTC device events by network operator. This contribution describes the security aspects including threats and mitigations associated with MTC monitoring.
3. pCR
The following pCR is for Tdoc S3-100302, the Security Aspects of Machine-Type Communications.
**** Start of changes ****
5. 
Key Issue – MTC Monitoring
1.1. Issue Details
MTC Devices may be deployed in locations with high risk.  For those MTC Devices, it is desirable that the network detects, reports and possibly performs actions based on events (including change of location) relating to those devices. 
The detection of such events can be ensured by implementation of security features on the MTC Device and in the network. The events that have been identified include monitoring the association of the MTC Device and any removable UICC, misalignment of the MTC feature, change in the point of attachment, loss of connectivity.  Interruption of these events due to attacks can negatively impact MTC services.

Threats that can that can negatively impact MTC monitoring should be identified and addressed. 

1.2. Threats
1.2.1. A mis-configuration of the MTC Device results in the modification of the MTC Device behavior undetected by the MTC monitoring system.

In this threat, the attacker is able to tamper or mis-configure the MTC Device so that it accesses the network in an unexpected manner e.g, MTC device accesses on a misaligned time slot which affects the network’s ability to monitor the MTC Device.

1.2.2. MTC Device spoofs the UE and UICC association in the MTC Monitor message

In this threat, the UICC is used in a device for which it is not intended. The MTC monitoring system cannot detect that the UICC is paired with an illicit MTC device. If successful, this can be used to provide authenticity to an unauthorised or stolen device, and/or to commit subscription fraud, and/or to adversely affect the M2M service by introducing a rogue device which e.g. provides spurious data. 

1.2.3. MITM attack sends spoofed MTC Device messages to the network.

 In this threat, a MTC device loses its connectivity due to an attack (e.g. theft) but the loss of connectivity goes unreported for a period of time (e.g., due to an MITM attack) which prevents any useful actions from being taken to apprehend the attacker or to preserve a useful quality of service to the M2M User.
**** End of changes ****
