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Introduction

In meeting #58, SA3 introduced a Technical document S3-100302 to capture the Security Aspects of Network Improvements for Machine-Type Communications (NIMTC). We propose a structural organization to the proposed contribution. Our proposed changes and their rationales are described below:

1. A first new section on “1 Scope”

Rationale:  It is important for SA3 to define the scope of the security aspect to be studied in this document. Therefore, a “Scope” section should be added. 

2. A new section “2 Architecture” as a placeholder for the current content of S3-100302.

3. A new section titled “3 Description of Envisioned Security Improvements for Machine Type Communication”

Rationale:  Such a section is needed to collect all contents resulting from study of selected SA1/SA2 issues/features, security threats to, and their impacts on, those selected issues/features, suggested security requirements and proposed mitigating solutions. 
a. A sub-section (for each of the selected SA1/SA2 issue/feature) titled “Issue/Feature Detail”

Rationale:  For each SA1/SA2 issue/feature selected for study of security aspects, first one has to identify what that issue/feature is, and describe it with enough contextual information to allow proper security-aspect study. 

b. A sub-section (for each of the selected SA1/SA2 issue/feature) on “Threats”
Rationale:  Once the contextual reference of the key issue is described, a detailed threat analysis is necessary before derivation of security requirements pertaining to the key issues is possible. Therefore, we propose the addition of this section. 

c. A sub-section (for each of the selected SA1/SA2 issue/feature) on  “Security Requirements”

Rationale: Once threats are identified, security requirements should be attempted to be drawn. 

4. A new section “4 Solutions”

Rationale: Once requirements are identified, possible mitigating solutions should be listed and described, and analyzed for effectiveness. Solutions can be listed and explained in this section, with pointers to which security requirements the solutions fulfil. 

5. A new section “ 5 Conclusions” 
Rationale:  A “conclusion”  section is needed to make a conclusion on the threats/requirements/solutions and make any recommendations for further study or specification.  
6. A new section “6 Impact to normative specifications”
Rationale:  A section on “impact to normative specifications” is also necessary to have, since security aspects studied in this document may impact other normative specifications, including those developed or being developed by SA3.  

7.  Placeholders for Annexes and document change history

**** Start of changes ****
1 Scope
Editor’s Note: This section is intended to describe the scope of this technical document.

2 System Architecture
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Figure 1: System architecture for MTC

The MTC system architecture given in Figure 1 is based on TR 23.888 and is given here for better understanding of the threats in following section. Following is further description about the MTC system architecture:
1. MTC device and MTC server communicate through 3GPP network.

2. MTC devices can communicate through 3GPP network as a group unit to decrease the signaling.

3. MTC device can only belong to one group.

4. Every MTC device in a group is visible from the 3GPP network.

5. MTC server can communicate to 3GPP network by itself.

6. MTC server can be either inside or outside of the 3GPP network.

3
Description of Envisioned Security Improvements for Machine Type Communication

Editor's note:
The intent of this section is to describe the key issues from the specific threats, which arise from the use cases and threat analysis above. Also this section is intended for the derivation of appropriate security requirements and the description of required solutions regarding the security architecture.

3.1
Key Issue - <Name>
3.1.1
Issue Details

Editor’s Note: This section is intended to provide details of the SA1/SA2 issues or MTC features, and explanation of the assumptions and potential impact to the network and devices.

3.1.2
Threats
Editor’s Note: This section is intended to capture the relevant threats and impacts of those threats. .
3.1.3
Security Requirements

Editor’s Note: This section is intended to capture the security requirements for solving the key issue. The requirements are mapped to the relevant threats.
4
Solutions

Editor’s Note: This section is intended to describe solutions which fulfil th security requirements in the previous section. Solutions to all Key Issues listed in section 3.1 are listed here. 
5.
Conclusions

Editor's Note:
This section is intended to list conclusions that have been agreed during the course of the work item activities.

6
Impacts to normative specifications

Editor's Note:
This section is intended to capture the impacts to normative specifications within the responsibility of SA3. It can be used as a placeholder to document agreements until a set of normative CRs can be generated for the selected solutions(s) 
Annex <A>:
<Annex title>

Annexes are labeled A, B, C, etc. and are "informative"(3G TRs are informative documents by nature).

A.1
Heading levels in an annex

Heading levels within an annex are used as in the main document, but for Heading level selection, the "A.", "B.", etc. are ignored. e.g. A.1.2 is formatted using Heading 2 style.

 Annex <X>:
Change history

It is usual to include an annex (usually the final annex of the document) for reports under TSG change control which details the change history of the report using a table as follows:

	Change history

	Date
	TSG #
	TSG Doc.
	CR
	Rev
	Subject/Comment
	Old
	New

	2010-04
	
	
	
	
	First draft.
	-
	0.0.1

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


**** End of changes ****
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