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NGN IDENTITY MANAGEMENT* MECHANISMS
* Editors’ Note: The following isthe Q.15/13 working definition for |dM:

“1dM (“ Identity Management” ) is* management by NGN providers of trusted
attributes of an entity such as. a subscriber, a device or a provider” . Thisis not
intended to indicate positive validation of a person.

1 Scope

Draft Y.idmReguirements, describes NGN 1dM requirements. The 1dM mechanisms selected to
implement these requirements will contain options, however, mismatched options should be
avoided since they tend to introduce security vulnerabilities and make it more difficult to achieve
interoperability.

This Recommendation describes the specific IdM mechanisms and suites of options that should be
used to meet the requirements in Y.idmRequirements of NGN. In addition, it could provide best
practices, guidelines to support interoperability and other needs.

[EdNote: Examples mechanisms and approaches recommended to or should be used to meet the
requirements may include

® SAML

® X.509

® |D-WSF
® GBA, and

® EI115

]

2 References

The following ITU-T Recommendations and other references contain provisions, which, through
reference in this text, constitute provisions of this Recommendation. At the time of publication, the
editions indicated were valid. All Recommendations and other references are subject to revision; all
users of this Recommendation are therefore encouraged to investigate the possibility of applying the
most recent edition of the Recommendations and other references listed below. A list of the
currently valid ITU-T Recommendations is regularly published.

[Y.idmFramework] ITU-T Recommendation Y .idmFramework, NGN Identity Management
Framework.

[Y.idmReguirements] ITU-T Recommendation Y .idmRequirements, NGN |dentity Management
Requirements

[Y.idmMechanisms] ITU-T Recommendation Y .idmMechanisms, NGN Identity Management
Mechanisms

[Y.NGN Auth] Draft ITU-T Recommendation, Y.NGN Authentication



[Y.2012] Recommendation Y .2012, Functional Requirements and Architecture of the NGN of
Release 1, 09/2006.

[ITU-T SAML] ITU-T Recommendation X.1141 (2006), Security Assertion Markup Language
(SAML 2.0)

[ATIS33102] ATIS.3GPP.33.102V 710-2007, Security Architecture

3 Definitions
3.1 Termsdefined in other Recommendations

3.2 Termsdefined in this Recommendation
This Recommendation defines the following terms:

4 Abbreviations

This Recommendation uses the following abbreviations and acronyms:
[dM  Identity Management

ldP Identity Provider

SAML Security Assertion Markup Language

5 Conventions
In this document:

The keywords “isrequired to” indicate a requirement which must be strictly followed and from
which no deviation is permitted if conformance to this document isto be claimed.

The keywords “isrecommended” indicate a requirement which is recommended but which is not
absolutely required. Thus this requirement need not be present to claim conformance.

The keywords “is prohibited from” indicate a requirement which must be strictly followed and
from which no deviation is permitted if conformance to this document is to be claimed.

The keywords “can optionally” indicate an optional requirement which is permissible, without
implying any sense of being recommended. Thisterm is not intended to imply that the vendor’s
implementation must provide the option and the feature can be optionally enabled by the network
operator/service provider. Rather, it means the vendor may optionally provide the feature and till
claim conformance with the specification.

In the body of this document and its annexes, the words shall, shall not, should, and may sometimes
appear, in which case they are to be interpreted, respectively, asisrequired to, is prohibited from, is
recommended, and can optionally. The appearance of such phrases or keywords in an appendix or
in material explicitly marked as informative are to be interpreted as having no normative intent.

6 Mechanismsand Procedures supporting |ldM Functions

6.1 Lifecycle Management
This section would identify and recommend procedures for identity and identity
information lifecycle management (identity, identfiers, attributes, policy,
etc)



6.1.1 Enrolment

Enrolment is a process that provides means for an entity (e.g., user, device, object, process, etc.) to
subscribe with an IdP. The enrolment is performed when an entity first time applies (subscribes) for
aservice. During the enrolment, an |dP must verify (subject to the policy) identity information
provided by the entity. For example, if the entity is a user, such verification may require appearance
of the user in the office where her or his authentication can be done using the legal documents (e.g.,
passport, driver license, etc.).

The enrolment also includes providing the entity with the meansto proveitsidentity in the
subsequent requests for a service. This can be done by assigning to the entity an IdP identifier and
providing it with authentication credentials (e.g., password, UICC card, security token, etc.)

All relevant to the entity information submitted by the entity and generated by an IdP during the
enrolment must be stored. Storing such information is aso responsibility of the enrolment process.

The clause Enrolment and proofing of the draft ITU-T Recommendation NGN |dentity Management
Framework provides additional information on the enrolment process.

e  Establishment of the proof of identity during registration

e  Policy management

6.2 Authentication and Authentication Assurance

This section describes mechanisms for authentication and assurance of identities and identity
information. It references to authentication mechanisms defined el sewhere.

|dP supports authentication methods such as authentication based on WS Security SAML Profile,
Certificate-based authentication, or Password-based authentication (including OTP),. The
authentication method (or methods) are selected based on the assurance level requirements.. The
IdP may query assurance level information to find the authentication methods that satisfy the
service provider’s assurance level requirements.

(Editor’ s note: Future contributions on specific examples and capabilitiesin support of 1dP querying
the provider’ s assurance level information are requested.

Contributions on authentication assurance are requested.

In addition, contributions on the specific negotiation protocols and other mechanisms are
requested.)

6.2.1 Authentication based on WS Security SAML Profile
6.2.1.1 SAML assertions

Security Assertion Markup Language (SAML) [ITU-T SAML] specifies format of assertions that
can be used in Identity Management for exchanging security information. Among the IdM functions
that can be implemented with the use of SAML are authentication, attribute sharing, and
authorization, which correspond to three types of the statements about a subject of a SAML
assertion:

e  Authentication statement — conveys information that the assertion subject was authenticated by
aparticular means at a particular time.

e  Attribute statement — conveys information that the assertion subject is associated with the
listed attributes.



e  Authorization decision statement — conveys information that access to a specified resource
was granted to the assertion subject, or the subject was denied such access.

The content of a SAML assertion can be described at a high level asfollows:. assertion A was
issued at timet by issuer R regarding subject S provided conditions C are valid.

The use of the SAML assertions for conveying authentication, attribute and authorization
information in SOAP messages is a special and important application of SAML. When SOAP
messages are exchanged over an unprotected transport, it is strongly recommended that XML
signature [ XML signature] is used to verify relationship between the SOAP message and the
statements of the assertions carried in the message. The Web Services Security (WSS): SAML Token
Profile [SAML token] standard describes how:

e  SAML assertions (also referred to as SAML tokens) are carried in and referenced from a
SOAP message.

e XML signatureis used to bind a subject and the statements of a SAML assertion with a SOAP
message.

A typical use of a SAML token with SOAP message constructed according to this specification is

depicted by Figure 1 and described below.

In this example a signed SOAP message contains a SAML assertion with an attribute statement.
Based on the information in this statement the receiver decides whether to alow access to the
requested resource.

1
Receiver
s 4
Attesting 2 )
Entity _Verlfy Access
» Signature »  Control

WSS signed SAML
SOAP Attribute
message information

Figure 1l - Typical stepsof construction and processing of a SOAP message with a SAML token

1. The Attesting Entity obtains a SAML assertion with an attribute statement and constructs
and includesit in a SOAP message constructed according to [SAML token].

2. The Attesting Entity sends SOAP message to the Receiver.
3. The Receiver verifies digital signature.
4. Theinformation of the SAML statement is used for access control.

6.2.1.2 Subject confirmation methods of the SAML tokens

The OASIS Standard, Web Services Security: SAML Token Profile 1.1 [SAML token] specifies how
to attach a SAML [SAML] assertion to a SOAP message and defines two mandatory subject
confirmation methods:



e  Holder-of-key
° Sender-vouches

The main XML elements of the SOAP message constructed according to [WSS Security] are
depicted in Figure 1.

The SAML assertion is placed into <wsse: Security> header, which also contains the digital
signature <ds.Signature>. The digital signature is used by the receiver of the SOAP message to
verify that the sender of the message knows the key used for computing the signature over the
digest of the SOAP body and for checking its integrity. The digest algorithm is SHA 1. The
signature algorithm is RSA-SHA 1. The signature’ s value is provided in the <ds:SignatureV alue>
element of the <ds:Signature>.

Two subject confirmation methods define different ways for conveying information on the key to
the receiver.

SOAP envelope
<S12:Envelone>

SOAP header <S12-HeAader>

WS Security <wsse:Security>

SAML Assertion
<saml2:Assertion>

<saml2:Subject>

<saml2:SubjectConfirmation>

<ds:Signature>

SOAP body <S12:Body>

Figure 2 - Structure of the SOAP message with SAML assertion
The following clauses describe two subject confirmation methods.
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6.2.1.2.1 The holder-of-key subject confirmation method

The Figure 2 depicts the structure of the SAML assertion used for holder-of-key subject
confirmation method. The Method attribute of the element <saml2: SubjectConfirmation> indicates
the method of the subject confirmation (holder-of-key).

The method specifies that the Sender (also known as Attesting Entity) must prove that it is entitled
to make the Statements about the Subject by demonstrating knowledge of the key, whichis
identified in the <ds:KeyVaue> element contained in the <ds:Keylnfo> element of the SAML
assertion. The <ds:Keylnfo> element identifies a public or secret key that is used to confirm
identity of the subject. The method further specifies that the sender may do it by signing a digest of
the SOAP body with that key. The signature is contained in the element <ds.Signature> of the WS
Security header as shown in Figure 1.

<saml2:Assertion>

<saml2:Subject>

<saml2:Nameld>

<saml2:SubjectConfirmation>

<saml2:SubjectConfirmationData>

<ds:Keylnfo>

<ds:KeyValue>

<saml2:Statement>

<ds:Signature>

Figure 3 - Thestructure of the SAML assertion used for the holder-of-key subject
confirmation method

The Receiver of the SOAP message obtains the key using information that is provided by the
Attesting Entity (in <ds:KeyInfo>). The Receiver then computes digital signature of the SOAP
body and checks whether it matches the signature provided by the Attesting Entity. If it isthe case
then the subject and statements of the SAML assertion may be attributed to the Attesting Entity and
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the content of the SOAP body whose integrity is protected by the key may be considered as
provided by the Attesting Entity.

6.2.1.2.2 The sender-vouches subject confirmation method

The Figure 3 depicts the structure of the SAML assertion used for sender-vouches subject
confirmation method. The Method attribute of the element <saml2: SubjectConfirmation> indicates
the method of the subject confirmation (sender-vouches).

The Attesting Entity is trusted by a Receiver to make SAML assertions regarding a subject under
condition that value of the Method attribute of the <SubjectConfirmation> element indicates the
sender-vouches method.

The Attesting Entity obtains one or more assertions or references to assertions from one or more
authorities and includes them in a SOAP message. It then computes a signature of the digest of the
SAML assertions and the body of the SOAP message. The signature is contained in the element
<ds.Signature> of the WS Security header (shown in Figure 1). The Attesting Entity optionally
provides information to the Receiver on the key that was used to compute the signature. If thereis
no such information, the Receiver is expected to identify the key by other means.

The Receiver checks validity of the signature. If the signature is valid the Recelver establishes the
fact that the statements have been made about the subject by the Attesting Entity.

<saml2:Assertion>

<saml2:Subject>

<saml2:Nameld>

<saml2:SubjectConfirmation>

<saml2:SubjectConfirmationData>

<saml2:Statement>

Figure4 - The structure of the SAML assertion used for the sender-vouches subject
confirmation method

6.2.2 Certificate-based authentication

Editor’ s note: Include the text of the contribution 1258 (certificate-based authentication) into
Y.NGN Security Mechanism, include areferenceto Y.NGN Security Mechanism here.

6.2.3 Password-based authentication

Editor’ s note: Consider inclusion of the text of the contribution 1257 (password-based
authentication) into Y.NGN Security Mechanism. If it isagreed, include areferenceto Y.NGN
Security Mechanism here.
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6.2.4 One-time Password

Depending on arequired level of assurance OTP may be used. One method of implementing the
OTPisdescribed in [IETF RFC 2289].

6.2.5 Authentication and Key Agreement (AKA)
6.2.5.1 Overview of the AKA

The Universal Maobile Telecommunications System (UMTS) Authentication and Key Agreement
(AKA) protocol supports mutual authentication of the Mobile Station (MS) and the network. The
UMTS AKA is achallenge-response protocol, which uses along-term key K shared between
Universal Subscriber Identity Module (USIM) and Authentication Center (AuC), which could be a
component of 1dP. These entities reside on the Universal Integrated Circuit Card (UICC) of the MS
and in the mobile station’ s home network respectively. The AKA protocol is specified in
[ATIS33102].

The following acronyms are used in this clause:
AK Anonymity Key

AKA Authentication and Key Agreement
AMF  Authentication Management Field

AuC  Authentication Center

AUTN Authentication token

AV Authentication Vector

CK Cipher Key

GPRS General Packet Radio Services

HLR Home Location Register

HSS Home Subscriber Server

IK Integrity Key

IMSI  International Mobile Subscriber |dentity
ISIM  IP Multimedia Services Identity Module
MAC Message Authentication Code

MS  Mobile Station

RAND Random challenge

SQN  Sequence number

SGSN Serving GPRS Support Node

UICC Universal Integrated Circuit Card
UMTS Universal Mobile Telecommunications System
USIM Universal Subscriber Identity Module — an application on UICC
VLR Visitor Location Register

XRES Expected Response

The following entities are involved in the AKA authentication procedure:
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e  MScapable of running USIM application - a party to authentication procedure

e VLR/SGSN - another party to authentication procedure. It authenticates MS by comparing the
response RES (received from the MS) and the expected response X RES (received from the
AUC/HLR).

e AUC/HLR - an entity that shares a secret (K) with MS and provides VLR/SGSN with
authentication vector (AV), which contains values used by VLR/SGSN for challenging the
MS. The AV also provides the expected response (XRES), which is used for verifying the
MS s response to the challenge.

The AKA authentication procedure begins with VLR/SGSN requesting the user identity. The USIM
application responds with the user’ s IMS| —a unique identifier allocated to each mobile subscriber
inan UMTS network. The details of the steps that follow are depicted by Figure 1 and described in
the Appendix XXX.

6.2.5.2 Generation of the authentication vector by AUC/HLR

The AuC/HLR starts generation of the authentication vector with generating a fresh sequence
number SQN and an unpredictable challenge RAND, which are input parameters for cal culation of
the authentication vector AV. The SQN number is used for protection against areplay attack. To

enable such protection the MS and AuC keep track of the SQN numbers that have been used.
Additional information on SQN is provided in the clause AKA Operation in USM.

An authentication vector AV is computed according to the following formulas:
- AV =RAND|XRES||CK|IIK|[AUTN

- XRES = f2«(RAND)

- MAC =f1«(SQON||RANDI|IAMF)

- CK =f3«(RAND)

- IK = f4«(RAND)

- AK =f5¢(RAND)

- AUTN = SON®AK]|AMF|IMAC.

In these formulas f1«(), f2« (), T3k (), f4x(), and f5«() denote the functions, which generate the values
with using the long-term secret key K. These functions are operator-specific. The symbols & and ||

denote the exclusive OR (XOR) and concatenation operations respectively. The Authentication
Management Field (AMF) isa 16-bit value, which is not a standardized value, although the
specification suggests the examples of its use to:

- Indicate the authentication algorithm and key used to generate a particular authentication
vector

- Change parameters for verification of freshness of the sequence number SON (e.g., the
acceptable range for the SQN)

- Redtrict the lifetime of the cipher and integrity keys.

The Anonymity Key AK is used to conceal the SQN, which can be used to determine identity and
location of the user.

6.2.5.3 AKA operationin USIM

After receiving the RAND and AUTN values from the VLR/SGSN, the USIM application computes
AK = f5¢(RAND), and then retrieves SQN by calculating SQN = (SQNDAK)DAK. The
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application proceeds with calculating the expected XMAC = {1 (SQN||RAND||AMF) and
comparing this value with the MAC received in the authentication token AUTN from the
VLR/SGSN. If this verification fails, the USIM abandons the authentication procedure and sends an
appropriate error message to the VLR/SGSN, which shall initiate Authentication Failure Report to
the HLR.

If the MAC verification succeeds, the USIM proceeds with checking the freshness of the sequence
number SQN. This checking procedure enables the USIM to detect the replayed messages. The
procedure is based on comparison of the recently received sequence number with the sequence
numbers that the USIM has previously received. The details of the verification of the sequence
numbers' freshness by the USIM and their generation by the AuC are specified in [ATIS33102].

If the USIM determines that the SQN is not fresh, it sends the synchronization failure message to
the VLR/SGSN and abandons the authentication procedure. The synchronization failure message
contains information that enables the VLR/SGSN to initiate the re-synchronization procedure.

If the USIM determines that the SQN isfresh, it computes RES = f2x(RAND) and includesit in the
user authentication response. Finally, the USIM computes the confidentiality and integrity keys as
follows: CK =f3x(RAND) and IK =f4x(RAND).

6.2.5.4 Sizesof the AKA cryptographic parameters

The cryptographic parameters, which are used in AKA have the following sizes:

e AMF 16 bits

e AUTN 128 hits

e CK 128 bits
e IK 128 bits
e K 128 bits
e MAC 64 bits

° RAND 128 bits
e RES, (XRES) 32-128 bits (variable)
° SQN 48 bits

6.2.5.5 Universal Subscriber Identity Module (USIM)

The USIM is an application on the UICC. It implements AKA agorithms and stores, along with
other data (e.g., telephone book), the parameters that are used by the AKA procedures. Particularly,
it stores:

e International Mobile Subscriber Identity (IMSI)

e A long-term authentication key (K) - a secret shared with the AuC
e A sequence number (SQN)

e  Temporary (session) cipher and integrity keys (i.e., CK and IK)

e  The parameters for limiting the lifetime of CK and IK
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6.2.5.6 Useof the AKA in non-wireless environment

Although the AKA mechanism is typically used for authentication of the wireless devices that are
equipped with the smart cards (e.g., UICC), there is nothing in the AKA specifications that would
prevent the use of the mechanism for authentication of the fixed devices that are capable of running
the USIM application.

Editor’ s note: The pros and cons for selecting AKA mechanism and guidelines for its use will be
provided later.
6.2.6 Integration of PKI-based authentication with IMS

IMS security is based on the AKA mechanism, which uses a shared secret and a challenge-response
protocol for user-network authentication. But security of certain NGN services (e.g., IPTV) is based
on PKI certificates. To ease blending of these NGN services and IMS services, it isdesirable to
integrate PK I-based authentication with the IMS and to do it in such away that |everages the
strength of IMS security.

Integration of the IMS with PKI-based authentication allows the user equipment and network to
authenticate each other based on respective certificates and to agree on a set of cryptographic keys
based on the same key generation algorithms asin AKA. To this end, the user equipment and
network need to be provisioned with the respective private keys and certificates, and be able to
perform the PKI operations.

With respect to agreement on the Ciphering Key (CK) and Integrity Key (IK) the described
mechanism for integration specifies two options.

1. Establishing agreement on the CK and IK keys with the use of a shared secret between the End-
User Function and S-5 - Service user profile functional entity (SUP-FE)

2. Establishing agreement on the CK and IK keys without the use of the shared secret

The generic call flow for the first option is depicted by Figure 1 and for the second option by Figure
2.

6.2.6.1 Conventions

The following connections are used in this section:

“|" designates the string concatenation

CK designates Ciphering Key

IK designates Integrity Key

K() designates a symmetric key encryption

Nor [] designates encryption with the network private key Ny

Npu [] designates encryption with the network publickey Ny, available from the network certificate
Upr [] designates encryption with the user privatekey Uy,

6.2.6.2 Entitiesinvolved in authentication

e S5- Serviceuser profile functional entity (SUP-FE)
e  End-User Function. The entity is capable of running a SIP client

e  Sncall session control functional entity (CSC-FE), where S-n stands for one of the following
entities:
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o S-1 Serving call session control functional entity (S-CSC-FE)

o S2 Proxy call session control functional entity (P-CSC-FE)

o S-3Interrogating call session control functional entity (I-CSC-FE)
The S-nisused to denote one of these entities when there are no differences between them as far as
the described authentication procedure is concerned.

6.2.6.3 Establishing agreement on the CK and 1K keyswith the use of a shared secr et
between the End-User Function and S-5 (option 1)
The call flow is depicted by Figure 1. The basic steps are as follows:
1. End-User Function sends SIP Register request with the user’s IMPU and IMPI to the S-n

2. The S-1 requests arandom challenge RAND, CK, and IK from the S-5. The values RAND,
CK, and IK are specified in [ATIS33102]

3. The S-5receives RAND, CK, and IK from the S-5 for the user

4. The S-n sends to the End-User Function the SIP Unauthorized message with a challenge
RAND and its encrypted value Ny [ RAND]

The End-User Function:

e Receivesvalues A, which is supposedly equal to RAND, and B, which is supposedly
equal to N[ RAND]

e Retrievesthe network public key Ny,

e  Decrypts B with Ny, and compares the result to A. If the values are equal, then the
network is authenticated, if not — the authentication procedure is aborted

e Generates IK and CK using the shared secret K
e  Generates value Uy [ No[ K] |K(RAND)]

5. End-User Function sends to the S-n SIP Register message with the IMPU and IMPI
identifiers and the value Up [ Npy[ K] |K(RAND))]

6. The S-1sendsto the S-5 datareceived in step 5 and requests verification and the user’ s
record

The S-5 performs the following operations:
e Looks up the user certificate to obtain the user public key Up,

e  Decryptswith Up, the received value C, which is supposedly equal to
Upr[Npu[ K] |[K(RAND)] to retrieve value D|E, where D is supposedly equal to Npy[K]
and E is supposedly equal to K(RAND)

e  Decrypts with the network private key Ny value D to obtain K’

e Decryptswith K’ value E to obtain RAND’

e Compares RAND’ with RAND. If they match, the user has been authenticated
7. The S5 communicates the authentication result and the user’ s record to the S-1

8. The S-1 usesthe record to check whether the authenticated user is authorized to register and
receive the requested service. If that is the case, the S-n notifies the End-User Function that
accessis granted
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Service Control

Functional
Entity S-5 (SUP-FE)
End-User S
Function (S;n)

1. Register (IMPU, IMPI)

2. S-1: Get RAND, CK,
IK (IMPU, IMPI)

3. RAND, CK, IK

4. 401 Unauthorized (RAND, Npr(RAND))

Verify Npr(RAND)
Generate
Upr[Ng, (K) IK(RAND)], 1K
and CK

5. Register (IMPU, IMPI, Uy, [N, [KI1K(RAND)]) 6. Get verification, record

7. Verification, record
8. 200 OK

Figure 1 - Integration of the IM S authentication mechanism with PKI-based authentication

(option 1)

6.2.6.4 Establishing agreement on the CK and IK keyswithout the use of a shared secret

between the End-User Function and S-5 (option 2)

The call flow is depicted by Figure 2. The basic steps are as follows:
End-User Function sends SIP Register request with the user’s IMPU and IMPI to the S-n

The S-1 requests a random challenge RAND from the S-5. The value RAND is specified in
[ATIS33102]

The S-1 receives RAND from the S-5 for the specified user

4. The S-n sends to the End-User Function the SIP Unauthorized message with a challenge
RAND and its encrypted value Ny, [ RAND]

The End-User Function:

1
2.

Receives values A, which is supposedly equal to RAND, and B, which is supposedly
equal to N[ RAND]

Retrieves the network public key Ny,

Decrypts B with Np, and compares the result to A. If the values are equal, then the
network is authenticated, if not — the authentication procedure is aborted

Generates IK and CK using the randomly-generated key K
Generates value Uy [ Npy[ K] |K(RAND)]

End-User Function sends to the S-n SIP Register message with the IMPU and IMPI
identifiers and the value U [ Npy[ K] |[K(RAND))]
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6. The S-1 sendsto the S-5 datareceived in step 5 and requests verification, the user’ s record,
and the CK and IK keys

The S-5 performs the following operations:
e Looks up the user certificate to obtain the user public key Up,

e  Decryptswith Up, the received value C, which is supposedly equal to
Upr[Npu[ K] |[K(RAND)] to retrieve value D|E, where D is supposedly equal to Npy[K]
and E is supposedly equal to K(RAND)

e  Decryptswith the network private key Ny value D to obtain K’
e Decryptswith K’ value E to obtain RAND’

e Compares RAND’ with RAND. If they match, the user has been authenticated and K’ =
K. That isthe End-User Function and S-5 now share key K

e  Generatesthe CK and IK keys using the shared key K. For instance, the same functions
for generating the CK and IK that are specified in [ATIS33102] can be employed with
the use of K as an input parameter

7. The S-5 communicates the authentication result, the user’ s record, and the CK and IK keys
tothe S-1

8. The S-1 usesthe record to check whether the authenticated user is authorized to register and
receive the requested service. If that is the case, the S-n notifies the End-User Function that
access is granted

Service Control
Functional

Entity $-5 (SUP-FE)
End-User S
Function . Sin)
1. Register (IMPU, IMPI)
2. S-1: Get RAND
(IMPU, IMPI)
3. RAND
4. 401 Unauthorized (RAND, Npr(RAND))
Verify N, (RAND)
Generate
Uy [N, (K) [K(RAND)], CK
and IK using K
5. Register (IMPU, IMPI, U, [N,,[K] |K(RAND)]) 6. Get verification,
record, CK, IK |
7. Verification, record,
8. 200 OK CK, IK

Figure 2 - Integration of the IM S authentication mechanism with PK1-based authentication
(option 2)
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6.2.6.5 Comparison of the option 1 and option 2

The described in options 1 and 2 mechanisms do not use a shared secret for authentication. While
both options support integration of the PKI-based authentication and IM S, each has its advantages
and disadvantages. Comparison between them is summarized in Table 1.

Table 1 — Comparison of the option 1 and option 2 for the key agreement between the End-
User Function and S-5 on the CK and 1K keys

Option 1 (with pre-shared secret) | Option 2 (without pre-shared
secret)
Advantages Completely re-usesthe AKA Does not require provisioning of the
mechanism for establishing shared secret between the End-User
agreement on the CK and IK Function and S-5
keys
Disadvantages | Requires provisioning of the Requires modifications to the
shared secret between the End- | applications running on the End-
User Function and S-5 User Function (e.g., on asmart
card) and S-5 for enabling
agreement on the CK and IK

Option 1 should be selected to simplify key agreement on the CK and IK keys when the End-User
Function and the S-5 share a secret. Option 2 should be the choice when the End-User Function and
the S-5 do not have a shared secret.

The implementations of the proposed integration mechanism must support both options.
Requirementson the S-5 functional entity

In addition to the capabilities specified in [ATIS33102], the S-5 must be capabl e of:

e  Storing the users and network certificates

e  Performing PKI-based decryption as described in step 6 (for both options)

¢  Running the Diameter protocol modified to carry information described in step 6 (for both
options) and information needed for negotiation with the End-User Function on the PK1-based
authentication

e Negotiating with the End-User Function an agreement on the PK1-based authentication
method

6.2.6.6 Requirementstothe End-User Function

The End-User Function must be capable of:

e  Securely storing the user’s private key Up,

e  Securely storing the shared secret Ks with the network (only for option 1)
e  Storing anetwork X.509 certificate with the network’s public key Ny,

e  Randomly generating one-time session key K and performing the symmetric key encryption
with K

e  Generating the CK and IK keys with the use of the shared secret Ksas specified in
[ATIS33102] (only for option 1)
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e  Generating the CK and IK keys as described in step 6 for option 2
e  Peforming PKI-based encryption and decryption described in Steps 4 and 5 for both options

e  Running a SIP client with amodified SIP protocol enabling communication of information
described in steps 4 and 5

e  Negotiating with the S-2 an agreement on the use of the PKI-based authentication

6.2.6.7 RequirementstotheS-1
The additional requirementsto the S-1 are asfollows:

e It must be capable of constructing the SIP messages with information described in step 4 (for
both options)

e It must be capable of retrieving from the SIP messages information described in step 5 and
repackaging it into the Diameter messages as described in step 6 (for both options)

e It must be capable of performing the PKI-based encryption described in step 4 (for both
options)

e It must be able to understand the notification from the S-5 on the use of the PKI-based
authentication
6.2.6.8 Requirementson the SIP interfaces between the participating entities

The End-User Function and the S-1 communicate viathe S-2 and S-3 functional entities. The S-2
and S-3 entities are not essential to the described authentication and not shown in Figures 1 and 2.

There are SIP interfaces between:

e  End-User Function and S-2

e S2andS3

e SlandS3

These interfaces must be able to negotiate the use of the PKI-based authentication (including the
specific option for key generation) and to carry information described in steps 4 and 5 (for both
options).

6.2.6.9 Requirementson the Diameter interfaces between the participating entities

There are Diameter interfaces between:

e SlandS5

e S3andS5

These interfaces must be able to negotiate the use of the PKI-based authentication (including the
specific option for key generation) and to carry information described in step 6 (for both options)

References Editor’s note: movethe reference to the References section
[ATIS33102] ATIS.3GPP.33.102V 710-2007, Security Architecture

6.2.7 Integration of Openl D-based authentication with IMS

The mechanism, which allows integration of the IMS- and Openl D-based authentication combines
capabilities of the network-centric IdM with those of the user-centric. The mechanism:
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Enables the network operators to provide identity servicesto the users accessing the Web
applications

Provides users with an SSO across the IMS and web services with an existing |SIM
application

Allows usersto control their public identifiers on the Web as specified in [Openi D]

Improves user security by engaging a user-trusted network operator in the access control to the
Web applications

6.2.7.1 Entitiesinvolved in the authentication and the infor mation flow

End-User Function. This entity is capable of running a Web client and communicating with
the ISIM application

Application server — an entity providing a Web service. It plays arole of a Relying Party

A-2: Application gateway functional entity (APL-GW-FE), which is enabled to serve as an
OpenlID [OpeniD] identity provider. (The A-2 optionally shares a short-term secret with the
Application server as specified in [OpenlD])

S-5 - Service user profile functiona entity (SUP-FE)

The information flow of the authentication procedure is depicted by Figure 1. The procedure of
establishing the short-term signing key between the Application server and A-2 is not shown. The
figure shows the basic steps of the procedure for two Openl D options:

a. TheA-2 and the Application server share a secret
b. The A-2 and the Application server do not share a secret

The common steps for both options are 1 through 6. The step 7aisfor the option a only.
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The steps 7b, 8b, and 9b are for the option b only.

End-User ) S-5
Function (OpeniD IdP)

1. AuthnOpenID request

2. Redirect request to IdP

3. Get AV &
user profile

4. Auth. request, challenge
< based on IMPI

<

5. Response Messages
common for
. L the

6. Return signed authentication result options a

with redirection and b C—

P
<

Signature Messages
verification with for the
the use of shared option a.guesssss
7a. Return auth. secret (option a.)
result
. Messages
7b. Requ_e_st s!gnature for the
verification OPLion b mm mm
A-2 verifies its own
signature (option b.)
8b. Signature
9b. Return auth. result verification result

Figurel - Integration of the IM Sauthentication mechanism with Openl D-based
authentication

The basic steps are as follows:

9. A Web client of the End-User Function issues an authentication request AuthnOpeniD to the
Application server. The request includes an Openl D identifier.

10. The Application server, using the presented Openl D identifier, discovers the URL of the A-
2, which serves as an Openl D identity provider, and redirects the user authentication request
to that URL.

After this step the A-2 correlates the user identifier with the IMS private and public
identifiers.

11. A-2 obtains from the S-5 the AKA authentication vector AV (described in clause 6.2.5.2)
and the user profile based on the IMPI.
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12. A-2 sendsto the End-User Function authentication request using the HTTP Digest AKA
method [RFC 4169] or [RFC 3310]. The request includes a challenge and a quantity that
enables the End-User Function to authenticate the network.

After this step the End-User Function authenticates the network as specified in [RFC 4169]
or [RFC 3310Q].

13. End-User Function sends to the A-2 response to the challenge as specified in [RFC 4169] or
[RFC 3310].

After this step the A-2 authenticates the End-User Function as specified in [RFC 4169] or
[RFC 3310].

14. The A-2 sends to the End-User Function a signed message asserting that the claimed
OpeniD identifier belongs to the user. The message is signed with the use of a secret shared
with the Application server for the option a. For the option b the message is signed with the
A-2 secret key. The message includes arequest to redirect the Web client of the End-User
Function to the Application server. The details of the signing and redirection procedures are
described in [OpeniD].

Stepsthat are specific to option a:

7a. After verifying the signature of the response received in step 6, the Application server
notifies the End-User Function of the authentication result. The Application server uses the
secret shared with the A-2 for such verification.

If thereisafailurein one of the following steps: 1 through 6, or 7a— the authentication procedure
stops.

Stepsthat are specific to option b:

7b. The Application server sends a copy of the message received in step 6 to the A-2 with a
reguest to verify the signature.

8b. After verifying its own signature, the A-2 reports the verification result to the application
server.

9b. The Application server reports the authentication result to the End-User Function.

If thereisafailurein one of the following steps: 1 through 6, 7b, 8b, or 9b — the authentication
procedure stops.

6.2.7.2 Additional requirementsfor the entities participating in the authentication

In order to support the described mechanism, the participating entities must meet the following
requirements:

Requirements for the End-User Function

The End-User Function must be capabl e of:

e Authenticating with the use of the HTTP Digest AKA method

e Communicating with ISIM application

Requirements for the Application server

The Application server must be able to support OpenlD specification version 2.0 [OpenlD]
Requirements for the A-2 Functional Entity
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The A-2 functional entity must be able to:
e Perform HTTP Digest AKA authentication
e Correlate the user OpenlID identifier with her or hisIMS public and private identities
e Serve as an OpenlD identity provider
e  Requirementsfor the S-5 Functional Entity
There are no other requirements to the S-5 Functional Entity than those specified in [FRA]

6.2.7.3 Additional requirementsfor theinterfaces between the participating entities

The requirements for the interfaces are as follows:

e  Theinterface between the End-User Function and the A pplication server must support the
Openl D authentication as specified in specification version 2.0 [Openl D]

e  Theinterfaces between the End-User Function and A-2 Functional Entities must support the
HTTP Digest AKA protocol [RFC 4169] or [RFC 3310]

e  Theinterface between the A-2 and S-5 Functional Entities does not have any mechanism-
specific requirements

Editor’ s note: References for 6.2.7; should be moved to the References section
[ATIS33102] ATIS.3GPP.33.102V 710-2007, Security Architecture

[OpenID] OpenlD Authentication 2.0 < http://openid.net/specs/openid-authentication-2_0.html>

[RFC 3310] IETF RFC 3310 (2002), Hypertext Transfer Protocol (HTTP) Digest Authentication
Using Authentication and Key Agreement (AKA) <http://www.rfc-editor.org/rfc/rfc3310.txt>

[RFC 4169] IETF RFC 4169 (2005), Hypertext Transfer Protocol (HTTP) Digest Authentication
Using Authentication and Key Agreement (AKA) Version-2
<http://www.ietf.org/rfc/rfc4169.txt?number=4169>.

Editor’ s note:

Contributions are invited to address the following observations:

e Tt seems that the A-2 acts as a sort of GBA credential server (BSF)
and the interface of A-2 with the end-user cannot be identical to
Ub because OpenlID requires the first message sent by the user to A-
2 to be just the message redirected from the application server.

e The second and third messages from GBA Ub interface between terminal
and BSF, could be identical to message 4 and 5 from the document.
The interface between A-2 and the HSS could be a simple version of
Zh (interface between BSF and HSS). The Zn interface between
application server and BSF is replaced with an interface A-2 - app
server from OpenID, and there is no distribution of a shared key as
in GBA.

e Additionally, there should be a security requirement on the
interface between the application server and the user (A-2), else
the user could be impersonated, if someone obtains the signed
authentication result in step 6. A reference here to OpenID or
directly to TLS could do the trick.

e Also it seems to be assumed in this system that the application
server is trustworthy and would not impersonate the user with
another application server. Here is a difference to GBA that does
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not need to make this assumption, due to the usage application
specific key.

6.2.8 GBA

The Generic Bootstrapping Architecture (GBA) specifies aframework for bootstrapping
authentication and establishing key agreement leveraging the 3GPP Authentication and Key
Agreement (AKA) mechanism. The GBA facilitates authentication of the End-Users to Network
Application Function (NAF) and can be used in NGN Identity Management for enabling:

e  Authentication and key agreement

e  Privacy protection

e SingleSign On

The GBA is an authentication system that includes three parties:

e  Anend-user who istrying to obtain network services using User Equipment (UE)
e Application server (called Network Application Function or NAF)

e A trusted entity (called Bootstrapping Server Function or BSF), which isinvolved in
authentication and key exchange between two other entities.

The GBA enables authentication of the End-User, who isusing UE, to an application server (NAF)
without revealing the End-User’ s long-term credentials and secrets to the NAF by using atrusted
entity BSF.

The basics of the GBA authentication process are illustrated by the reference model and described
below. The following acronyms are used:

BSF  Bootstrapping Server Function
HSS Home Subscriber System
NAF  Network Application Function
SLF  Subscriber Locator Function
UE User Equipment
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HSS (S-5)

— Zh
Dz
SLF (S-4) | | NAF
| BSF 7n | (Applications)
ub —— <1 Ua
Labelsin parenthesis UE
denote the FRA entities
(End-User
Function)

Figure 5 - Simple network model for bootstrapping

(Contributor’ s note: Figure 5 is reproduced from the standard ETSI TS 133 220)

These are the basic steps of the GBA procedure:

1
2.

NAF requests authentication and negotiates the use of GBA over Uareference point.

The BSF client that runs on the UE initiates bootstrapping procedurre over the reference
point Ub. The BSF fetches authentication information and the GBA user security settings
from the HSS over Zh. The UE and the BSF mutually authenticate using http Digest AKA.
The procedure results in the UE receiving bootstrapping transaction identifier (B-TID) from
the BSF and establishing a shared key (Ks) between the UE and the BSF.

UE derives Ks_NAF from Ks and sends B-TID (along with the application-specific data) to
the NAF.

4. The NAF sends B-TID to the BSF over Zn reference point.

The BSF based on B-TID determines the Ks that should be used, derives Ks_ NAF from it
and sends Ks_NAF to the NAF.

Finally, UE and NAF can authenticate each other using the shared key Ks_NAF. The exact
authentication procedure depends on the protocol between the UE and NAF. For instance,
GBA specifies that HT TP-based applications can use either HTTP Digest authentication
(RFC 2617) or TLS pre-shared key ciphersuites (RFC 4279).

Note: The BSF queries the SLF over the Dz reference point to obtain the name of the HSS
containing the subscriber-specific data. The SLF is not needed when the BSF is configured to use a
pre-defined HSS.

Mapping of the GBA entities to the NGN entities specified in Y.2012, Functional requirements and
architecture of the NGN of Release 1.



-27-

e NAF - corresponds to Applications entity of the Y.2012 Figure 3: NGN generalized
functional architecture.

e BSF Editor’s note: Presently, Functional Architecture, which isdefined in Y.2012, does
not specify an entity that corresponds to BSF. According to the experts of Q.5/13,
additional studies are needed to introduce such an entity into the architecture. The experts
of Q.5/13 have asked for contributions, which would justify the need of GBA for NGN.

Editor’ s note: Addition of FE with BSF capabilities was discussed by Q.5/13 at its May 2009
meeting. It was decided that there are no sufficient reasons for introducing such an entity. We
should consider whether to keep a section on GBA in this document.

e HSS correspondsto S-5 Service User Profile FE

e SLF corresponds to S-4 Subscription Locator FE
e UE corresponds to the End-User Function

6.3 Correlation and Binding

This section would recommend mechanismsto correlate and bind identity
information (e.g., binding user and device identities)

6.4 Discovery

This section should recommend protocol and mechanisms to discovery identity information. This
include identity information with aNGN provider network (e.g., information in location server,
presence servers and HSS). It should also recommend protocols and mechanisms to discover
identity information in a federated environment.

6.4.1 Intra-network Discovery

This section would recommend protocol and mechanisms to discover identity information within
NGN provider network (e.g., information in location server, presence servers and HSS).

6.4.2 Inter-network Discovery

This section would recommend protocol and mechanisms to discover identity
information across different NGN providers.

6.5 Policy Enforcement

This section would recommend procedures regarding the enforcement of applicable
policies.

6.6 1dM Communicationsand Information Exchange

This section would recommend protocols and mechanisms to communicate and exchange identity
information

6.6.1 External Interfaces

This section would recommend mechanisms and protocols to use across external
interfaces (e.g., UNI, ANI/SNI and NNI) to communicate and exchange
identity information.

e GBA-based mechanisms
e SAML-based mechanisms
e Other?
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6.6.2 Internal Interfaces

This section would recommend mechanisms and protocols to use on internal
interfaces to communicate and exchange identity information.

6.6.3 Security of IdM Communications and Exchange

This section recommends mechanisms to provide integrity and confidentiality protection of 1dM
communications

6.6.3.1 SAML 2.0 (ITU-T Recommendation X.1141 [4])

For both integrity and confidentiality protection, SAML 2.0 recommends the use of a secure
channel or secure network protocol such as TLS or |Psec to be configured to protect the packets
transmitted via the network connection.

For message level integrity protection in addition to the secured communication channel, XML
Signature can be used. The section “8.4 SAML and XML signature syntax and processing” of 1TU-
T Recommendation X.1141 [4] isrequired to be followed when XML signature is used.

For message level confidentiality protection in addition to the secured communication channel,
XML Encryption can be used. The section “8.4 SAML and XML signature syntax and processing’
of ITU-T Recommendation X.1141 [4] isrequired to be followed when XML Encryption is used.

6.6.3.2 Identity Web Services Framework (known as | D-W SF)

The ID-WSF can be used for identity-based world wide web services. In order to use ID-WSF, its
communications and its messages between the sender and recipient are expected to have their
integrity and confidentiality protected. Like SAML 2.0, it recommends the use of a secure channel
or secure network protocol such as TLS or IPsec to be configured to protect the packets transmitted
viathe network connection.

(1) Transport Layer Channel Protection

In case of using SSL or TL S as secure network protocol for ID-WSF, it isrequired to use either SSL
3.0, TLS 1.0 or higher. An entity that terminates an SSL (3.0) or TLS (1.0) connection is required to
offer or accept suitable cipher suites during the handshake. Recommended TLS 1.0 cipher suites
(or their SSL 3.0 equivalent) are as follows, although they are not exhaustive.

- TLS RSA_WITH_RC4 128 SHA

- TLS_RSA_WITH_3DES EDE_CBC_SHA

- TLS DHE _DSS WITH_3DES EDE CBC_SHA
- TLS RSA_WITH_AES CBC_SHA

- TLS DHE DSS WITH_AES CBC_SHA

For signing and verification of protocol messages, communicating entities is recommended to use
certificates and private keysthat are distinct from the certificates and private keys applied for SSL
or TLS channel protection.

Other security protocols such as IPsec or Kerberos may be used as long as they implement
equivalent security measures.

(2) Message Confidentiality Protection

In the presence of intermediaries, communicating entities are required to ensure that sensitive
information is not disclosed to unauthorized entities. In this case, these entities are required to use
the confidentiality mechanisms specified in Web Services Security (WSS) SOAP Message Security
by OASIS[6], to encrypt the SOAP envelope <S:Body> Content.



-29-

(3) Message Integrity Rules
Message Integrity Rulesin this section only appliesif Web Services Security (WSS) SOAP

Message Security by OASIS[6] isused for alD-WSF protocol message bound to SOAP according
to the Liberty SOAP Binding Version 2.0 [7].

In this case the sender is required to create a single <ds.Signature> contained in the
<wsse: Security> header and this signature is required to reference all of the message components
required to be signed.

In particular, this signature is required to reference the SOAP Body element (the element itself), the
security token associated with the signature, and all headers in the message that have been defined
in the Liberty SOAP Binding Version 2.0 [7], including both required and optional header blocks.

An example security token is a <saml2: Assertion> element conveyed in the <wsse: Security>
header. The wsu: Timestamp header in the wsse: Security header block, the wsa:Messagel D,

wsa RelatesTo, sh:Framework, sh:Sender and sb:Invocationl dentity header blocks are examples of
header elements that would be referenced in a signature.

Note that careis required to be taken when constructing elements contained in Reference
Parameters in Endpoint References, as these will be promoted to SOAP header blocks. Effort is
recommended to be taken to avoid conflicting or duplicate id attributes, for example by using
techniques to generate ids where it is highly likely that they are unique.

If the message is signed the sender is required to include the resultant XML signaturein a
<ds:Signature> element as a child of the <wsse: Security> header.

The <ds.Signature> element is required to refer to the subject confirmation key with a
<ds:Keylnfo> element. The <ds:Keylnfo> element is required to include a

<wsse: Security TokenReference> element so that the subject confirmation key can be located within
the <wsse: Security> header. The inclusion of the reference is recommended to adhere to the
guidance specified in section 3.4.2 of Web Services Seucrity: SAML Token Profile 1.1. by OASIS

[8].
i) Sender Processing Rules

The construction and decoration of the <wsse: Security> header element is required to
adhere to the rules specified in the Web Services Seucrity: SAML Token Profile 1.1. by
OASIS[8].

The <wsse: Security> header element is required to have a mustUnderstand attribute with
logical value true.

The sender is required to place the message authentication security token as adirect child
of the <wsse: Security> element.

The sender is required to follow the Message Integrity rules outlined for senders and
reci pients when message authentication mechanisms are used.

The following considerations do not apply to Bearer tokens:

For deployment settings which require independent message authentication, the obligation
isrequired to be accomplished by signing the message body and portions of the header and
placing the <ds:Signature> as a direct child of the <wsse: Security> header.

For deployment settings which do not require independent message authentication then the
subject confirmation obligation may be accomplished by correlating the certificate and key
used to affect peer entity authentication with the certificate and key described by the
message authentication token. To accommodate this, the assertion issuing authority is
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required to construct the assertion such that the confirmation key can be unambiguously
verified to be the same certificate and key used in establishing peer entity authentication.
Thisis necessary to mitigate the threat of a certificate substitution attack. It is
recommended that the certificate or certificate chain be bound to the subject confirmation

key.
i) Recipient Processing Rules

Therecipient isrequired to locate the <wsse: Security> element for which it is the target.
ThisMUST adhere to the rules specified in Web Services Security (WSS) SOAP Message
Security by OASIS [6] and the applicable WSS token profiles (e.g., Web Services
Seucrity: SAML Token Profile 1.1. by OASIS[8] for SAML tokens).

The <wsse: Security> header element is required to have a mustUnderstand attribute with
logical value true and the recipient must be able to process this header block according to
Web Services Security (WSS) SOAP Message Security by OASIS [6] and the appropriate
WSS token profiles (e.g., Web Services Security: SAML Token Profile 1.1. by OASIS[8]
for SAML tokens).

The recipient is required to locate the security token and the recipient is required to
determine that it trusts the authority which issued the token.

Therecipient isrequired to validate the issuer’ s signature over the token. Thisvalidation is
required to conform to the core validation rules described in XML Signature Syntax and
Processing (Second Edition) by World Wide Web Consortium (W3C) [9]. Therecipient is
recommended to validate the trust semantics of the signing key, as appropriate to the risk
of incorrect authentication.

If the message has been signed then the recipient is required to locate the <ds.Signature>
element carried inside the <wsse: Security> header.

Unless the security mechanism is peerSAMLV 2 the recipient is required to resolve the
contents of the <ds:Keylnfo> element carried within the <ds.Signature> and use the key it
describes for validating the signed elements. When the security mechanism is
peerSAMLV 2, the key isthe client key used in SSL/TLS client authentication.

Therecipient isrequired to follow the Message Integrity rules outlined for senders and
recipients when message authentication mechanisms are used.

(4) Processing messages with WSS X.509 token

The semantics and processing rules for mechanisms with MESSAGE having the value of X509 are
described in this section. An example can be found at Appendix V.

These URI s support unilateral (sender) message authentication and are of the form:

e urn:liberty:security:2003-08: PEER: X509 where PEER may vary depending on the peer
authentication mechanism deployed (e.g., may be null, TLS etc).

The WSS X509 message authentication mechanism uses the Web Services Security X.509
Certificate Token Profile [2] as the means by which the message sender authenticates to the
recipient. These message authentication mechanisms are unilateral. That is, only the sender of the
message is authenticated. It is not in the scope of this recommendation to suggest when response
messages should be authenticated but it is worth noting that this mechanism could be relied upon to
authenticate the response message as well. It is recommended to recognize, however, that
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independent authentication of response messages does not provide the same message stream
protection semantics as a mutual peer entity authentication mechanism would offer.

For deployment settings that require message authentication independent of peer entity
authentication, then the sending peer is required to perform message authentication by
demonstrating proof of possession of the key associated with the X.509 token. Thiskey isrequired
to be recognized by the recipient as belonging to the sending peer.

When the sender wields the subject confirmation key to sign elements of the message the signature
ensures the authenticity and integrity of the elements covered by the signature. However, this aone
does not mitigate the threat of replay, insertion and certain classes of message modification attacks.
To secure the message from such threats, one of the mechanisms which support peer entity
authentication can be used or the underlying SOAP binding request processing model is required to
address these threats.

i) Sender Processing Rules

Therulesin this section are in addition to the generic message authentication processing
rules specified in this document.

The sender is required to demonstrate possession of the private key associated with the
signature generated in conjunction with the WSS X509 token profile.

For deployment settings which REQUIRE independent message authentication, the
obligation is required to be accomplished by signing portions of the message as appropriate
and recording information in the <wsse: Security> header (as outlined in [4]).

For deployment settings which DO NOT REQUIRE independent message authentication
then the sender is required to accomplish this obligation by decorating the security header
with a<ds:Keylnfo> element bearing the certificate.

Thisisrequired to be unambiguously verified to be the same certificate and key used in
establishing peer entity authentication. Thisis necessary to mitigate the threat of a certificate
substitution attack. Also note that this optimization only appliesto ClientTLS X509
mechanisms.

1) Recipient Processing Rules

If the validation policy regards peer entity authentication sufficient for purposes of
authentication then the recipient is required to establish the correspondence of the certificate
and key used to establish peer authentication with the corresponding key information
conveyed in the message. This allows the message recipient to determine that the message
sender intended a particular transport authenticated identity to be used. Information relating
the SSL/TL S key to the message MAY be conveyed in the message using an OASIS SOAP
Message Security X.509 security token.

Editor’ s note: these references should go to the References section. All of them are normative for
implementation of the described in this clause mechanisms. The implementation is optional.

[2] Web Services Security X.509 Certificate Token Profile 1.1, OASIS

[3] Liberty ID-WSF Security Mechanisms Core, Liberty Alliance Project

[4] Web Services Security (WSS) SOAP Message Security, OASIS

Editor’ s note: the above references are for (4) Processing messages with WSS X.509 token
[4] ITU-T Recommendation X.1141

[5] Liberty ID-WSF Security Mechanisms Core
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[6] Web Services Security (WSS) SOAP Message Security, OASIS
[7] Liberty SOAP Binding Version 2.0, Liberty Alliance Project
[8] Web Services Security (WSS) SAML Token Profile 1.1. OASIS
[9] XML Signature Syntax and Processing (Second Edition) by World Wide Web Consortium
(W3C)
6.7 User and Subscriber Control
This section would recommend mechanisms and procedures regarding user control
of their private information (e.g., permission for desimination of personal
information, and delegation)
6.8 Protection of Personally Identifiable Information (PI1)
This section would recommend mechansims and procedures related to protection of
PIl.
6.9 Federated Identity Functions
This section will recommed, mostly through reference solution for federated
identity functions
6.9.1 Bridging and Interworking

This section will recommend mechanisms and procedures to allow bridging and
interworking between different federations and 1dM solutions. For
example IdM solutions using different schemas and resprestations for
identity information.

6.9.2 Discovery of IdPsin Federated Environment

e  Push and pull mechanisms for sharing authentication information among |dPs
6.10 ldentity Information Access Control

6.10.1 SAML -based mechanism for attribute sharing

The attribute sharing can be done with the use of the SAML assertions containing the attribute
statements. The mechanism described in section 6.2.1 can be used for distributing of the SAML
tokens.

6.10.2 Pseudonym management

The IDP can generate the pseudonym mapping to identity when receiving pseudonym generation
request.

The IDP can query the relationship between pseudonym and identity to get the identity based on the
pseudo identifier when receiving identity querying request.

The requesting entity accesses the service using pseudonym and information which is signed by
private secret key which isrelated to the pseudonym identifier and indicates the requesting entity’s
identity.

[Note: Shin will provide relevant references to SAML ; Editors note: Shin’s References: Security
Assertion Markup Language (SAML) V2.0 Technical Overview Committee Draft 02
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25 March 2008

<<http://www.0oasi s-open.org/committees/downl oad.php/27819/sstc-saml -tech-overview-2.0-cd-
02.pdf>>

and ITU-T Recommendation X.1141 Security Assertion Markup Language (SAML)]
e  Static pseudonyms

e  Dynamic pseudonyms

6.10.3 Integrity of the SAML assertions
e  Subject confirmation methods of the SAML tokens

6.11 Single Sign-on

Single sign-on (SSO) is a network capability that enables a user to log in once and obtain access to
the multiple resources of a network without being repeatedly requested to provide her or his
authentication credentials. This capability significantly improves user experience by enabling a user
to receive various services without having to maintain multiple authentication credentials (e.g.,
username/password pairs). In the environment where the users have to maintain multiple user
names and passwords, they tend to create the simple passwords, which may lead to increased
vulnerability to the dictionary attacks. Because the SSO allows a user to (Editor’ s note: provide
more general text — not just the passwords) have one password for accessing multiple applications,
it makesit easier for the service providers to enforce more strict rules for the passwords. This helps
to improve the network security.

On the other hand, if the user credentials are compromised the impact on the SSO-enabled networks
could be greater than on the systems that do not support SSO. To that end it is essential for the SSO
to employ secure mechanisms. This section provides an overview of several mechanisms that can
be used for supporting SSO.

6.11.1 GBA-based mechanism

Clause 6.2.5 describes the use of the GBA for authentication of a user to any Network Application
Function (NAF). Thus, the GBA effectively provides a single mechanism for signing a user to all
GBA-enabled NAFs on anetwork. Indeed, if auser has been signed-on to aNAF, the BSF and UE
have already authenticated each other and established a shared key (Ks). Then the procedure of
signing on the user to anext NAF will consist of the steps 1, 3, 4, 5, and 6 (step 2 is skipped), which
are described in clause 6.2.5. Again, the procedure resultsin a secret (Ks_NAF) being shared
between the UE and anew NAF. This shared secret can be used for authentication between the UE
and NAF.

Editor’ s note: The pros and cons for selecting GBA for SSO and guidelines for its use will be
provided later.

6.11.2 SAML-based mechanism

6.12 Single Sign-off

7  Security
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Appendix |: IdM Profilesfor NGN

[EdNote: This section describes relationships between ITU-T NGN environment and necessary
NGN 1dM models to IdM models developed in other Standards or fora (e.g., Liberty Alliance,
OAS S, OpenlD) (mapping or profile). Contributions invited.]

Appendix I1: Bibliography

[b-GBA] ETSI TS 133 220, 03/2006, Generic Authentication Architecture (GAA); Generic
bootstrapping architecture.

[SAML token] OASIS Standard Web Services Security: SAML Token Profile 1.1, (2006)
[XML signature]  W3C Recommendation XML Sgnature Syntax and Processing, (2002).
WSS Shin will provide the exact information!

Appendix I11.

MS
s AICHLR

Shared K
ShaKred 1. Auth. datarequest (incl. IMSI) ‘
Generate Authentication Vector (AV)
AV=RAND||XRES||CK||IK[J[AUTN
User authentication request 2. Auth. Dataresponse;
3. RANDJ|AUTN AV
Verify AUTN
Compute RES
AV — Authentication Vector
4. User auth. response RES RAND — Random challenge
XRES — Expected Response
Compare RES CK — Cipher Key
and XRES IK — Integrity Key
Compute CK and IK AUTN — Authentication token
RES — Response

|| - denotes concatenation

Figure1l—AKA Message Flow

1. The VLR/SGSN sends request for authentication data to the subscriber’ s home
authentication center. The request contains the subscriber’ s IMSI identifier.

2. The AuC/HLR generates an authentication vector composed of a concatenation of the
following values: random challenge RAND, expected response XRES, cipher key CK,
integrity key 1K and authentication token AUTN. All these values are computed with the
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use of the shared secret K. Then the AUC/HL R sends the authentication vector AV to the
VLR/SGSN.

3. The VLR/SGSN sends authentication request to the M S, which includes the value
RANDI|JAUTN.

4. The mobile station’s USIM application computes the authentication token itself using the
shared secret K and the received value RAND, and comparesiit to the value of the
authentication token AUTN received in step 3. If they match, the USIM proceeds with
calculating aresponse RES and sending it to the VLR/SGSN. It al'so computes the cipher
key CK and integrity key IK.

Finaly, VLR/SGSN can authenticate the M S by comparing the response RES (received from the
MS) and the expected response XRES (received from the AUC/HLR). If they match then the AKA
procedure has resulted in mutual authentication of the MS and VLR/SGSN, which have agreed on
the cipher key CK and integrity key IK for securing their further communications.

Appendix IV: Exampleidentitiesin NGN

Note: the material here are moved from draft NGN 1dM framework (output of May 2008 meeting),
considering that this can be a good starting point to develop atext on NGN identities.

8 NGN Identities{It isproposed that the information in this section be consolidated, deleted
or included in an Appendix}

[ EdNote: we must clean up this section

]

[Editors Note: 3GPP has different definitions on Identity and Identifiers. We have to be careful to
use ITU-T terms]

In public NGN infrastructures, large numbers of diverse entities have the ability to autonomously
access and control highly-distributed, shared, global ICT resources, as well as communicate with
other entities. These entities may include real persons, legal persons (e.g., organizations), and a
vast array of objects such as devices, network elements, RFIDs, sensors, and software-based agents.

The entities may be acting as either subscribers or as providers, in public or private capacities. In
order to use the public NGN network infrastructure, these entities assert identity claims and are
provided various identities that are manifested and used to support NGN Identity Management
functions across multiple service/ network provider boundaries within aNGN Identity Management
Framework, as described in this Recommendation. Anidentity consists of the identifiers and other
attributes by which an entity is described, recognized or known. Section 9, below, describes
capabilities associated with the creation and use of identifiers and related identity attributes that are
necessary for integrity and security, integrity, and privacy of NGN infrastructure.

NGN identitiesin this NGN security framework recommendation apply to subscribers,
network/service providers, and objects.

EdNote: the text above must be checked whether it aligns with the current definition of identitiesin
3GPP below.
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TS 184 002 describes a concept on the use of identifiersin the NGN. This concept re-uses the
notion of private identifies and public identifiers as defined by TS 123 003. This Recommendation
appliesthis notion of private and public identifiers.

8.1 Subscriber Identifiers

[EdNote: this section describes identifiers, not identities. Justification necessary.]

Subscriber entities may assert or claim either public or private identifiers. Theterm “public” in this
context includes identifiers that are generally available to other network subscribers. “Private”
means identifiers that is used for authentication purposes only, and is never displayed even to the
subscriber.

8.1.1 Publicidentifiers

The availability of public identifiersis determined by a complex mix of legal-regulatory-contractual
requirements, operational and security needs, and subscriber (so-called user-centric) preferences.
Public identifiers and any associated policies should be discoverable, authoritative, and obtainable
using well-known interoperable, extensible protocols and syntax structures. Public identifiers must
be sufficient to permit the communication, action, or transaction to occur.

8.1.2 Privateidentifiers

Private Subscriber identifiers are those other than public identifiers, and may include anonymity to
the extent permitted by the context of the communication, action, or transaction, and related legal-
regulatory-contractual requirements of the relevant jurisdictions.

8.2 Network/Service Provider identifiers

Network/Service Provider entities may assert either public or private identifiers. The term “public”
in this context includes identifiers that are generally available to both network subscribers and other
providers. “Private” meansidentifiersthat isused for authentication purposes only, and is never
displayed even to the provider.EdNote: the text above must be checked whether it aligns with the
current definition of identitiesin 3GPP and other SDO’ s definitions below.

e |Paddress (including address realm), FQDN.

e Homedomain name; see TS 184 002 clause 6.2.1.1.

e SIPURI for NGN network nodes.

e Public serviceidentifier, see TS 184 002 clause 6.2.4.

e Access network identifier, see TS 184 002 clause 6.2.2.

e DNSnames.

e CNGCF Address, see TS 184 002 clause 6.2.2.

e P CSCF Identity, see TS 184 002 clause 6.2.2.

e AF Identity, see TS 184 002 clause 6.2.2.

e Resource Reservation Session ID, see TS 184 002, clause A.2.3.
e Charging Correlation identifier, see TS 184 002 clause A.2.3.
e Subscriber Info, see TS 184 002 clause A.2.3.

e Resource Bundle-ld information, see TS 184 002 clause A.2.3.

e RACF identification, see TS 184 002 clause A.2.3.
EdNote: thisidentifier could not be verified; seems not to exist in the referenced specification.
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e Media(session) identifier; see TS 184 002 clause A.2.3.
e Flow identifier; see TS 184 002 clause A.2.3.
e Application Class D, see TS 184 002 clause A.2.1.

8.2.1 Public network/service providers

Network/service providers may assert only public identifiers, and must meet the requirements of
5.1.1, above, as applicable.

8.2.2 Privatelhome network service providers

Private/home network service identifiers are those other than public identifiers, and may include
private attributes to the extent permitted by the context of the communication, action, or transaction,
and related | egal-regulatory-contractual requirements of the relevant jurisdictions.

[Editorial note: the category of “ private/home network” providers seemed necessary to account for
these kinds of entities.]

8.3 Object Identities

[ EdNote: current text includes device identities. Contributions are invited to clarify this]

NGNs will consist of broad arrays of object entities — both physical and virtual - that connect to or
are part of the network infrastructure and assert either public or private identities.

8.3.1 Terminal or Sensor Devices

Terminal or sensor devices - including radio-based devices and RFID or similar near-field
communication object reader systems - connected to public NGN infrastructures may assert public
or private identities, and must meet the requirements of 5.1, above, as applicable.

8.3.2 Network-Based Equipment

Network elements that are part of public NGN infrastructures may assert public or private identities,
and must meet the requirements of 5.1.1, above, as applicable.

[ EdNote: the text above must be checked whether it aligns with the current definition of identitiesin
3GPP below.]

Lineidentifier.
Physical access ID (including Location Information); see TS 184 002 clause A.2.1.

Logical access D, including Access Network Type and derived RACS Point of Contact; see TS 184
002 clause A.2.1.

8.3.3 Other Objects

Diverse kinds of other physical and virtual objects including agents may assert public or private
identities, and must meet the requirements of 5.1.1, above as applicable.

Appendix V: X.509 v3 M essage Authentication

The following example demonstrates a way to process messages with WSS X.509 token, as
described in the section 6.6.3.2

<?xml version="1.0" encoding="UTF-8"?>
<s:Envelope xmlns:s="http://schemas.xml soap.org /soap/envel ope/™
xmins:sb="urn:liberty:sh:2006-08"



-38-

xmins:pp="urn:liberty:id-sis-pp:2003-08"

xmins:sec="urn:liberty:security:20 06-08"

xmlns:wsse="http://docs.oasi s-open.org/wss/2004 /01/0asi s-200401-wss-wssecurit y-secext-1.0.xsd
xmins:wsu="http://docs.oasis-open.or g/wss/2004/01/0asis-200401-wss -wssecurity-utility-1.0.xsd"
xmlns:wsa="http://www.w3.0rg/2005/08/addressing">

<s:Header>
<!-- see Liberty SOAP Binding Specification for which headers are required and optional -->

<wsa:Messagel D wsu:ld="mid">...</wsa:Messagel D>
<wsaTo wsu:ld="to">...</wsa:To>

<wsaAction wsu:ld="action">...</wsaAction>
<wsse: Security mustUnderstand="1">

<wsu: Timestamp wsu:1d="ts">
<wsu: Created>2005-06-17T04:49:17Z</ wsu:Created >
</wsu:Timestamp>

<wsse:BinarySecurity Token
VaueType="http://docs.oasis-open.or g/wss/2004/01/0asi s-200401-wss-x509-token-profile-
1.0#X509v3 "
wsu:1d="X509T oken"
EncodingType="http://docs.oasi s-open.org/wss/20 04/01/oasi s-200401-wss-soap-message-
security-1.0#Base64Binar y">
MI11B9zCCAWSgAWIBAQIQ...
</wsse:BinarySecurity Token>

<ds:Signature xmlns:ds="http://www.w3.0rg/2000/09/xml dsi g#">
<ds:Signedinfo>

<!-- in general include a ds:Reference for each wsa: header added according to SOAP
binding -->

<!-- include the Messagel D in the signature -->
<ds:Reference URI="#mid">...</ds:Reference>

<!-- include the To in the signature -->
<ds:Reference URI="#t0">...</ds.Reference>

<!-- include the Action in the signature -->
<ds:Reference URI="#action">...</ds:Reference>

<!-- include the Timestamp in the signature -->
<ds:Reference URI="#ts">...</ds.Reference>

<!-- bind the security token (thwart cert substitution attacks) -->

<ds:Reference URI="#X509T oken">
<ds.DigestM ethod Algorithm="http://www.w3.0rg/2000/09/x mldsig#shal"/>
<ds:DigestVaue>Ru4cAfeBABE...</ ds.DigestVaue>

</ds:Reference>

<!-- bind the body of the message -->
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<ds.Reference URI="#M sgBody">
<ds:DigestM ethod Algorithm="http://www.w3.0rg/2000/09/xmldsig# shal"/>
<ds:DigestVaue>Y gGf SOpi56pu...</ds.Di gestVaue>
</ds:Reference>
</ds:Signedinfo>
<ds.KeyInfo>
<wsse: Security TokenReference>
<wsse:Reference URI="#X509Token" />
</wsse: Security TokenReference>
</ds:KeyInfo>
<ds:SignatureVaue>
HJIWbvgW9E84vJIV QkjjLLABNNVBX 7mY 00TZhwBdFNDEIgscS XZ5Ekw==
</ds:SignatureVaue>
</ds:Signature>
</wsse: Security>
</s:Header>

<s.Body wsu:1d="MsgBody">
<pp:Modify>
<!-- thisisan ID-SIS-PP Modify message -->
</pp:Modify>
</s:Body>

</s:Envelope>
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