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	Reason for change:
(

	SHA-1 is vulnerable to collision attacks and should not be recommended for use when generating new CRLs and OCSP responses.

	
	

	Summary of change:
(

	The use of SHA-1 is strongly discouraged for newly created CRLs and OCSP responses.

	
	

	Consequences if 
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not approved:
	Attackers could exploit SHA-1 weaknesses to generate fake CRLs and OCSP responses in order to launch attacks.
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	Other comments:
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	The present CR is deprecated by the CR in S3-100627 in Release 10; therefore, the present CR should not be implemented in the Release 10 version.


** start of changes **

O.5.1
TLS Certificate

X.509 digital certificates [35] shall be used for authentication in TLS. All X.509 certificates shall be signed by a trusted party. The SHA-1 and SHA-256 hash functions shall be mandatory to support for certificate generation/verification. For security reasons, the use of SHA-1 is not recommended for newly created certificates and CRLs.

NOTE:
For interworking with pre-Release 9 elements, usage of SHA-1 in certificates may be required for some time. However, it is likely that in a future 3GPP release, certificates which use SHA-1 as the hash algorithm will be prohibited. 

The certificates shall be profiled as follows: 

Editor’s Note: X.509 certificate profiles are discussed in other technical specifications (e.g., 33.222, 33.234 and 33.310). Alignment of these and the text in this clause is ffs. The IETF is about to publish two RFCs related to X.509 which would have impact on the X.509 profiling. Therefore it has been decided to wait for the publication of the RFCs before aligning the X.509 profiles in 3GPP specifications.
	TLS Server Certificates

	Subject Name Form
	C=<Country>
O=<Company>
CN=<FQDN>

Additional fields may be present in the subject name.

FQDN is the server’s fully qualified domain name (e.g., server.example.com). Only a single FQDN is allowed in the CN field.

	Intended Usage
	These certificates are used to authenticate TLS handshake exchanges (and encrypt when using RSA key exchange). 

	Validity Period
	Set by operator policy

	Modulus Length
	1024, 1536, 2048

	Extensions
	KeyUsage[critical](digitalSignature, keyEncipherment)

extendedKeyUsage (id-kp-serverAuth, id-kp-clientAuth)

authorityKeyIdentifier (keyIdentifier=<subjectKeyIdentifier value from CA cert>)


** end of changes **
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