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5.1.3 
Network architecture 

 5.1.3.1 
Introduction
This network architecture uses a model consisting of services and technical functions that are necessary to build those services. Services are supplied to and consumed directly by the M2ME, for connectivity, provisioning and management of MCIMs, etc. In a typical architecture, it is likely that the various technical functions would be incorporated into a small number of Roles. 

We define Roles as entities that provide services directly to the M2ME and with which the M2ME is able to communicate directly (with the exception of the regulator). Roles may be trading companies such as network operators, equipment suppliers, etc., or sub-divisions thereof. 

Roles may perform one or more technical functions. In this document, where a Role is single-function, that function is described under that Role. Where a Role performs multiple functions, those are described in the technical functions section. The allocation of services and functions to a role can be done in many different ways and is determined by business as well as technical considerations.
NOTE: 
The grouping of technical functions into Roles herein is only one possible example and is not in any way definitive.

5.1.3.2
Principles of the Network Architecture

The following principles characterize the network architecture: 

-
Unified architecture to support MCIM provisioning and management for M2M equipments of different types and capabilities

-
Separation of the connectivity services and MCIM management services

-
Separation of initial and operational connectivity services

-
Security of the MCIM management to be independent of the security of the initial connectivity service

-
Requirement for IP connectivity for provisioning and management of MCIM credentials and applications

-
Use of provisional connectivity IDs to obtain registration of the M2ME with the selected home operator through a secure connection via a visited network operator

-
Validation of the authenticity and integrity of the M2ME as a trusted platform before provisioning takes place

-
Support for re-provisioning due to change of selected home operators
5.1.3.3
Services

5.1.3.3.1
Summary
Services are used directly by the M2M Equipment (M2ME) and/or M2ME Subscriber for remote management of MCIM functionality on an M2ME. They can be broadly categorized into three groups:
-
Connectivity Services, subdivided into:

-
Initial network connectivity 

-
Operational connectivity (including connectivity activation)

-
Application Services, subdivided into

-
Discovery and registration 

-
MCIM download and provisioning 

-
M2ME supply

An optional fourth service, Delayed Activation, is described in Annex B.1.

5.1.3.3.2
Connectivity Services

5.1.3.3.2.1
Initial Network Connectivity Service
The Initial Network Connectivity Service consists of 4 transactions:

-
Initial network connectivity set-up

-
AN-specific address resolution

-
IP connectivity for provisioning and management of MCIMs

- 
IP connectivity for provisioning and management of M2M applications

Initial network connectivity set-up:
Before connection to a provisioning or management service can be achieved for the first time, i.e. before the operational MCIM(s) have been downloaded and activated, initial network connectivity must be achieved to an IP network. The M2ME is required to support bootstrapping functions for this purpose. Several different solutions to this problem may be required, depending on the type of equipment and on the type of AN that is available to the equipment for. Examples could include:

-
Use of pre-provisioned preliminary credentials to access a visited 3GPP PLMN;

-
Use of user-provided or pre-provisioned credentials to access a fixed-network or WLAN.

Other possibilities for equipment types and AN types are described in the use cases in the present document and in [2]. 

The process of providing initial 3GPP network connectivity to a M2ME should not require the VNO to support any new functions related to the acquiring of AVs from an ICO. This requires the ICO to support existing method of providing AVs, e.g. MAP. Therefore, standard AKA functions are required in the M2ME for the purpose of obtaining initial connectivity to a VNO's 3GPP network. Such initial AKA functions in the M2ME would typically include a preliminary credential (e.g. a PCID) as well as shared secret key(s) and cryptographic algorithm(s). These objects would typically be exchanged between the equipment supplier and the CCIF and pre-provisioned into the M2ME by the equipment supplier in a secure facility.
The initial AKA functionality (data and executables) may be stored and/or executed within the TRE. Bootstrapping credentials may also be provided for accessing non-3GPP networks, e.g. WLAN, but the precise nature of those credentials is out of scope.
Future enhancements to the M2ME’s AKA functions for initial network connectivity may include the capability to download and replace the existing initial connectivity credential with a new one.
The M2ME should be allowed to use the initial network connectivity only for the purposes of  provisioning and maintenance of MCIMs, and not for accessing other network services.  
AN-specific address resolution: 
Once initial IP connectivity is set up, the M2M equipment needs to know the address of one or more servers in order to proceed with the provisioning process. These addresses may be provided by any of several commonly used bootstrap mechanisms including BOOTP/DHCP for IP networks and OMA DM bootstrap for 3G networks. These mechanisms are not part of the initial connectivity, but can be used to provide a solution to the address resolution problem in cases where the necessary server address(es) cannot be preconfigured into the M2M equipment. 
IP connectivity for provisioning and management of MCIMs:
Once initial IP connectivity has been established, IP connections to the registration, provisioning and management services can be achieved for the purpose of obtaining the operational network-access credentials and any additional needed configuration, such as security policies and software. The process for provisioning and management of operational credentials is independent of the AN being used. Furthermore, there is independence between the AN used for initial connectivity and the networks over which the operational credentials will be used. This allows any AN to be used to provision the operational network credentials and associated algorithms and software. For example, this includes MCIM applications with the needed credentials and parameters. For example, any ANs that provide initial connectivity can be used to provision:

-
Credentials for access to the operational network

-
Authentication software and algorithms that operate on the afore-mentioned credentials

Examples of these include:

-
a USIM application and an associated USIM credential that will be used by the M2M equipment for operational access to 3GPP;

-
an ISIM application and an associated ISIM credential that will be used by the M2M equipment for operational access to an IMS, over any available AN.

IP connectivity for provisioning and management of M2M applications:
The provisioning and management of M2M applications may require IP connections to entities that are distinct from those used to provision and manage the operational credentials. The independence of this function from the AN will be as described above.

5.1.3.3.2.2
Operational Connectivity

Operational connectivity is essentially identical to regular CS or PS connectivity provided in GSM, UMTS or EPS. The only difference is that M2M-specific filters may be applied in the M2M equipment and/or the network to restrict the sets of entities with which an M2ME can communicate. These filters could be realized by constraining communication to certain APNs in PS service. In a rental car tracking application, for example, the M2M equipment could be restricted to communicating with the M2M server of the car rental company. 

Operational connectivity may also include a separate provisioning activity to set up (3GPP) network connectivity parameters such as SMS service centers and internet connectivity. Connectivity to an IMS may be required using the appropriate layers of the operational AN.

The owner of the M2M equipment should be able to change the IP connectivity subscription from one operator to another without having to go through an initial connectivity state.

5.1.3.3.3
Application Services

5.1.3.3.3.1
Discovery and Registration Service

The discovery and registration service allows the M2ME to discover and securely register with the Selected Home Operator.
5.1.3.3.3.2
MCIM Download and Provisioning Service

This service allows the M2ME to securely obtain the required MCIM application(s) and their parameters.
5.1.3.3.4
M2ME Supply Services

In this service the configured M2MEs are supplied to the M2ME subscriber. The M2MEs supplied should have all necessary root credentials installed and be capable of supporting the other services. All M2MEs must meet the relevant requirements and must support a TRE as described in section 5.1.2.

5.1.3.4
Technical Functions (in alphabetical order)

5.1.3.4.1
Connectivity Credential Issuing Function (CCIF)

CCIF is responsible for the generation of credentials required for initial network connectivity as described in clause 5.1.3.3.2.1. This function is required where unauthenticated connectivity may not be available to deployed M2MEs. This function could be provided by a central organisation or the M2MES. CCIF supports the following functions:

-
Issuing initial network access credentials, e.g. preliminary IMSI numbers and preliminary keys, for each M2ME. 
NOTE 1:
For examples of preliminary credentials see annex B.

NOTE 2: 
Alternatives such as PCID and synthetic credentials could be possible. 

-
Helping the M2MES to configure the M2ME with the above credentials. Modes of such configuration may include:

-
CCIF generates credentials and sends to M2MES to embed during manufacture time; or

-
M2MES generates and embeds them and sends them to CCIF afterwards; or

-
M2MES generates and embeds them and they are communicated to CCIF via the M2M subscriber 
5.1.3.4.2
Discovery and Registration Function (DRF)

DRF helps the M2ME to discover and register with the SHO. Address resolution is included within DRF. 

5.1.3.4.3
MCIM Download and Provisioning Function (DPF)

This is a function for managing the downloading and provisioning of the MCIM applications and credentials to the M2ME. 

In order to perform the secure provisioning of the MCIM applications and their parameters to the M2ME, the DPF needs to support the following functions:


-
Receive some information (e.g. address) from SHO or RO (ICF) in order to access the M2ME, or alternatively rely on OMA-DM bootstrapping for inducing the M2ME to connect to the DPF
-
Receive authorisation from the SHO or RO (ICF) to provision the M2ME. This could include a security token for communicating with the M2ME.

-
Receive from the SHO the MCIM application and credentials package to be downloaded. Alternatively the DPF could generate this from stored rules and advise the SHO of the credentials that have been downloaded to the M2ME.

-
Provision the MCIM application and credentials to the M2ME.

-
Update previously downloaded MCIM applications or credentials and provisioning new applications as needed.

-
Notify the SHO of the successful or failure of a provisioning event.
In addition to functions required to perform secure provisioning of the MCIM applications and their parameters to the M2ME, the DPF may support options to check the M2ME and/or TRE integrity prior to the provisioning. The DPF can obtain the verification data from the PVA and then, depending on relevant SHO security policies, allow or disallow the provisioning process.

5.1.3.4.4
Initial Connectivity Function (ICF)

This function provides connectivity services (at layers above the basic network access provided by the VNO) to help with the post-purchase discovery of the SHO. The ICF:

-
Provides IP connectivity for the M2ME to request downloading and provisioning of MCIM credentials and applications from a DPF via a Visited Network Operator (VNO) network.

In order to support this usage, the ICF may also:

-
Authenticate the M2ME for connectivity functions, i.e. provide authentication vectors (AVs) to the connected VNO in order to allow the VNO to authenticate the M2ME at initial attach;

-
Generate and transmit AVs or complete 3GPP attachment credentials to the M2M ES to allow for pre-configured credentials for temporary access, or;

-
Receive AVs or complete 3GPP attachment credentials from either the M2M ES, the SHO or the M2ME subscriber.
5.1.3.5
Roles
5.1.3.5.1
Summary

Examples of roles are given in this document are as follows:
1.
M2M Equipment Subscriber 

2.
M2M Equipment Supplier (M2MES)

3.
Registration Operator (RO)

4.
3GPP Visited Network Operator (VNO)

5.
3GPP Selected Home Operator (SHO)

6.
Non 3GPP Initial Connectivity Service Provider 

7.
Platform Validation Authority (PVA)

8.
Regulator 

The mapping of technical functions onto roles that is used in the present document is described in the table below. It is only one example of a possible mapping and is in no way definitive.

Table 5.1.3.5.1-1: Mapping of Roles to Technical Functions
	ROLE
	TECHNICAL FUNCTIONS INVOLVED

	M2ME Subscriber
	Single-function. Description of all functions is done at the Role level

	M2ME Supplier
	CCIF

	Registration Operator
	DPF, DRF, ICF

	3GPP Visited Network Operator
	Single-function. Description of all functions is done at the Role level

	3GPP Selected Home Operator
	Single-function. Description of all functions is done at the Role level

	Non 3GPP Initial Connectivity Service Provider
	Single-function. Description of all functions is done at the Role level

	Platform Validation Authority
	Single-function. Description of all functions is done at the Role level

	Regulator
	Single-function. Description of all functions is done at the Role level


5.1.3.5.2
M2ME Subscriber

The M2ME subscriber is the person or organization who receives M2M services under contract with an SHO, including services for connectivity and application registration and activation. 

An M2ME subscriber must support selection of a SHO and deliver all the M2M equipment parameters to this SHO. An M2ME subscriber may support the following functions: 
-
Inform the RO of an impending subscription change from one SHO to another; 

-
Contact any relevant activation service provider;

-
Provide the PVA with credentials needed for validation of the M2ME platform and/or applications provided by the M2ME, including those supporting MCIM remote management;
-
Obtain credentials for the platform and/or applications from a trusted third party (e.g. M2MES or a third party that has a trusted relationship with the manufacturer or the supplier). 
5.1.3.5.3
M2M Equipment Supplier (M2MES)

The M2MES provides the M2M equipment to the subscriber. Typically the M2MES is a manufacturer. A M2MES may also be a business stakeholder in the initial connectivity service or in the application activation service. An M2MES may perform the CCIF to allow a credential for initial network access to be installed and securely stored in the M2ME before downloading and provisioning of the MCIM takes place. A M2MES may provide a means for the M2ME subscriber to select the desired SHO, or for this to happen automatically when the equipment is connected to an access network.

NOTE: 
When the M2ME leaves the supplier, it is not normally associated with a SHO. However, some use cases may require the identity of the SHO and a corresponding discovery mechanism to be pre-configured in the equipment.

5.1.3.5.4
Registration Operator

The purpose of this role is to provide initial connectivity to the M2ME and to provide registration and provisioning functions for the M2ME. This typically involves the Initial Connectivity, Discovery and Registration, and MCIM Download and Provisioning Functions.

5.1.3.5.5
3GPP Visited Network Operator (VNO)

A VNO is any 3GPP operator that operates a network that is accessed for the purpose of initial registration and provisioning of the MCIM applications and credentials. The VNO and SHO may be the same operator, or they may be distinct operators. The VNO supports the following functions:
-
Provide temporary 3GPP network access to the M2ME, where authentication using credentials such as a PCID may be required. A VNO may provide full or restricted connectivity during initial access.
-
Provide open network access to the Discovery and Registration Function (DRF) when possible, i.e. where no credentials or authentication are required for this access. This function applies when the VNO will become the SHO after registration and provisioning, for example.
-
Provide connectivity to SHO, when SHO and VNO are distinct operators. 
5.1.3.5.6
3GPP Selected Home Operator (SHO)

An SHO operates as follows: 

-
Has a subscription contract with the M2ME subscriber to provide operational connectivity services (and application services if it also takes on the role of an application service provider) for the M2ME; 

-
Authorises the DPF to provision M2MEs with MCIM parameters generated by, or generated on behalf of, the SHO;
-
In case of re-provisioning and while there is an operational connection to an M2ME, provides connectivity services between the M2ME and a DPF for re-provisioning of a MCIM to the M2ME;
-
In case of re-provisioning and while there is an operational connection to an M2ME, provides connectivity services for the attestation of the device with the help of the PVA for a re-provisioning of the MCIM application or credentials. 
5.1.3.5.7
Non-3GPP Initial Connectivity Service Provider 

Non-3GPP Initial Connectivity Service Providers (ICSPs) are connectivity service providers such as fixed network service providers, IMS service providers, or WLAN providers that provide non-3GPP access to activation and registration services for the M2M equipment
5.1.3.5.8
Platform Validation Authority (PVA)

The PVA is the authority responsible for validating the credentials used to verify the M2M equipment as a trusted platform. The PVA may also issue these credentials. The PVA supports the following:

-
Validation of platform credentials that assert the authenticity and integrity of the M2ME as a platform to hold the MCIM application and credentials;

-
Providing the DPF and SHO with information related to the success or failure of the validation of the M2ME.
-
Obtaining new platform credentials when required, e.g. after a remote update of the M2ME.

The content and format of a PfC can have, e.g. the following variations. PfC may contain several parts some of which are device-specific and some common to a group of devices. E.g., (1) an M2M ES public key to act as the root of trust for verification (public, common), (2) a device-specific private key stored in the M2ME (secret, device-specific), (3) a certificate issued to the corresponding public key by the M2M ES (public, device-specific) asserting the expected system state of the M2ME. In this scenario, PfC needs to be obtained by PVA in advance of the manufacture in a secure manner; is embedded or initialized in the M2ME during manufacture; and can be provided along with other information during platform validation. 

5.1.3.5.9
Regulator

This is a governmental body or other legislative or regulatory entity governing the operation of the M2MEs and networks in a country or region.
5.1.3.6
Network Interactions for Remote Provisioning

5.1.3.6.1
General
This section provides examples of the steps required for the M2ME to be remotely provisioned with an MCIM application and credentials. Both 3GPP access and non-3GPP access scenarios are described. 

Remote provisioning using TRE as described in clause 5.1 can be implemented in various different ways, e.g. the DPF can be hosted by the RO or the SHO. Clauses 5.1.3.6 and 5.1.3.7 describe one example to implement remote provisioning and change when the DPF is hosted by the RO, and Annex B.2 describes another example when the DPF is hosted by the SHO. Annex B.2 also includes additional details of the network interactions using OMA DM. 

5.1.3.6.2
Overview of network architecture
Below we outline one example division of roles between the different entities. In this figure, the thick solid arrows indicate connections between the operators, service providers, and validation authorities, while the thin solid arrow indicates the air interface for the initial network access from the M2ME to the VNO’s network. The dashed arrows indicate the IP connectivity between the M2ME and the RO (ICF) via the air interface provided by the VNO’s network. The double dotted arrows indicate the connections between the M2ME and the RO (DRF) and DPF functions In this figure the DPF resides at the RO; it could also reside at the SHO (as is described in annex B).
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Figure 5.1.3.6.2-1: Network authentication and MCIM Provisioning in the M2ME, in the case of 3G authenticated access. 
In some real-life situations, there may be only two operators physically present to provide access and services for an M2ME. In the interactions described in the coming clauses they would be an RO (incorporating ICF, DRF and DPF) and an SHO. In such cases, the RO could also serve as the VNO. 

Further, in some cases the role of the PVA and the DPF may be hosted by the SHO as is done in the example provided in annex B. The VNO and SHO may be the same operator, although they will be logically separate entities until the M2ME has declared the identity of its SHO. There may be many alternative sets of network deployments which are not shown in this document.

5.1.3.6.3
Network Interactions for MCIM Provisioning in case of 3GPP Access 
1.
The M2ME uses the standard GSM/UMTS functions (GPRS/PS) to decode network information and attaches to the network of any VNO. In the attach message the M2ME sends a Provisional Connectivity ID (PCID) to the VNO. To avoid that the VNO needs to support special M2M functionality, the PCID has the same format as the IMSI. The “MCC” and “MNC” fields in the PCID will indicate to the VNO which entity it should contact to obtain authentication vectors to authenticate the PCID with.
2.
The VNO contacts the RO (ICF function) and sends the PCID-IMSI to the ICF. Note that in some cases the RO and VNO may be the same operator.
3.
Upon receiving the PCID-IMSI, the ICF queries the temporary-access credential associated with the PCID in its database. According to the credential, the ICF can generate AVs.

NOTE 1: If the ICF is not already in possession of the used PCID-IMSI and related temporary-access credential, it can obtain it from the CCIF.
4.
The RO transfers AVs for the claimed PCID-IMSI to the VNO.

5.
The VNO uses the AV to authenticate the M2ME through the AKA.
The step 1 to 5 describes the phase of initial attach.
6.
The ICF request the DRF to bootstrap. Internally, the RO forwards the PCID and the IP address of the M2ME from its ICF to its DRF function.
7.
According to the PCID-IMSI, the DRF queries the address of the DPF and the SHO which has contract with the M2ME in its database. Then it generates the Bootstrap message.
8.
The DRF sends the Bootstrap message to the M2ME. In the message it includes the IP connectivity parameters (NAPDEF), the address of the DPF (Server URL), the context of the MCIM application provision and the context of the M2M application provision. If the provided PCID-IMSI already points to the RO, the RO could become the SHO , and then the IMSI is just continued to be used.
9.
Triggered by the Bootstrap message, the M2ME contacts the DPF and includes relevant information of the M2ME and the TRE (e.g. platform validation info)
10.
The RO (DPF function) connects to the SHO, and relays the M2ME/TRE info there.
The step 6 to 10 describes the phase of discovery and registration.
11.
The SHO sends the validation info signed by the PfC and TRE identity to a PVA and requests a PVA to validate the authenticity and integrity of the TRE. 
12.
The PVA locally validates the authenticity and integrity of the M2ME, according to the requirements of the SHO.
13.
The PVA sends the validation results back to the SHO, according to the SHO requirements. 
14.
The SHO encrypt the MCIM by using the PfC and generate the management object for M2M (e.g MCIMobj).

15.
The SHO delivers the encrypted MCIM (e.g. within MCIMobj) to the RO (DPF) and authorizes provisioning of the MCIM application to the M2ME.

16.
The RO (DPF) downloads a MCIM object to the M2ME.

17.
The M2ME provisions the downloaded MCIM into the TRE. The TRE decrypts MCIMobj by using the TRE Platform Key to obtain the MCIM.
18.
The M2ME reports the success/failure status of the provisioning to the RO (DPF).
19.
The RO (DPF) reports the success/failure status of the provisioning back to the SHO
The step 11 to 19 describes the phase of MCIM application provision.
Thus the M2ME can attach to the network of the SHO by using the MCIM. Then the SHO provides the M2ME with operational service.
The procedure of how to initially provision the MCIM to the M2ME is executed as depicted in figure 5.1.3.6.3-1.
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Figure 5.1.3.6.3-1: Procedure to initially provision the MCIM
Note that the above steps must be further assured of appropriate types and levels of security. For example, steps 8 to 12 may be secured by use of the OMA DM protocol as is described in annex B. In another example, the steps involving the validation of the M2ME (and/or the TRE) may be done using the Online Certificate Status Protocol (OCSP) with the PVA acting as a server.

5.1.3.6.4
Network Interactions for MCIM Provisioning in case of Non-3GPP Access

In this scenario, the M2ME communicates with a non-3GPP access network, which may be WLAN or DSL access (among others). The procedure is largely the same as above, with the following differences:
-
The M2ME accesses a non-3GPP network provided by a non-3GPP ICSP. The M2ME is either authenticated using a non-3G mechanism (which is out of scope of this document), or given unauthenticated access for registration purposes.

-
If unauthenticated access is provided, the RO’s ICF is not needed, as the non-3GPP ICSP provides a direct IP connection to an RO (DRF).

After this stage, and until the M2ME connects to the network using MCIM credentials downloaded and provisioned from the SHO, all communication between the M2ME and the various network entities is done via the IP connectivity provided by the non-3GPP ICSP.
5.1.3.7 
How to change to a new operator

5.1.3.7.1
General

In this section we describe the process used to change from one SHO to another. It is worthwhile to discuss this situation in a little more depth, since the architecture used in this process may be to some degree orthogonal to the architecture presented in the previous section. This section first describes the design principles used for the architecture governing operator change. After this an extended role model is described, followed by a set of architecture proposals.

5.1.3.7.2 
Design principles

The following design principles were used to develop the architecture for operator change:
· Reuse as much as possible of initial provisioning architecture

· The new operator should be able to individually verify the integrity of the device just as in the case of initial provisioning

· The architecture should allow the option to have more than one MCIM stored in the device at a single moment. At most one MCIM can be active at any time.

· The owner of the device should control which MCIM in the device is used to provide connectivity.
· Selection of a new SHO should be possible at any time under control of the M2ME subscriber.
5.1.3.7.4 
Network architecture support for operator change

5.1.3.7.4.1
General

In this section we illustrate how the architecture described in section 5.1.3 can facilitate a secure re-provisioning of MCIM due to a change of SHO. 
5.1.3.7.4.2 
Re-provisioning using connectivity provided by old SHO
Re-provisioning may be performed using connectivity provided by the old SHO. The following is an example sequence of steps to achieve this goal: 

1.
The M2ME subscriber contacts the new SHO and transfers the M2ME’s parameters. These parameter includes the data needed to re-provision the subscription, i.e. identity of the M2ME/TRE and authorization token by old SHO to avoid malicious overwriting of MCIM. This authorization token might be a token signed with a private key of the M2ME/TRE.

2.
Transfer the M2ME’s parameters from the new SHO to RO.

3.
DRF sends the Bootstrap (via the old SHO) which instructs the M2ME to contact the DPF 

4.
M2ME connects to the DPF for provisioning of new MCIM. M2ME/TRE includes info needed, e.g. for platform validation.

5.
RO (DRF) transfers the M2ME/TRE info to the new SHO

6.
The new SHO requests the PVA to validate the TRE using the received M2ME/TRE info.

7.
The PVA validates the TRE.

8.
The PVA reports the successful status of the validation to the new SHO. 

9.
The new SHO sends its MCIM and the authorization token to the RO (DPF).

10.
The RO securely sends the new MCIM and the authorization token to the M2ME using the connectivity provided by the old SHO. The M2ME validates the authorization token to ensure that the MCIM provisioning is authorized. This step should be atomic in the sense that the MCIM download should be complete before any other steps are initiated. 

11.
The M2ME sends a message to the old SHO indicating that the M2ME will discard the old SHO’s credentials. This message is authorized with the authorization token to avoid that an attacker unregisters a M2ME.

12.
The old SHO sends an acknowledgment to the M2ME indicating the receipt of message. 

13.
Before installing the new MCIM originating from the new SHO, the M2ME discards the current AVs and other MCIM credentials corresponding to the old SHO (e.g. overwrite the old MCIM).

14.
The M2ME provisions the new MCIM from the new SHO into the TRE. 

15.
The M2ME reports the result of MCIM provisioning to the RO (DPF). If the provisioning to the new SHO fails, the M2ME firstly reverts to the pristine state and then performs another initial provisioning phase, as defined in this section.


NOTE:
When the new MCIM is taken into use, in extreme cases, the new SHO, or its roaming partners, might not be able to provide coverage in the location of the M2ME. If the device cannot attach to any network within a predetermined time period, after taking a new MCIM into use, it should revert back to the previously used MCIM/network parameters. Therefore it might be beneficial if the current (old) SHO stores the credentials related to current active MCIM, for some time to resolve error scenarios, any such agreements should be done contractually. The credentials could be deleted when the old SHO can be sure that the M2ME has successfully changed to the new SHO. If such scenarios are covered by contractual agreements between old SHO and new SHO, the M2ME can be prevented from becoming unreachable. 

16.
The RO (DPF) reports the success/failure status of the provisioning to the new SHO. 
17.
The new SHO sends a message to the RO (DRF) to register the M2ME as ‘subscribing to’ the new SHO, for future discovery queries. 

The procedure of re-provisioning of a new MCIM due to a change of SHO is executed as depicted in figure 5.1.3.7.4.2-1.


[image: image3]Figure 5.1.3.7.4.2-1: Re-provisioning using connectivity provided by old SHO procedure
In another variant of the above steps, the MCIM credentials for the old SHO and those for the new SHO may already be present in the M2ME before the subscription change takes place. In this case, these two separate sets of credentials need to be strictly separated, and neither of the two operators involved in the subscription change shall be allowed to obtain the other’s MCIM credentials. Appropriate HW or SW isolation techniques must be used.

5.1.3.7.4.3 
Reverting to the pristine state

In this section we describe how the M2ME could change to a new operator by first reverting to the pristine state and then performing another initial provisioning phase. The basic idea here is that some entity contacts the M2ME and instructs it to perform a re-provisioning. This entity may be the owner or someone with similar management rights of the M2ME. The method could proceed as follows:

1.
The M2ME subscriber contacts the new SHO and transfers the M2ME’s parameters.

2.
The new SHO transfers the M2ME’s parameters to the RO which instructs the M2ME to perform a re-provisioning (see next step).

3.
The M2ME removes the old SHO’s MCIM and returns to the pristine state. Then it contacts the RO to receive the re-provisioning.

4.
At this point, the M2ME can proceed according to the steps given in section 5.1.3.6.

Another possible case for going back to the pristine state could be if, e.g. during the provisioning activity, the M2ME has lost connectivity to the new SHO and is not either able to fall back to the old SHO either. 

NOTE 1:
The steps from 4 to 15 describe the procedure of initial provisioning the MCIM to the M2ME.
NOTE 2:
As a future enhancement, the M2ME may also be able to download, install and use a new credential for the initial network access (i.e. credentials related to PCID). Once an M2ME has been provisioned, an updated initial network access credential could be delivered as a MCIM to the M2ME for future use in a SHO re-provisioning process. This way, the credential would be extracted, stored, and used exclusively in the TRE of the M2ME. 
The initial network access credential could have an associated lifetime. During a MCIM re-provisioning process due to change of SHO, an M2ME may determine that its existing initial network access credential is about to expire. In this case, the M2ME may request and receive a new initial network access credential from a network entity (e.g. the DPF of the RO or the CCI function of a M2MES, etc). Alternatively, an appropriate network entity could initiate the replacement of the initial network access credential. 

************* END OF 1. CHANGE *************
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