3GPP TSG SA WG3 Security — S3#59
S3-100574
26 - 30 April 2010
Lisbon, Portugal
Source:

Ericsson, ST-Ericsson

Title:

Comments on S3-100458 “WID on PUCI”

Document for:

Discussion and Approval

Agenda Item:

7.1.2 Protection against Unsolicited Communications in IMS (PUCI)

*** BEGIN CHANGES ***

1
3GPP Work Area *

	
	Radio Access

	X
	Core Network

	X
	Services


2
Classification of WI and linked work items
2.0
Primary classification *

This work item is a … *

	X
	Study Item (go to 2.1)

	
	Feature (go to 2.2)

	
	Building Block (go to 2.3)

	
	Work Task (go to 2.4)


2.1
Study Item

	Related Work Item(s) (if any]

	Unique ID
	Title
	Nature of relationship

	410029
	SA3 work on PUCI
	TR 33.937 “Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)” 


Go to §3.

2.2
Feature
	Related Study Item or Feature (if any) *


	Unique ID
	Title
	Nature of relationship

	
	
	


Go to §3.

2.3
Building Block

	Parent Feature (or Study Item)

	Unique ID
	Title
	TS

	
	
	


This work item is … *

	
	Stage 1 (go to 2.3.1)

	
	Stage 2 (go to 2.3.2)

	
	Stage 3 (go to 2.3.3)

	
	Test spec (go to 2.3.4)

	
	Other (go to 2.3.5)


2.3.1

Stage 1

	Source of external requirements (if any) *


	Organization
	Document
	Remarks

	
	
	


Go to §3.

2.3.2

Stage 2  *

	Corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other source of stage 1 information

	TS or CR(s)
	Clause
	Remarks

	
	
	



If no identified source of stage 1 information, justify: *
 
Go to §3.

2.3.3

Stage 3 *

	Corresponding stage 2 work item (if any)

	Unique ID
	Title
	TS

	
	
	


	Else, corresponding stage 1 work item

	Unique ID
	Title
	TS

	
	
	


	Other justification

	TS or CR(s)

Or external document
	Clause
	Remarks

	
	
	



If no identified source of stage 2 information, justify: *
 
Go to §3.

2.3.4

Test spec *

	Related Work Item(s)

	Unique ID
	Title
	TS

	
	
	


Go to §3.

2.3.5

Other *

	Related Work Item(s)

	Unique ID
	Title
	Nature of relationship
	TS / TR

	
	
	
	


Go to §3.

2.4

Work task *

	Parent Building Block

	Unique ID
	Title
	TS

	
	
	


3
Justification *

In the e-mail environment the instance of spam – the common name used to refer to bulk Unsolicited Communication (UC) where the benefit is weighted in favour of the sender – has proliferated in recent years. This development hinges upon the fact that setting up of communication (e.g. e-mail) to numerous recipients can be automated easily at no or negligible cost to the sender. Since the same may become true also for IMS based communication (e.g. for IMS VoIP) – especially when IMS peering on a global scale starts to emerge – there is a real threat that UC will occur also in mobile communications networks developed by 3GPP. UC can thus jeopardize the success of IMS and have strong impact on mobile operator’s business especially because IMS is expected to provide core services like voice. Therefore,  recommendations and solutions should be developed against UC in IMS that protects end customers and operator services. Subscribers should be protected against the annoyance that UC causes, and operators should be protected against the bandwidth use, the risk of denial-of-service, incorrect charging, and bad reputation that follows with UC.
With the above issues in mind UC prevention solutions are being developed in several standardization bodies. OMA is developing solutions on Categorization Based Content Screening (CBCS), which is limited to offline checking of stored content, as opposed to real-time evaluation during session establishment. TISPAN has already concluded a general feasibility study on preventing UC in the NGN in TR 187 998 and will now specify UC prevention solutions that handles specific issues related to TISPAN access, but not that related to common IMS. The work done in IETF (RFC 5039) concludes that a combination of several techniques is needed and that four core recommendations that can be made: Strong Identity, White Lists, Solve the Introduction Problem, and Don't Wait Until It's Too Late.
3GPP has the responsibility to take care of the common IMS part. As unsolicited communication is expected to target IMS services,  recommendations and solutions for protection against UC in common IMS should be developed by 3GPP SA3. Protection against UC in IMS should take advantage of IMS specific strengths and should minimize impact (if possible) and reuse already standardized solutions such as strong identities, NDS, and SS. 
A technical report (TR 33.937) on PUCI was developed by 3GPP SA3 where the identification, marking and reacting (IMR) and extension of supplementary services (SS) as well as using contextual information in combination with IMR and SS were studied. . TR 33.937 studied general background and high level solution possibilities for PUCI and in the course of the work issues needing further studies were identified, Therefore this SID proposes to start a more focused TR on PUCI concentrating on specific items.
4
Objective *

The objective is to focus on specific study using items identified in TR 33.967 “Study of Mechanisms for Protection against Unsolicited Communication for IMS (PUCI)” as a basis. . The points to be studied are: 
Comment: Below we comment the proposed WI objectives and propose new objectives to start a new study based on issues described in contributions S3-100513 and S3-100458. 
· Information to be stored in the HSS; this could range from a simple flag upto a complete PUCI profile of the user because it is possible to store these information in the HSS or in the PUCI AS. 
Comment: The bullet itself shows the need to study more what kind of info should be stored in the HSS.
· Message from HSS to S-CSCF with payload containing PUCI setting and routing information for a given UE.
Comment: The purpose of such message is not clear, and would need further study.
· SIP INVITE message extended to carry a SCORE and/or other PUCI information if transfer of marking is required.
Comment: It should be studied if transfer or marking is needed, If so, between which entities and over which interfaces would this message be sent? The study needs to be expanded to cover SIP MESSAGE, SIP SUBSCRIBE, and potentially other SIP messages (e.g. NOTIFY, PUBLISH).
· Invoking of 3rd party PUCI AS or Supplementary Services (SS) depending on configuration.
Comment: The purpose of invoking the nodes is not clear. What is meant with configuration in this context?
· Response from SS or 3rd party PUCI AS with SCORE and/or other PUCI information depending on configuration.
Comment: The purpose of response from the nodes is not clear.
· Architectural impact of the different solutions. This will likely mean also coordination with SA2.
· What type of PUCI information should be exchanged (e.g. scoring information, contextual information), how this information should be structured, or even between which nodes the information should be sent. 
· Interworking with non-IMS networks.
· Types of communication that should/can be covered by PUCI, and how the different types of communication affect the PUCI solution.
· How much of PUCI that can be achieved via prevention and how much needs to be done via treatment.
· If and how PUCI information should be sent inside SIP. This will likely mean also coordination with IETF.
· If and how the proposed PUCI solutions interwork with SRVCC, ICS, and SC.
· Scope of PUCI recommendations and solutions in general.

· Scope of PUCI Functionality (PUCIF). 

· Placement of PUCI Functionality (PUCIF)

· PUCIF to PUCIF communication.

· User interaction needs to be clearly understood.
· Strong source identification, especially in non-IMS networks.
· Feasibility of PUCI Information and Scoring. This should be demonstrated before any normative work is done.
5
Service Aspects

PUCI could allow operators to provide new UC prevention services for IMS to their customers (beyond what is available in today’s network). Furthermore, UC prevention services are expected to give customers more confidence in using existing and future IMS based communication services.
6
MMI-Aspects

Since UC prevention services may block certain traffic from the recipient user, special care must be taken to study the possible user control over these services. Also regulatory requirements concerning customer protection need to be satisfied.
7
Charging Aspects

It could be possible to charge a customer for UC prevention services. This may either be directly through an additional charge for optional PUCI services, or for non-optional PUCI services, indirectly through the users’ willingness to pay a higher fee for a UC free subscription.
8
Security Aspects

This is a security SID.
9
Impacts *

	Affects:
	UICC apps
	ME
	AN
	CN
	Others

	Yes
	
	X
	
	X
	

	No
	X
	
	X
	
	

	Don't know
	
	
	
	
	


10
Expected Output and Time scale *

	New specifications *

[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TR 33.xxx
	Protection Against Unsolicited Communication in IMS
	
	
	SA#50
	SA#51
	

	
	
	
	
	
	
	

	Affected existing specifications *

[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


11

Work item rapporteur(s) *

Anand R. Prasad, NEC Corporation 
12

Work item leadership *

3GPP SA WG3
13

Supporting Individual Members *

	Supporting IM name

	AT&T

	China Mobile

	KDDI

	NTT DOCOMO

	NEC Corporation

	Rogers Wireless

	SOFTBANK MOBILE Corp.


*** END OF CHANGES ***

�Put an X in one or more of the boxes.


�Put an X in one of the boxes in the table below. A work item must be classed as one and one only of the listed categories.  For more guidance, see 3GPP TR 21.900 §6.0.2.


�WIs are identified by their�	title: see guidance above �	unique_id: a numeric value which, once allocated, never changes�	alphabetic (or alphanumeric) code (acronym): for guidance, see "A word on WI codes/acronyms" at http://www.3gpp.org/Management/WorkPlan.htm .


�Identify any work, possibly in a previous Release, which gave rise the current Feature.


�Normally, put an X in one box only.  In simple cases, a single WID can be used to specify two or more stages. For guidance on the definition of stages, see 3GPP TR 21.900 §4.1.


�Identify any requirements specified in, eg, an OMA specification, and which need to be considered during the elaboration of the current stage 1 work.


�It is recommended that the stage 1 specification justifying the stage 2 work be identified. This will typically be in a 3GPP stage 1 TS (give the TS number if already allocated) or, if no TS is yet available, in the corresponding WID (give the Unique_ID value).  Alternatively, it is possible that the stage 1 is to be found in the publication of another body, in which case the second table should be used; be as explicit as possible in identifying the stage 1.


�Briefly explain why no stage 1 is necessary. If the stage 1 is specified by a body other than 3GPP, then identify the source and explain why stage 1 harmonization with 3GPP is not needed.  This situation is exceptional.


�It is recommended that the stage 2 be identified, or, if none, the stage 1 work which gives rise to the stage 3 WID being specified. Occasionally a stage 3 work item will arise from implicit provisions of another stage 3 TS, or even a Change Request to an existing stage 3 TS (which must itself be associated with a work item).


�Briefly explain why no stage 2 is necessary. If the stage 21 is specified by a body other than 3GPP, then identify the source and explain why stage 2 harmonization with 3GPP is not needed.  This situation is exceptional.


�All testing items must be associated with the provisions of a testable, stage 3, requirement.


�This clause is intended to be used in rare cases where the work does not fit into the foregoing classifications.


�For guidance on the use of work tasks, see 3GPP TR 21.900 §6.0.2


�Explain in sufficient detail why this work is needed.


�Give details of the goals to be achieved under this work item.  The level of detail required is explained in 3GPP TR 21.900 §6.0.2. Generally, the deeper the work item is in the heirarchy, the greater the level of technical detail need in the WID.  For high level items (Study Items, Features), the text of this clause should avoid technical language insofar as possible, and concentrate on the benefits which the work will bring to the 3GPP system or its usrs.


�Put an X in one or more boxes.  Use the "don't know" row only if the impacts are unpredictable at the time of writing the WID, not as an excuse for failure to consider the greater picture.


�The time scale for the work is implied by the plenary TSG meeting at which the resulting deliverables will be seen and approved.  There is no need to revise the WID if these initial estimates change during the course of the work, unless other significant changes (eg a change of objectives) are also required, in which case the plenary meetings can be corrected and, if known, the formal numbers for the new TSs and TRs given in place of the original placeholder numbers.


�List, in the top part of the table:�	the new specification(s) which will be produced under this work item�		if possible, give the spec series intended (see 3GPP TS 21.900 §4.0);�		identify the remaining three digits with a temporary designation - eg 34.tpw�		in the case of TRs, indicate whether the TR is:�			xx9xx = intended for publication by the Organizational Partners; or�			xx.8xx = for interal use of 3GPP and not to be published


�List, in the bottom part of the table:�	existing specifications


�The name of a physical person. If the person is new to 3GPP work, give full contact coordinates, in particular, email address. 


�Identify the lead working group (or parent Technical Specification Group) responsible for coordination of the work.  Mention also any other groups from which input may be required.


�See 3GPP Working Procedures, article 39, which specifies the minimum number of supporting IMs required (four, at the time of creating the present form), and the duties of those organizations. There is no upper limit to the number of supporting IMs.





