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1. Introduction (InterDigital)

This contribution comments on S3-100463 and proposes some modifications to the pCR text proposed in S3-100463. The modifications include suggested editorial clean-ups including removal of redundancies, and some text due to the need to protect SAs for authentication on MTC devices. 
2. Rationale (InterDigital)

In S3-100463, the authors proposed a series of security requirements regarding authentication between MTC device and 3GPP mobile network. InterDigital believes that strong authentication protecting the integrity of any security association used for authentication is necessary to ensure secure communications. The threat of a malicious attack on the security association on the device could lead to a compromised device authenticating to the network and ultimately the application server.  To ensure the secure connection, strong authentication, which attests to a verified integrity of the security associations, should be performed prior to the device attempting to connect to the 3GPP network.

3. pCR

InterDigital’s proposed text changes (on top of the proposed pCR text from S3-100463) is marked with a different Track-Change color than the text in S3-100463. 

************ Start of first change (pasted from S3-100463 and then edited with suggested comments and changes *******************************
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1 Introduction
Based on last meeting discussion, there is a temporary document to discuss security about NIMTC. In the last meeting in the LS S3-100301, SA3 agrees that MTC Feature “secure connection” may be beneficial. It is the understanding of SA3 that this MTC Feature does not refer to hop-by-hop protection but to end-to-end security for the connection between MTC device and MTC server. So it has agreed to have “secure connection” requirement. But there is no security requirement defined in access network level. So a series of security requirements about authentication between MTC device and 3GPP mobile network should be taken into account.
It is proposed to include the following text to TDoc.

2 Analysis

We will analyse the security requirement which are related to the access network level as follows:
1. Authentication difference between application layer and 3GPP network layer. 
Firstly, application layer and network layer may belong to different operators. The application layer authentication is used to authenticate the service capability of the device, whether or not the MTC device can use the service and to authenticate the identity from the application layer. It shall be applied between the MTC device and the MTC server. 
Secondly, the 3GPP network layer authentication is used to check whether the device can be allowed to access the network, which shall be performed between the MTC device and 3GPP network entities. Of course, there should be authentication terminator in the network side. 
This proposal provides requirements for the MTC Device to access network authentication.
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3 Proposal

It is kindly asked SA3 to discuss and agree proposals in this section into the TDoc as section 2

============================CHANGE BEGIN==============================

. 2 Security Requirements
2.1
3GPP
 network should authenticate the MTC device when the MTC device is connected to the MTC server through the 3GPP network 

When an MTC device wants to send message/data to the MTC server, it needs to connect to the 3GPP network first and then the MTC device identity should be confirmed by the 3GPP network. This 3GPP access network authentication is independent from the MTC device authentication to the MTC server. - 

So the 3GPP network should authenticate the MTC device when the MTC device sends data to the MTC network through the 3GPP network.
MTC devices face increased threat of compromise on the security associations that are needed for authentication, due to the fact that these devices are left unguarded by humans and are much more prone to theft or other types of remote or physical attacks. 
To mitigate the threat of a device with compromised security associations using such SAs for authentication, the integrity of the SAs should be protected by the MTC device and the SAs should be only usable if any protection mechanisms are not compromised or tampered with. For example, the SA could be cryptographically bound to a secret stored securely in the device or in a secure element inside the device to prevent use of this SA. Further options could also apply where the network (e.g. AAA or HLR/HSS on the access layer) verifies the integrity and state of the entity storing the SAs.
2.2
3GPP access network should be authenticated by the MTC device when MTC device is connected to the MTC server through the 3GPP network
When an MTC device wants to send message/data to the MTC server, it needs to connect to the 3GPP network first and then the 3GPP network’s identity should be confirmed by the MTC device. This authentication is independent from the MTC application layer device authentication to the MTC server or the MTC application layer network authentication to the MTC device. If 3GPP network is not authenticated to the MTC device,  it will allow the signalling/data would be sent from faked network. 

So when an MTC device connects to the network, 3GPP network should be authenticated by the MTC device. If not, there could be false 3GPP network attack. 


============================CHANGE END==============================









































































�General comment: It would be helpful to identify which SA1/SA2 Key Issue or MTC Feature these security requirements apply to. 
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