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1. Introduction 

Based on subclause 5.1.2 of 3GPP 22.368 v10.0.0, the following use case needs to be accommodated: 
· MTC server is not controlled by the network operator. In other words, the network operator offers the network connectivity to the MTC server(s) located outside of the network operator domain. 

More than that, there may be no business relationships between an access network operator and the M2M service provider(s) for which the access network operator provides the connectivity between MTC client and MTC server. This necessitates that any security operations (such as authentication) taking place between the access network and the MTC client are separate from potential security operations that protect the communication at the service layer, between MTC client and MTC server. Therefore, the security infrastructure facilitating the end-to-end service layer communication between MTC client and MTC server should be separate from (and transparent to) the 3GPP security infrastructure that protects the over-the-air communication. 
We propose to add the following section to living document on “Security Aspects of Network Improvements for Machine-Type Communication”. 
2. Proposal 

********************** START OF 1. CHANGE ***************************
X. Separation of authentication processes for the access network layer and the MTC service layer. 
Given the MTC system architecture, the following requirements should be met: 
· MTC client and MTC server shall be able to mutually authenticate each other. Independently, the MTC device and 3GPP network shall be able to authenticate each other using 3GPP access authentication protocol. 
*********************** END OF CHANGES *******************************

