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6.6A
Profile for PDG certificates
Certificates used for authentication of the PDG shall meet the following profile of RFC 3280 [39].
a)
The certificate shall be encoded in DER format.

b)
The version shall be 2 ("v3").

c)
The certificate serial number shall meet the requirements in RFC 3280 [39], section 4.1.2.2.

d)
The signature algorithm shall be "sha1WithRSAEncryption" [38] or "sha256WithRSAEncryption" [xx], and the RSA public key used for signing shall be at least 1024 bits. For security reasons, the use of "sha1WithRSAEncryption" and key lengths less than 2048 bit is strongly discouraged for newly created certificates.

NOTE: 
In a future 3GPP release, support of SHA-1 and key lengths less than 2048 bit shall be prohibited. 
e)
The issuer name shall not be empty.

f)
The validity period shall meet the requirements in RFC 3280 [39], section 4.1.2.5.

f)
The subject name may be empty in PDG certificates and shall not be empty in CA certificates.

g)
The subject public key shall use algorithm "rsaEncryption" (RFC 3279 [38]), and the RSA public key shall be at least 1024 bits. For security reasons, key lengths less than 2048 bit are strongly discouraged for newly created certificates.
NOTE: 
In a future 3GPP release, support of key lengths less than 2048 bit shall be prohibited. 
h)
The issuerUniqueID or subjectUniqueID fields shall not be present.

i)
The SubjectAltName extension shall be present if this is a PDG certificate, and shall contain at least one dNSName component.

j)
The BasicConstraints extension shall be present if this is a CA certificates with "CA" flag asserted. The pathLenConstraint may be present.

k)
CA certificates should contain the NameConstraints extension with appropriate dNSName components in the permittedSubtrees field.

l)
The KeyUsage extension shall be present in all certificates. The keyCertSign bit shall be set in CA certificates, and digitalSignature bit shall be set in PDG certificates.

m)
The CRLDistributionPoint extension may be present, and shall not be marked critical. At least one of the distribution points should use HTTP for retrieving the CRL.

n)
The AuthorityInformationAccess extension may be present with id-ad-ocsp access method, and shall not be marked critical.

o)
Other extensions should not be used; if they are, they shall not be marked as critical.

p)
The total length of a certificate shall not exceed 2000 bytes.
Certificate processing requirements:

a)
UE shall send one or more CERTREQ payloads with encoding value 4 (X.509 certificate - Signature).

b)
IKEv2 Certificate encoding value shall be 4 (X.509 certificate - Signature).

c)
UE shall not assume that any except the first IKEv2 CERT payload is ordered in any way.

d)
UE shall be able to support certificate paths containing up to four certificates (e.g. self-signed CA certificate, intermediate CA 1, intermediate CA 2, PDG certificate) (and may support longer path lengths), where the intermediate CA certificates and the PDG certificate are obtained from the IKEv2 CERT payload and the self-signed CA certificate is obtained from a UE local store of trusted root certificates.

e)
PDG shall not send paths containing more than four certificates.

f)
UE shall be prepared to receive irrelevant certificates, or certificates they do not understand.

g)
UE shall be able to process certificates (for e.g. chain building) even if naming attributes are unknown.

h)
UE shall support both UTCTime and GeneralizedTime encoding for validity time.

i)
UE shall check the validity time, and reject certificates that are either not yet valid or are expired.

j)
UE shall support processing of the BasicConstraints, NameConstraints, and KeyUsage extensions.

k)
UE may check the validity of the certificates using CRLs or OCSP [43]. Support for CRLs is optional in the UE. Support for OCSP is mandatory in the UE. In addition, the UE and the PDG may support the extensions to IKEv2, which enable the use of OCSP for in-band signalling of certificate revocation status, according to [44]. The signature algorithm for CRLs and OCSP responses shall be "sha1WithRSAEncryption" [38] or "sha256WithRSAEncryption" [xx] with a key length of at least 1024-bit. For security reasons, the use of "sha1WithRSAEncryption" and key lengths less than 2048 bit is strongly discouraged for newly created CRLs and OCSP responses.
NOTE:
A WLAN UE that initiates 3GPP IP Access according to the tunnel full authentication and authorization procedure, may want to check the validity of the PDG certificate, but it might not gain access to the OCSP server. This situation can be handled in the following way: After the UE initiated tunnel is successfully established and before user data is transmitted in the tunnel, the UE sends an OCSP request message to OCSP server. When the UE receives the OCSP response, it checks the certificate status. If the certificate of PDG is valid, the UE will allow user data to be transmitted to the PDG in the tunnel. If the certificate is not valid, the UE may terminate the tunnel that just was established.
NOTE: 
In a future 3GPP release, support of SHA-1 and key lengths less than 2048 bit for CRL and OCSP response generation shall be prohibited. 

** end of changes **
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