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Abstract of the contribution:

This document proposed RN related security analysis and related changes to the RN baseline document.
1 Introduction

For relay security, in the SA3 #58 meeting, SA3 had given some comments [2] about [1] and also had some agreement in [3]. According to [3], this document provides some supplemental discussion and proposal about RN security requirement. 

2 Discussion
2.1 Un security 

2.1.1 RN Alt2 security

During the RAN2 #69/RAN3 #67 in San Francisco, USA, RAN2/3 had the following proposal about RN alternatives [4]:

· Proposal is to focus on alternatives 1 & 2, i.e. alternatives 3 & 4 are ruled out for Rel-10.

· As a starting point alternative 2 is supported in Rel-10

· Alternative 1 need not be considered when standardising Relays in Rel-10.
Based on that decision, in this document we give some discussion about RN Alt 2 security. For Alt2, 3 options of Un security had been discussed in the last meeting: 

· Option 2-1: NDS/IP and AS security over the Un interface

· Option 2-2: As security over the Un interface

· Option 2-3: NDS/IP over the Un interface

As analysed in [1] and [2], 

For radio network performance impact, using NDS/IP on all Un UP plane data is low efficiency, and for this reason, Option 2-2 may be better. If only S1 signalling traffic applies NDS protection, the performance degradation of option 2-1 is insignificant.
If NDS/IP is not adopted at all, the Un security has to be modified to provide integrity protection in the Un user plane at least for the PDCP PDUs including S1 signalling, this may bring changes to Un PDCP protocol, and for the protocol consistency reason, the method in Option 2-1 is preferred. 

w.r.t option 2-3, NDS/IP protection will not only bring more overhead, but also cause too much complexity for the PDCP header compression (i.e. ROHC) Also, If a part of the traffic on the Un interface is to be protected by AS security, impact is quite large to the curren AS security mechanism. For these reasons, Option 2-3 should be ruled out first.

Proposal 1: For RN Security base on Alt2, option 2-1 is preferred, option 2-3 shoud be ruled out for R10 first.

2.1.2 RN Multi-hop security

In [4], it's agreed that Multi-hop and RN mobility are not addressed in the WI of RAN. So for this reason, Multi-hop RN and RN Mobility scenarios don’t need to be addressed.

Proposal 2: Multi-hop and RN mobility are not considered right now in SA3.
2.2 Security of RN 

2.2.1 OAM Security

RN management entity (i.e. OAM entity) provides configuration information. It is not clear in the architecture of RN that where the OAM entity is placed, but the security for connection between OAM and RN could be needed. Of course, before the configuration of RN, the verification of RN could be performed. 

Proposal 3：RN OAM security connection is needed to be considered in SA3.

2.2.2 RN Location Verification
Since RN is placed in un-secure place, it can be removed without by unauthorised people. Furthermore, the RN is used mainly to improve network coverage and capability, if a RN is removed by bad guy or without informing the operator will cause network performance decrease or lacking of necessary information about network. Hence the Location verification is needed for RN. It could be done by means of GPS or macro cell information etc.、
Proposal 4: RN Location verification is needed to be considered in SA3.
2.2.3 RN device Security

RN is both UE and eNB, so some special security requirement is needed to be considered, for example, how to guarantee the secure storage of sensitive data,,how to guarantee the RN device intergrity etc. however, there is no complete description in clause 5 [3]. In our opinion, all of the RN device security, including USIM aspects, should be considered in SA3.
Proposal 5: RN device Security is needed to be considered in SA3.
3 Conclusion&Proposal

Proposal 1: For RN Security base on Alt2, option 2-1 is preferred, option 2-3 shoud be ruled out for R10 first.

Proposal 2: Multi-hop and RN mobility are not considered right now in SA3.
Proposal 3: RN OAM security connection is needed to be considered in SA3.

Proposal 4: RN Location verification is needed be considered in SA3.
Proposal 5: RN device Security is needed to be considered in SA3.
////* Modification begin *///

Key Security Issues of Relay Node Architectures
1. Threats 

Editor’s Note: This section shall evaluate the threats associated with architectural alternative 2 under consideration in RAN3. 

2. Security Requirements

If end to end protection between the RN and the core network is needed, then the same solution as for backhaul protection should be considered.
Integrity protection for the S1 control plane traffic over the Un shall be mandatory. The S1 control plane traffic between RN and User-UE’s MME shall be integrity protected between the DeNB and the User-UE’s MME with at least the same strength as in the current EPS architecture. Both end to end protection between RN and User-UE’s MME and hop by hop protection shall be considered.

Integrity protection for the X2 control plane traffic over the Un shall be mandatory. The X2 control plane traffic between RN and eNB/RN shall be integrity protected between the DeNB and the eNB/RN with at least the same strength as in the current EPS architecture. Both end to end protection between RN and eNB/RN and hop by hop protection shall be considered.

Mutual authentication between RN and network shall be supported. 
Security of RN Management shall be guaranteed.

RN specific device security features, e.g. security storage of sensitive data, device integrity check, USIM aspects, shall be considered. 
The wireless resource: security shall be able to prevent misuse by identifying whether the attached terminal is a UE or a RN. The identification could be implicit.
The connection between relay and network should be confidentiality protected. [It remains to be seen whether the previous sentence can be aligned with the integrity protection requirements.] Both user plane and control plane must be considered as they may not require the same level of protection.
Editor’s Note: Platform security requirements should be considered

3. Security Architecture

Editor’s Note: Entities affected by security for relays (e.g. termination points of security protocols, entities with additional relay-related functionality) should be considered

4. Security Procedures

4.1 Un Security

Editor’s Note: Establishment of AS security over Un, Establishment of IPsec over Un should be considered.
4.2 Mutual Authentication

Editor’s Note: Mutual authentication between RN and network shold be considered.
4.3 Enrolment procedures for RNs
Editor’s Note: Currently SA3 works on enrolment procedures for macro eNBs. It needs to be studied whether the same procedures apply to RNs. It should be considered how initial connectivity for enrolment would be provided? 

4.4 RN management
Editor’s Note: RN configuration may need to be download from corresponding maangement entity, this procedures should be secure.
5. Device Security
5.1 Security storage of sensitive data
Editor’s Note: RN sensitive data, such as IPsec certificates and pre-shared keys, need to be stored in a secure way.

5.2 Device Integrity check
Editor’s Note: Upon booting or before connecting to the network, the device integiry check may need to be performed, for the sake of RN validation.
5.3 USIM aspects

Editor’s Note: A USIM in a UE provides security under quite different assumptions from a USIM in an RN. What would happen if a USIM was removed from a genuine RN and inserted into a false RN? Is binding of USIM and RN in some way required? This should be considered.
5.4 Location verification
Editor’s Note: The location of RN has effect on network performance and RN configuration. So the location e.g. Geographical information, surrounding radio environment, needs to be varified.






7. Conclusions 

///* Modification End *///
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