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Abstract of the contribution: Propose Reply LS to SA1 and SA2 on MTC Feature Secure Connection
SA1 asked SA3 to provide solution for MTC Feature Secure Connection in their LS S1-094379, and further described their needs in their Reply LS S1-100385/ S3-100412.
SA1 clarified in their Reply LS S1-100385 that “The intention of the MTC Feature Secure Connection is to use the security features of the UICC to enable an exchange of security keys between the MTC Device and MTC Server. The actual encryption of data between the MTC Device and MTC Server would happen at application layer and be out of scope of 3GPP specifications”
Taking into account SA1 needs, MTC Feature Secure Connection should be performed by means of the Generic Bootstrapping Architecture since: 

· GBA can be used to establish end-to-end secure connections. Examples of GBA usages are MBMS key management described in TS 33.246, secure communication based on PSK-TLS (Pre Shared Key TLS) where NAF keys could be used as the pre-shared keys.
· GBA is a service of the USIM or ISIM applications. So, the MTC Feature Secure Connection would rely on security features of the UICC as required by SA1. Different levels of security are proposed by means of GBA_ME and GBA_U.
· NAF as defined in GBA specifications can be in the operator domain or outside the operator domain. The possibility to have the MTC Server located in operator domain or outside operator domain is a SA1 requirement. 

Conclusion: 

We kindly ask SA3 

· To agree that MTC Feature Secure Connection should be performed by means of GBA

· To agree companion contribution, S3-100512 , proposing a Draft Reply LS to SA1 and SA2 on MTC Feature Secure Connection

