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Abstract of the contribution: This contribution analysis the Un interface function activation issue in the selected Relay architecture alternative 2, to analysis why the Un interface should be activated in certain condition instead of as soon as Relay access the network as a legacy UE, and what’s the potential security threats and try to agree on the security requirement.
Introduction 
In RAN 3 67# meeting, Relay architecture alternative 2 has been agreed on for R-10. Un interface function should be activated after RN network access configuration is finished. After the Un interface function is activated, the RN could serve the UE access and act as a network node instead of only as a UE role. This RN network access configuration could happen in several ways, for example through O&M server or by the DeNB. Though it seems natural that the Un interface activation could start after the RN subfram configuration have finished, but from security point of view, there needs further consideration when Un interface function should be activated. 
Security Assumption
This analysis is based on the assumption that a USIM based subscription authentication is succeessful when RN access the network and the IP connectivity has been established for RN. And the RN device authentication will be done when RN needs to communicate with O&M server. And for the following S1/X2 interface set-up procedure, the RN device authentication will be done accoding to RFC 2246 when SCTP established.  
Security Threats
Based on the security assumptions given above, the RN device authentication will be done at least when S1/X2 interface set-up.
Although the Un interface function activation procedure is still in discussion in RAN group, one point is clear that when the RN Un interface function has been activated, the RN will act as an eNB and will receive/send traffic in the configured subframe as well as increase the transmit power to be ready to serve the UE. 

If RN is activated the Un interface function without successfully device authentication, the following security threats could be seen:

1) A legitimate Relay activated the Un interface function without device authentication will cause radio interfere to the other cells;

2) A rogue Relay activated the Un interface without successfully device authentication could force the UE to camp on the rogue Relay cell, to intercept the signalling or data of the UE, or to act as a middle-man.
Security Solutions 
Based on the general consideration that the Un interface function activation procedure should start after successfully Relay device authentication. There may be a number of ways to alleviate this threat::
1) After successfully Relay device authentication during S1/X2 interface set-up, the Doner eNB will send RRC message to inform UE to activate the Un interface function, thus the Un interface function is synchronize between UE and Donor eNB. The specific RRC message is security protected by the security key from the USIM based user subscription authentication.
2) After successfully Relay device authentication during S1/X2 interface set-up, the Doner eNB will send S1-AP message to inform UE to activate the Un interface function, thus the Un interface function is synchronize between UE and Donor eNB. The specific S1-AP message is security protected by the IPsec tunnel established during Relay device authentication. This security solution also further ensures that the specific Un interface function activation message is from a genuine Donor eNB and only could accept by an successfully authenticated Relay node.But this solution required a new S1-AP message initiated from DeNB and terminated in Relay node.
Security requirement 
Regardless of which solution to use to allevate the above-mentioned threats, it can be seen that the Un interface function should be activated only after sucucessfully Relay node device authentication.
Conclusions

It is proposed SA3 to agree the following security requirement, and further discussed the potential solutions. 
2. Security Requirements
……
The Un interface function shall be activated only after sucucessfully Relay device authentication.
