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1 Introduction
Based on last meeting discussion, there is a temporary document to discuss security about NIMTC. In the last meeting in the LS S3-100301, SA3 agrees that MTC Feature “secure connection” may be beneficial. But there is no specific security requirement. So a series of security requirements about confidential and integrity protection is proposed in this document.
It is proposed to include the following text to TDoc.

2 Analysis

We will analyse the security requirement which are related to the access network level as follows:
The MTC data is transported by the 3GPP network and which have been protected by the 3GPP network, but actually we are wondering if they are enough to provide the protection of the MTC data. So we think it can specify the security requirements for encryption or integrity protection of MTC data in the MTC application Layer. But it is not unknown whether the application layer security can be specified in the 3GPP.
For example, the following figure is the illustration based on the LTE system, the protection on the red and blue link line should be considered independently:
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3 Proposal

It is kindly asked SA3 to discuss and agree proposals in this section into the TDoc as section 2

============================CHANGE BEGIN==============================

. 2 Security Requirements

Part 1: 3GPP network requirement

· M2M Signalling between MTC device and 3GPP network entities shall be integrity protected

The network signaling transferred between MTC device and network shall not be modified. Furthermore the wireless communication is not secure enough as it is a shared medium, and the network between accessing point and core network may not be secure also. An attacker can modify the message both in air interface and in network domain if there is no integrity protection.
So a security requirement should be proposed: Signaling between MTC device and 3GPP network entities shall be integrity protected in 3GPP network, both in air interface and in network domain.

· M2M Signalling between MTC device and 3GPP network entities should be confidentiality protected

The wireless communication is not secure enough as it is a shared medium, and the network between accessing point and core network may not be secure also. So an attacker may get the signalling data transferred from/to the device through the network, both in the air interface and the backhaul area. So MTC secure connection must prevent attacker to acquire such signaling transferred in air interface or in network domain.

So a security requirement should be proposed: Signaling between MTC device and 3GPP network entities should be confidentiality protected in 3GPP network, both in air interface and in network domain.

Part 2: Application layer requirement 

· Data transfer should be confidential

In many M2M applications, the data may be sensitive, so M2M security should provide the encryption to avoid the eavesdropping at any point in the network.
· Data Integrity should be provided
In order to prevent the attacker to modify the data transferred from the device to the server, it is necessary for the MTC device and MTC server to verify the integrity of the data exchanged.  
============================CHANGE END==============================
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