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1
Introduction
In TR 23.888 v2.0 (System Improvements for Machine-Type Communications) the following requirement for the MTC feature “Offline Small Data Transmissions” has been specified: “It shall be possible to transmit small amounts of data with very efficient resource usage when the MTC Device is not attached and not context activated”.
This document discusses security implications of transmitting user data when the MTC Device is not attached and not context activated. Furthermore a method for providing adequate security for “Offline Small Data Transmissions” is presented. 
2
Discussion and proposal
According to the current specifications only limited security is provided at the network level when data is transmitted to/from a MTC Device that is not attached to the network. Without additional provisions the MTC Device cannot be authenticated by the network, the data is send in plaintext and no integrity protection is provided. Consequently an attacker can masquerade as an MTC Device (or MTC server) and modify and/or eavesdrop the transmitted data. 
According to KPN these threats are unacceptable for a lot of MTC applications. Therefore it is proposed to study network efficient solutions to provide adequate security based on the existing 3GPP AKA mechanisms for “Offline Small Data Transmissions”. 
In the attached pCR to TR 33.868 a time-shifted version of the current 3GPP AKA procedures is presented.  
**********************START OF CHANGE***************************

5
Description of envisioned Security Improvements for Machine Type Communication
Editor's note:
This section is intended to provide an overview of the architectural alternatives fulfilling the security requirements. 

5.x
Key Issue – Security of Offline Small Data Transmission
5.x.1
Issue Details
The MTC feature Offline Small Data Transmissions defined in TS 23.888 specifies that it shall be possible to transmit small amounts of data with very efficient resource usage when the MTC Device is not attached and not context activated. According to the current specifications only limited security is provided at the network level for these types of communication. It is the intention to use the existing 3GPP AKA mechanisms to provide adequate security for Offline Small Data Transmissions, i.e. similar security services as for data send or received by MTC Devices that are attached to the network. It is the intention to use the existing 3GPP AKA mechanisms to provide similar security services for Offline Small Data Transmissions as for data sent or received by MTC Devices that are attached to the network. 
5.x.2
Security Requirements
· It shall be possible to securely transmit small amounts of data with very efficient resource usage when the MTC Device is not attached and not context activated. 
· The security for Offline Small Data Transmissions shall be based on existing 3GPP AKA mechanisms.
Editor’s Note: Capture agreements on security requirements for solving the key issue. This subclause may be omitted if deemed unnecessary. 
5.x.3
Solution Description
5.x.3.1
Solution 1: Time-shifted AKA procedure
An important matter preventing a network efficient solution is the fact that for an Authentication and Key Agreement (AKA) first a random value RAND must be transported to the MTC Device. The proposed solution removes this inefficiency; in this solution the MTC Device can send data in a protected way even when the MTC Device is not attached and not context activated.

In the proposed solution the MTC Device uses the random value RAND, and possibly AUTN, that were transported to the MTC Device in the previous communication session with the network. With these parameters denoted as RANDn, and AUTNn, the MTC Device can generate response RESn and secret key(s) CKn and IKn. The MTC Device now stores the RESn and the secret key(s) CKn and IKn for the next communication session. When the MTC Device is not yet attached and is not context activated it can use RESn to authenticate to the network and the key(s) to provide encryption and/or provide integrity protection to the Offline Small Data Transmissions. The HLR must recognize from the IMSI that the concerned terminal is a MTC Device supporting the time-shifted AKA procedure and deliver a special authentication vector (RANDn+1, AUTNn+1, XRESn, CKn, IKn). With these authentication parameters the SGSN is able to authenticate the MTC Device, decrypt the current message from the MTC Device and/or check the integrity. The SGSN shall subsequently send the (possibly encrypted) new authentication parameters RANDn+1 and AUTNn+1 to the MTC Device.

This solution can also be applied to EPS using KNASenc and KNASint instead of CK and IK.
5.x.4
Evaluation

Editor's note: This chapter will contain an evaluation (possibly including cost and benefit trade-off analysis) of candidate solutions enumerated in the preceding Solution Description subsections. 
**********************END OF CHANGES***************************


