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Abstract of the contribution:
SA3#58 agreed to capture the results of the work on security for relay node architectures in a living Tdoc that will be updated from meeting to meeting. A structure for this living Tdoc was agreed as S3-100264. Furthermore, SA3#58 agreed the security analysis of the four architectural alternatives provided in S3‑100297. This analysis was attached to the LS to RAN3 in S3-100263. In the meantime, RAN has selected one of the four architectural alternatives on the table at the time of SA3#58. This alternative is referred to as “Alternative 2” in S3‑100297. 
It is the purpose of this contribution to transfer the results in S3‑100297 agreed at SA3#58 that relate to the selected architectural alternative to the living Tdoc, ensuring in this way that agreed results are not lost and can be used as a starting point for further work.

It is proposed to include the text below in clause 4 “Security Procedures” of the living Tdoc in a subclause 4.x entitled “Analysis of Un interface security”. When extracting the relevant text from S3‑100297 obvious editorial adjustments, e.g. to numbering or cross-references in the text, had to be made, but the technical content was not modified.

The changes with respect to S3-100297 are shown by revision marks for the convenience of the reader. These revisions should be accepted before including the text in the living Tdoc. In many places in S3‑100297, comments on the selected alternative 2 refer to comments on other alternatives. If the corresponding text has been copied without changes no revision marks are shown. Where the comment in S3‑100297 raised an open issue it was included as an Editor’s note, where the comment made a statement it was included as plain text.
PROPOSED TEXT:

----------------------------------------------------------

4.x Analysis of Un interface security

Editor’s Note: General: Multi-hop relaying and mobile relays were not considered in the comments. They may require additional considerations.
4.x.1
General aspect on Un security for Relay architecture
Relaying functionalities shall support the TNL of S1-MME and S1-U interface, and hence a function to ensure the secure transport over the Un interface needs to be defined. Since it is considered that a RN can be seen both as a UE and as an eNB in the network, for Un interface, AS security provided by PDCP [xx], or network domain security provided by NDS/IP [yy] or their combination could be applied. In the typical network deployment, the SEG within the operator network is implemented as standalone node in order to gain the concentration effect. In this document SEG to secure DeNB and the EPC node is named ‘native SEG’. 
Editor’s Note: It is assumed that the native SEG is the one that would be present anyhow according to the current EPS security architecture in TS 33.401 when the DeNB would not serve any RN. 

Therefore, based on the abovementioned RN roles, the security over the Un interface is ensured by AS security and/or NDS/IP, respectively in the different layer illustrated in Figure 4.x-1.
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Figure 4.x-1: General aspect on Un security
4.x.2  Analysis of options for Un interface security 
Figure 4.x-2 shows possible options on the Un interface security in the architectural alternative selected by RAN. In this alternative, the native SEG is responsible for the secure transport between the DeNB and the MME. There are the following three options: 
Option 1: NDS/IP and AS security over the Un interface


Editor’s Note: It needs to be clarified whether all traffic over the Un user plane, or only S1 signalling traffic, is to be protected by NDS/IP, e.g. for performance reasons. If the latter applies then appropriate mapping of parameters identifying S1 signalling traffic to IPsec selectors (IP addresses, ports, transport protocol) would have to be performed. 

Editor’s Note: The enrolment process for credentials to set up backhaul link security between RN and MME(RN), and RN and S-/P-GW(RN) (i.e. distribution of IPsec certificates and set up of IPsec tunnel) needs to be studied.
Editor’s Note:  The following is for further study: The donor eNB must know if a particular subscription is a RN subscription or a UE subscription so the donor eNB must know if it is authorised to pass S1-AP traffic to the RN. It requires further study whether this requirement can be supported using the current S1-AP protocol and/or core network procedures. Furthermore the donor eNB must know that it has to apply the Un security procedures which are by assumption different to the Uu procedures.
In this option, Un PDCP provides AS security for upper layers. In addition, IP transport provides TNL security between the RN and the DeNB, and the DeNB and the MME utilizing NDS/IP. 

Although the native SEG can be reused for NDS/IP traffic between the DeNB and the MME, another SEG is needed to process the IPsec between the RN and the DeNB.

Option 2: AS security over the Un interface




The main issue with this approach is that S1 signalling packets are delivered over the Un user plane, which does not provide integrity protection. But integrity protection for S1 signalling is mandatory, so Option 2 must be ruled out unless Un security is modified such that integrity protection is provided in the Un user plane at least for PDCP PDUs carrying S1 signalling. This may, however, run counter to the intention to re-use the Uu protocol for Un. 

An issue with this alternative is that it may require strong assurance of a binding of USIM and RN. Current eNBs do not provide this binding feature while they do currently allow to anchor IPsec credentials in the secure part of the eNB platform, thus providing a secure anchor for NDS/IP.

The donor eNB must know if a particular subscription is a RN subscription or a UE subscription so the donor eNB must know if it is authorised to pass S1-AP traffic to the RN. It requires further study whether this requirement can be supported using the current S1-AP protocol and/or core network procedures. Furthermore the donor eNB must know that it has to apply the Un security procedures which are by assumption different to the Uu procedures.
In this option, link by link security is provided by Un PDCP between the RN and the DeNB, and NDS/IP between the DeNB and the MME. 

The native SEG can be reused for NDS/IP traffic between the DeNB and the MME.

Option 3: NDS/IP over the Un interface



At least RRC traffic needs to be protected by AS level security and cannot be protected by NDS/IP. If a part of the traffic on the Un interface is to be protected by AS security, then RAN3 should be aware that the same algorithms must be chosen both for DRB and SRBs based on the current AS security mode procedure. In particular, if you have non-NULL ciphering on RRC then you cannot switch off ciphering in the user plane at the same time, cf. 33.401, 7.2.4.2.1. This could imply that you would need a relay-specific AS Security Mode Command procedure for Un.

The donor eNB must know if a particular subscription is a RN subscription or a UE subscription so the donor eNB must know if it is authorised to pass S1-AP traffic to the RN. 

Editor’s Note: It requires further study whether this requirement can be supported using the current S1-AP protocol and/or core network procedures. 

Furthermore the donor eNB must know that it has to apply the Un security procedures which are by assumption different to the Uu procedures.
In this option, the secure IP transport is provided by NDS/IP between the RN and the DeNB, and the DeNB and the MME. 
Additionally, secure IP transport would have to be provided for UE user packets between the DeNB and the S-/P-GW(UE). The DeNB could use the different destination IP addresses as selectors in this case. 

Therefore, the secure transport over the Un interface relies on upper layer function (NDS/IP), since Un PDCP does not provide AS security for upper layers.

This would imply that the outer IP headers would not be protected. 

Editor’s Note: While this requires some further study, we have so far not identified a problem with this.
For the same reason as option 1, the native SEG and another SEG are needed.

Editor’s Note: The enrolment process for credentials to set up backhaul link security between RN and MME(RN), and RN and S-/P-GW(RN) (i.e. distribution of IPsec certificates and set up of IPsec tunnel) needs to be studied.
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Figure 4.x-2: Un interface security options 
<numbering of options needs to be adapted from “Option 2-x” to “Option x”>
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