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* * * Start of changes * * * *

Annex X (normative)
Profiling of SDES 
This Annex contains a complete list of parameters that may be contained in an SDES crypto attribute, according to RFC 4568. 

The following short-hand notation is used: 

· “mandatory / optional to support / use” means: “This parameter shall / may be supported / used in implementations conforming to 3GPP specifications.”

The default use is that the sender omits the parameters that are optional to use. 

CRYPTOGRAPHIC ALGORITHMS

cryptosuite: mandatory to support and use

In addition to mandating the support and use of the parameter “cryptosuite” in an SDES crypto attribute, the  cryptosuite “AES_CM_128_HMAC_SHA1_80”, as defined in RFC 4568, is mandatory to support. 

"KEY PARAMETERS" (ONE OR MORE TIMES):

key: mandatory to support and use
salt: mandatory to support and use

key lifetime: optional to support and use for e2e security, shall not be used for e2ae security (cf. clauses 7.2.1 and 7.3.1 of this specification).

Master Key Index (MKI): optional to support, mandatory to use if more than one set of key parameters is contained in the crypto attribute, otherwise optional to use. If only one master key is used, an MKI is not recommended to be used.

NOTE: It is not guaranteed that implementations support more than one master key per crypto attribute. If only one master key is used, an MKI has no function as it adds to the SRT(C)P packet overhead.

Length of MKI field: optional to support, mandatory to support if MKI is supported, mandatory to use if MKI is used. 
Editor’s note: It is ffs by stage 3 groups, whether a particular length, or limits to the length, of the optionally used MKI field shall be specified. 
"SESSION PARAMETERS" 
key derivation rate: optional to support and use
UNENCRYPTED_SRTP: mandatory to support and optional to use
UNENCRYPTED_SRTCP: mandatory to support and optional to use
UNAUTHENTICATED_SRTP: mandatory to support and optional to use
NOTE: The flags “UNENCRYPTED_SRTP” and “UNENCRYPTED_SRTCP” may be useful when regulations do not permit encryption, but authentication is still desired. The flag “UNAUTHENTICATED_SRTP” may be useful to reduce the packet size for e.g. voice traffic where integrity protection may not be needed, cf. the situation on 3GPP radio interfaces over which user data are not integrity-protected.  

forward error correction order: optional to support and use
Editor’s note: This is subject to comments by SA4.  

key parameters for the FEC stream: optional to support and use
Editor’s note: This is subject to comments by SA4.

window size hint: optional to support and use
Editor’s note: This is subject to comments by CT1, CT4, or SA4.  

* * * End of changes * * * *
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