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1. Overall Description:

CT4 would like to thank SA3 for their LS reply on security and authentication in UDC (S3-100233/C4-100616). In their LS, SA3 had the following action to CT4:
· To give feedback what is meant with AuC data in this context, i.e. whether it includes authentication vectors or the permanent authentication key.  

CT4 indicates that, within the UDC architecture, the application Front-end executing the AuC application logic has to retrieve the permanent authentication keys stored in the UDR through the Ud interface.
SA3 cautioned that NDS/IP would not be sufficient for protecting the transfer of permanent authentication keys over Ud. 
CT4 would like SA3 to inform about further security mechanisms required in addition to NDS/IP. SA3 should consider that, within the UDC architecture, encryption/decryption of such application specific data should be done in the application Front-Ends (i.e. data should be stored encrypted in the UDR)
More generally, SA3 should take into account that applications other than AuC may have the need to secure sensitive data,
CT4 also would like to know from SA3 whether UDC specifications (or other) should describe the security requirements for each application data to be secured, since these data are application specific, and not related to the Ud interface itself, but to the Application FEs.
2. Actions:

To SA3 group.

ACTION: 
CT4 kindly asks the SA3 group:
-To indicate the security mechanism required to protect permanent authentication key data or more generally data requiring a high level of security when they are stored in the UDR and transferred over the Ud interface in addition to NDS/IP.

- To guide CT4 about which specifications (UDC or other) should describe the security of application specific sensitive data.
3. Date of Next CT4 Meetings:

CT4#48
10th – 14th May 2010

Kyoto, JAPAN
