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1
Opening of the Meeting

The SA3 Chairman, Bengt Sahlin of Ericsson, opened the meeting hosted by ZTE in Xi'an, China.

Mr. Fei YUAN welcomed the delegates to China on behalf of ZTE.

The Chairman gave the practicalities and also pointed the attention to the Guidelines for Delegates which gives some more practical instructions.

2
Approval of Agenda and Meeting Objectives

S3-100001
Draft Agenda for THIS meeting





Source: WG Chairman

Discussion: 

The SA3 Chairman presented the Agenda and objective for the meeting.

Decision: 

The document was approved.



3
IPR Reminder

The attention of the delegates to the meeting of this Technical Specification Group was drawn to the fact that 3GPP Individual Members have the obligation under the IPR Policies of their respective Organizational Partners to inform their respective Organizational Partners of Essential IPRs they become aware of.

The delegates were asked to take note that they were thereby invited:

-
to investigate whether their organization or any other organization owns IPRs which were, or were likely to become Essential in respect of the work of 3GPP. 

-
to notify their respective Organizational Partners of all potential IPRs, e.g., for ETSI, by means of the IPR Information Statement and the Licensing declaration forms.

4
Meeting Reports

S3-100002
Report from LAST SA Plenary





Source: WG Chairman

Discussion: 

The Chairman presented the report from SA#46.

NSN asked what the remarks from SA1 were exactly on PUCI; the Chairman suggested that SA1 was not sure if a TR was enough to cover the entire subject.

Decision: 

The document was noted.



S3-100003
Report from LAST SA3 Ordinary meeting





Source: WG Secretary

Discussion: 

There were no comments to the meeting report.

The group went through the action points for the meeting.

S3-57/1: the action is still pending. Alcatel-Lucent proposed two ways forward: either void the EC section or point to the appropriate 23.402 sections. NSN suggested that the section should not be voided. Ericsson suggested that the reference (or reporting the same text to 33.402) to 23.402 should be sufficient. It was decided to keep the action point open and provide some input to complete it in the present or next meeting.

S3-57/2 was completed as there is S3-100189 for this meeting.

S3-57/3: was completed as there are S3-100192 and S3-100196 for this meeting.

S3-57/4 was completed during SA#46.

S3-57/5: was successfully completed with S3-100108 submitted for this meeting.

Decision: 

The document was approved.



4.1
Approval of the Report of SA3 #57

4.2
Report from SA #46

4.3
Report from SA3-LI 

Alex Leadbeater gave a verbal report: work is commencing on CAT and CRS, Home eNodeB and Common IMS. Also, the IBAKE proposals from ALU were discussed and there is a contribution from the SA3-LI meeting in 1024r1, which will also be discussed in the meeting. Bernhard Spalt, the SA3-LI Chairman, is now representing the Austrian Electrotechnical Association instead of Siemens.

5
Items for early consideration

6
Reports and Liaisons from other Groups

S3-100198
LS on security and authentication in UDC





Source: C4-094237

Discussion: 

Ericsson suggested that NDS/IP could be an existing solution that can be re-used and saw no reasons not to re-use it. NSN supported this proposal. It was decided to send an LS reply along these lines.

Vodafone suggested that the LS mentions application security as well, whereas NDS/IP is a network layer solution and proposed that some rationale should be provided to SA3 and CT4 for such a choice. It was decided that the solution would cover the potential threats and no supplementary mechanisms would be necessary.

Vodafone suggested that there could be an issue of a third party involved and potentially being in possession of AuC-related data such as the Ki. Some offline checking on 23.335 has to be performed on this. In such a case, NDS/IP would not be enough according to Vodafone.

Decision: 

The document was replied to in S3-100233.



S3-100233
Reply to: LS on security and authentication in UDC





Source: current meeting (Vesa)

Discussion: 

Vodafone asked removing the last sentence in the paragraph concerning mitigation. It was also agreed to add a sentence on the fact that NDS/IP would not be sufficient in certain scenarios. 

SA3 will continue to further study this issue.

Decision: 

The document was approved.



S3-100202
Reply LS on ME support in Rel-9





Source: S1-094295

Decision: 

The document was noted.



S3-100205
3GPP/BBF FMC Workshop





Source: SP-090910

Discussion: 

Delegates are invited to follow up to the outcome of the workshop and identify any potential issues that SA3 should be aware of.

Decision: 

The document was noted.



S3-100321
Reply LS on the Local Call Local Switch Feasibility Study





Source: G2-100185

Discussion: 

It was decided for SA3-LI to review the LS. SA3 notes the LS.

Decision: 

The document was noted.



6.1
3GPP Working Groups

6.2
IETF

No input for this meeting.

6.3
ETSI SAGE

ETSI coordinated all the contract negotiations involved in the paid external evaluation. These various contract arrangements took longer than we had hoped, with the result that the two paid external evaluation teams only received the algorithm specification to start their work in the second half of January.

ETSI SAGE asked for guidance from SA3 on whether they push through the paid evaluation so as to deliver recommendations in April, as previously advised, or whether should they delay the recommendations until June.

ETSI SAGE clarified to CMCC that the external evaluation differs from the public evaluation in that the external evaluation is a paid phase.

Vodafone suggested that the public evaluation should be more active. ETSI SAGE suggested that the public evaluation could be even launched after the SA3 June meeting with some press activity; this was agreed as it would give 6 months of public evaluation time.

The SAGE chairman and other SAGE members have supported GSMA by assessing recent results on both A5/1 and Kasumi. For SA3's purposes, the main interest is in Kasumi. We want SA3 to understand two crucial points about the Dunkelman/Keller/Shamir Kasumi paper:

- Firstly, the reported attack is only on Kasumi, not on A5/3, GEA3 or UEA1 as a whole.

- Secondly, the attack is what's called a "related key attack", which makes EXTREMELY optimistic assumptions about what the attacker can do. It assumes that the attacker can control not only the plaintext to be encrypted by Kasumi, or the ciphertext to be decrypted by Kasumi, but also the keys themselves. These assumptions are not valid at all when Kasumi is used in A5/3, GEA3 or UEA1; indeed, these algorithms were designed specifically to protect against the kind of attacks where the attacker has close control over the Kasumi inputs.

The upshot of all this is that A5/3, GEA3 and UEA1 are not even lightly broken by this paper. Communications to the media and to customers should be clear and robust about this fact. Guidance can be delivered informally through the chairman – we don't need a formal LS.

Concerning A5/1, it was confirmed that a rainbow table attack is theoretically feasible, but an effective attack has not yet been identified.

6.4
GSMA

The GSMA SG Chairman, Charles Brookson, gave a report.

Apart from the information given as part of the ETSI SAGE report on A5/3 and A5/1 there is not much to add except:

If anyone wants to be considered for receiving the internal GSMA briefing documents on A5/1 which has been recently updated, then please contact the Chairman, Charles Brookson.

There is much more interest on Mobile Malware in view of recent incidents, sometimes involving premium rate calls.

The next meeting will be in Edinburgh on 9/10 February. If anyone is interested to be invited who is not a GSMA member then please contact the Chairman as above.

6.5
3GPP2

No input for this meeting.

6.6
OMA

No input for this meeting.

6.7
TCG

No input for this meeting.

6.8
Other Groups

7
Work Areas

7.1
IP Multimedia Subsystem (IMS)

7.1.1
Media Plane Security

S3-100197
Reply LS on early media in forward direction





Source: C3-091560

Decision: 

The document was noted.



S3-100013
Clarification and correction in Clause 4





Source: ZTE Corporation

Discussion: 

Ericsson suggested that there are contributions for the present meeting justifying the removal of such Editor's Note. Ericsson proposed dropping the first change, but removing the Editor's Note. The second change was agreed. These modifications were agreed.

Decision: 

The document was revised to S3-100274.



S3-100274
Clarification and correction in Clause 4





Source: ZTE Corporation

(Replaces S3-100013)

Decision: 

The document was agreed.



S3-100068
TS 33.328 security properties for e2ae protection using SDES





Source: Alcatel-Lucent

Discussion: 

NSN suggested that the text should not be removed. Vodafone supported the removal of text; NSN proposed a rewording (present in 275) which was accepted in principle.

Decision: 

The document was revised to S3-100275.



S3-100275
TS 33.328 security properties for e2ae protection using SDES





Source: Alcatel-Lucent

(Replaces S3-100068)

Decision: 

The document was agreed.



S3-100070
CR to TS 33.328 originating call flows cleanup





Source: Alcatel-Lucent

Decision: 

The document was revised to S3-100276.



S3-100276
CR to TS 33.328 originating call flows cleanup





Source: Alcatel-Lucent

(Replaces S3-100070)

Decision: 

The document was agreed.



S3-100072
CR to TS 33.328 KMS based e2e security





Source: Alcatel-Lucent

Discussion: 

The first change was accepted; the second change was agreed only for the first sentence; the third change was not agreed; the fourth change was agreed.

Decision: 

The document was revised to S3-100277.



S3-100277
CR to TS 33.328 KMS based e2e security





Source: Alcatel-Lucent

(Replaces S3-100072)

Decision: 

The document was agreed.



S3-100074
CR to TS 33.328 Integrity and confidentiality protection





Source: Alcatel-Lucent

Decision: 

The document was revised to S3-100278.



S3-100278
CR to TS 33.328 Integrity and confidentiality protection





Source: Alcatel-Lucent

(Replaces S3-100074)

Decision: 

The document was agreed.



S3-100077
CR to TS 33.328 GBA and its alternatives





Source: Alcatel-Lucent

Discussion: 

The "should" was agreed to be changed to "shall" in the last sentence of the CR.

Decision: 

The document was revised to S3-100279.



S3-100279
CR to TS 33.328 GBA and its alternatives





Source: Alcatel-Lucent

(Replaces S3-100077)

Decision: 

The document was agreed.



S3-100071
Removal of Editor’s note on specific error messages over Iq





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

ALU suggested that the SRTP extensions for H.248 will be published in June 2010.

Decision: 

The document was agreed.



S3-100073
Key lifetimes for end-to-access edge security





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-100090
TS 33.328, Call set-up procedures





Source: Ericsson, ST-Ericsson

Decision: 

The document was noted.



S3-100091
CR to TS 33328: Corrections and clarifications in call set-up





Source: Ericsson, ST-Ericsson

Decision: 

The document was merged in 276.



S3-100093
CR to TS 33.328: Removal of editor's notes and editorial modifications





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-100280.



S3-100280
CR to TS 33.328: Removal of editor's notes and editorial modifications





Source: Ericsson, ST-Ericsson

(Replaces S3-100093)

Decision: 

The document was agreed.



S3-100094
CR to TS 33.328: RFC 4771 mandatory for KMS based media plane security





Source: Ericsson, ST-Ericsson

Discussion: 

NSN objected that group communication for Release 9 has not been identified. It was agreed that the unicast term would be taken away, and the justification would be revised according to NSN comments.

Decision: 

The document was revised to S3-100281.



S3-100281
CR to TS 33.328: RFC 4771 mandatory for KMS based media plane security





Source: Ericsson, ST-Ericsson

(Replaces S3-100094)

Decision: 

The document was agreed.



S3-100095
CR to TS 33.328: Alignment of MIKEY-TICKET profiling with updated MIKEY-TICKET draft





Source: Ericsson, ST-Ericsson

Discussion: 

Some editorials have to be corrected in the cover page. There were no technical comments.

Decision: 

The document was revised to S3-100282.



S3-100282
CR to TS 33.328: Alignment of MIKEY-TICKET profiling with updated MIKEY-TICKET draft





Source: Ericsson, ST-Ericsson

(Replaces S3-100095)

Decision: 

The document was agreed.



S3-100096
draft-mattsson-mikey-ticket-01





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-100255.



S3-100255
draft-mattsson-mikey-ticket-01





Source: Ericsson, ST-Ericsson

(Replaces S3-100096)

Decision: 

The document was noted.



S3-100016
Various editorial corrections





Source: ZTE Corporation

Decision: 

The document was agreed.



S3-100079
CR to TS 33.328 Definitions and abbreviations corrections





Source: Alcatel-Lucent

Discussion: 

Ericsson suggested that CT1 uses IMS-ALG instead of IMS ALG. This was agreed and the change will be dropped as the Ericsson contribution S3-100092 is handling this change.

Decision: 

The document was revised to S3-100283.



S3-100283
CR to TS 33.328 Definitions and abbreviations corrections





Source: Alcatel-Lucent

(Replaces S3-100079)

Decision: 

The document was agreed.



S3-100092
CR to TS 33.328: Correction of notation





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-100284.



S3-100284
CR to TS 33.328: Correction of notation





Source: Ericsson, ST-Ericsson

(Replaces S3-100092)

Decision: 

The document was agreed.



S3-100088
TS 33.328: IMS UE generated tickets and LI





Source: Ericsson, ST-Ericsson

Decision: 

The document was noted.



S3-100089
CR to TS 33.328: Removal of editor’s note on 'Otway-Rees' and LI





Source: Ericsson, ST-Ericsson

Discussion: 

Not presented as the change was included in 274.

Decision: 

The document was noted.



S3-100171
Discussion paper of LI consideration of KMS based solution





Source: ZTE Corporation, China Mobile

Discussion: 

The group endorsed the proposal to further study the LI topics related to KMS.

Concerning the proposal to send the information to LI , the LI liaison for SA3 will submit this to SA3-LI for discussion.

Decision: 

The document was noted.



S3-100015
Signalling protection of KMS-based solution





Source: ZTE Corporation

Discussion: 

The CR could not be agreed.

Decision: 

The document was noted.



S3-100014
Correction of the use of reusable ticket based on LI consideration





Source: ZTE Corporation, CMCC
Decision: 

The document was revised to S3-100259.



S3-100259
Correction of the use of reusable ticket based on LI consideration





Source: ZTE Corporation, CMCC
(Replaces S3-100014)

Decision: 

The document was agreed.



S3-100066
PCR to TR 33.828 IETF requirements





Source: Alcatel-Lucent

Discussion: 

It was agreed that in clause 5 the changes would be discarded and for clause 6 a disclaimer would be inserted.

Decision: 

The document was approved with modifications.



S3-100172
Discussion on working scope for IMS media security





Source: ZTE Corporation

Decision: 

The document was noted.



S3-100246
Rel-10 WI proposal on Media Security





Source: Alcatel-Lucent

Discussion: 

There were several comments; consensus could not be reached yet.

It was agreed to re-discuss the WI at the next meeting and take a decision.

Decision: 

The document was noted.



S3-100057
Rel-10 TS 33.328 MIKEY-IBAKE sections





Source: Alcatel Lucent, AT&T, Rogers, China Unicom

Decision: 

The document was noted.



S3-100223
CR to 33.328 on Unnecessary to register e2e capability





Source: Vodafone

Discussion: 

The CR is agreed in principle. Potential clashes with 276 have to be checked during the meeting.

Decision: 

The document was agreed.



S3-100058
Rel-10 TS 33.328 MIKEY-IBAKE overview





Source: Alcatel Lucent, AT&T, Rogers, China Unicom

Decision: 

The document was noted.



S3-100060
Rel-10 TS 33.328 MIKEY-IBAKE security features





Source: Alcatel Lucent, AT&T, Rogers, China Unicom

Decision: 

The document was noted.



S3-100061
Rel-10 TS 33.328 originating and terminating procedures





Source: Alcatel Lucent, AT&T, Rogers, China Unicom

Decision: 

The document was noted.



S3-100232
SA3-LI LS to SA3 on Media Security on IBAKE considerations





Source: SA3-LI

Discussion: 

During the discussion ALU quoted SA3-LI LS, "While SA3-LI have not identified any major issues which would prevent inclusion of IBAKE into MEDIASEC from an LI perspective, SA3-LI have identified a number of potential LI shortcomings in the current IBAKE proposals which will require further consideration." 

ALU pointed out that SA3-LI, in their LS Reply to SA3, did not intend to stop or postpone Rel-10 MIKEY-IBAKE work in SA3.

Decision: 

The document was noted.



S3-100285
TR 33.828 v1.7.0





Source: Rapporteur (Peter)

Discussion: 

There was some discussion on whether to send the TR to SA plenary for approval or to continue the work in Release 10.

ALU objected to sending the TR for approval.

It was confirmed that 800-series TR's can be referenced in other 800-series TR's.

Alcatel-Lucent preferred to keep the same TR for Release 10; NSN preferred to continue with the same TR.

It was decided to decide on this second issue when agreeing a possible media security-related WI.

Requirement 36 was voided; it was decided to be left as such.

It was decided to send the TR for approval to SA as part of Release 9; permission from the Plenary had been asked in SA#46 on this issue and the permission had been granted.

Decision: 

The document was agreed.



7.1.2
Protection against Unsolicited Communications in IMS (PUCI)

S3-100126
Commercial Measures & additional Technical Measures to Protect against Bulk UC





Source: China Mobile

Discussion: 

Ericsson proposed replacing SPIT/SPAM with UC.

NSN asked why the SPITter is allowed to be connected with a higher charge instead of being disconnected; also the legitimate user would be punished in this case.

Orange suggested that the user is not always aware of sending SPAM content.

AT&T and NEC suggested that SPAMmers typically will not be a source of any revenue, so the idea of additional charging would not be effective.

In 3.b it was added that Content filtering mechanisms are unlikely to be effective against real time UC.

AT&T suggested adding that detection will be performing according to national legislation for privacy. This was agreed.

Decision: 

The document was revised to S3-100286.



S3-100286
Commercial Measures & additional Technical Measures to Protect against Bulk UC





Source: China Mobile

(Replaces S3-100126)

Decision: 

The document was agreed.



S3-100127
Updating Measures against Mobile Phone Virus and Reference





Source: China Mobile

Decision: 

The document was revised to S3-100267.



S3-100033
[PUCI] Outstanding editors note on GSMA reference





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was merged with 127 in S3-100267.



S3-100267
Updating Measures against Mobile Phone Virus and Reference





Source: China Mobile

(Replaces S3-100127)

Discussion: 

BT asked to revise the bullet on Wi-Fi, as outdoors is vague. This was agreed.

Orange asked to revise the first bullet; it was then proposed to add in the beginning of 7.1.8 the reference to the GSMA SG recommendations.

It was asked whether there could be copyright issues with reporting material from the GSMA web site.

Decision: 

The document was revised to S3-100300.



S3-100300
Updating Measures against Mobile Phone Virus and Reference





Source: China Mobile, Nokia Corporation

(Replaces S3-100267)

Decision: 

The document was agreed.



S3-100162
Clarifications regarding contextual information





Source: Ericsson, ST-Ericsson

Discussion: 

Orange and NSN asked to remove the last sentence in the first change. Also, in the second change the "can" was revised to "may". BT asked in the same change "instead" to be replaced with "as well as"; this was agreed.

NEC asked about subjectivity in scores; Ericsson replied that the subjectivity lies in the fact that the score is delivered by an algorithm, which is selected. 

AT&T suggested that currently there is no benchmarking for the scores; the Chairman replied that this was the intention from the beginning on this subject.

Decision: 

The document was revised to S3-100287.



S3-100287
Clarifications regarding contextual information





Source: Ericsson, ST-Ericsson

(Replaces S3-100162)

Decision: 

The document was agreed.



S3-100075
Resolution of Editor’s note in clause 6.1 on TISPAN requirements





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-100076
Resolution of Editor’s note in clause 6.2 on UC indication and intermediary network entities





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-100102
Resolution of Editor’s note in clause 7.2.3





Source: NEC Corporation

Decision: 

The document was revised to S3-100288.



S3-100167
PUCI Removal of further work statements, editorials





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-100288.



S3-100288
PUCI Removal of further work statements, editorials





Source: Ericsson, ST-Ericsson

(Replaces S3-100167)

Decision: 

The document was agreed.



S3-100165
Removal of clauses with detailed solution specifications





Source: Ericsson, ST-Ericsson

Decision: 

The document was noted.



S3-100078
Proposal for clause 10 ‘Conclusions’





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was noted.



S3-100099
Conclusions to the PUCI TR





Source: NEC Corporation

Decision: 

The document was revised to S3-100289.



S3-100289
Conclusions to the PUCI TR





Source: NEC Corporation

(Replaces S3-100099)

Decision: 

The document was agreed.



S3-100164
Removal of conclusions clause





Source: Ericsson, ST-Ericsson

Decision: 

The document was noted.



S3-100103
WID on PUCI





Source: NEC Corporation, China Mobile, KDDI

Decision: 

The document was revised to S3-100222.



S3-100222
WID on PUCI





Source: NEC Corporation, China Mobile, KDDI

(Replaces S3-100103)

Discussion: 

NSN suggested that inserting the work in 33.203 would not be the best place; NEC replied this is already what is being done for NDS work.

BT suggested that 33.203 might indeed not be the best place as it involves signaling, but there is enough level of detail. BT also suggested that the work involves architectural decisions.

It was proposed to create a new 800-series TS and possibly a standalone TS for PUCI, depending on the material gathered. NEC objected that this work had already been done in the previous WI.

Some offline discussion followed, to reach consensus on the WI proposal. It was decided to rediscuss the WI in the next meeting.

Decision: 

The document was noted.



7.1.3
Other Common IMS Issues

S3-100133
SIP DIGEST without Authorization header-Disc





Source: Huawei

Decision: 

The document was noted.



S3-100134
SIP Digest Authentication without Authorization header-CR





Source: Huawei

Decision: 

The document was noted.



S3-100176
SIP Digest without Authorization header in first REGISTER message





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

BT expressed some confusion.

AT&T supported this CR.

Huawei suggested that the NSN proposal contains a great number of changes as the Huawei one.

Telecom Italia suggested that there is no need to rule out the possibility just to have one solution. CMCC supported this view.

It was agreed to send an LS to SA1, S3-100306, (should there be a Cc to TISPAN, there should be one to ATIS).

Decision: 

The document was noted.



S3-100306
LS to SA1 on SIP Digest without Authorization header in first REGISTER message





Source: current meeting (Guenther)

Decision: 

The document was approved.



S3-100135
Corrections for GIBA-CR





Source: Huawei

Discussion: 

NSN thanked Huawei for making the check and the contribution and confirmed that there is an error in 24.229.

ALU asked for some more time to make some internal controls.

The CR will be rediscussed in the next meeting.

Decision: 

The document was noted.



S3-100200
LS on SIP HTTP Digest and IMS emergency calls





Source: S2-097492

Decision: 

The document was replied to in S3-100304.



S3-100191
Proposed response to LS on SIP HTTP Digest and IMS emergency calls (S2-097492)





Source: Qualcomm Europe

Decision: 

The document was revised to S3-100304.



S3-100304
Reply to: LS on SIP HTTP Digest and IMS emergency calls





Source: current meeting

Decision: 

The document was approved.



S3-100207
Liaison from Open IPTV Forum





Source: OIPF

Discussion: 

BT suggested that there are some similarities to GBA.

Telecom Italia suggested that the agreement from the ETSI Board concerns Common IMS, not common security mechanisms on top of the IMS.

It was mentioned that there is a TISPAN work item initiated concerning related issues, based on shared secret and not UICC-based mechanisms.

BT expressed concerns if SA3 is not involved in this work as TISPAN WG7 might not have enough resources to appropriately address the work; Gemalto replied that this is a matter of Terms of Reference and scope.

AT&T supported SA3 undertaking the work.

NSN suggested that TISPAN WG7 can be involved, as long as SA3 is consulted and/or gives requirements; potential work in 3GPP is also envisaged.

It was decided to draft a short reply saying that the matter is under discussion in SA3.

Decision: 

The document was replied to in S3-100305.



S3-100305
Reply to: Liaison from Open IPTV Forum





Source: current meeting (Vesa)

Decision: 

The document was approved.



7.2
Network Domain Security

7.2.1
Support for Backhaul Security

S3-100005
NDS enhancement to support backhaul security





Source: Vodafone

Discussion: 

The super CR is agreed as such, but there will be more updates in SA3#58 and the final result will be captured in 234.

Vodafone gave a summary of the conference call related to the CR, as agreed on the SA3 list on 21.12:

2. Architectural issues

2.1 Huawei discussion paper and pCR on use of NEM during enrolment
Huawei proposes to specify an option in the standard whereby the NEM is involved in certificate enrolment. In the proposal a CMP client would be implemented in the NEM, and a proprietary enrolment method (a PKCS#10 based method is used as an example in the discussion paper) would be used between the base station and the NEM. There were concerns expressed that the base station is not a CMP client which was seen by some to be one of the assumptions in backhaul security work. Huawei clarified that this would be an additional option in the standard alongside the use of CMPv2 end-to-end between the base station and the CA/RA.

Huawei explained that the certificate enrolment messages between base station and NEM would be protected using IPSec between base station and SEG. NSN expressed concerns that this does not allow the NEM to directly authenticate the base station identity in the PKCS#10 request. T-Mobile has similar concerns and suggested whether authentication between base station and NEM using TLS is needed. NSN responded that if TLS between base station and NEM is used then there would be no need for IPSec between base station and SEG during enrolment. It was also highlighted that even with end-to-end security between base station and NEM, the CA/RA would still need to trust the NEM during enrolment with this approach. Ericsson questioned why there is no security between SEG and NEM, yet there is security between NEM and CA/RA using CMPv2. Huawei argued that NEM could authenticate the base station on the basis that it is connected via a SEG. Motorola suggested a variant on the Huawei proposal where the CMP client is implemented in the SEG rather than in the NEM. Concerns were also expressed around how proof of possession is achieved if CMPv2 does not run end-to-end between the base station and the CA/RA. It is explained in the Huawei discussion paper that proof of possession can be provided end-to-end using PKCS#10. 

An approach where the CMP client is in the NEM avoids that the base station has to implement CMPv2, and would ensure that the NEM is involved during enrolment. T-Mobile sees some advantages in involving the NEM during enrolment as it could perform base station authorisation. Motorola pointed out that authorisation, based on a base station identity whitelist, could be done in the RA instead, or even in the SEG. NSN highlighted that an authorisation solution is needed anyway if the non-NEM based option remains in the baseline CR. It was agreed to add an editor's note to section 9.1.1 in the new version of the baseline CR to reflect the fact that an authorisation mechanism needs to be provided.

Based on comments raised, the proposed text in the pCR describing the NEM-based approach could not be agreed. 

On the proposal in the pCR to delete step 2, it was agreed that step 2 was not part of the certificate enrolment process but rather a description of what happens after enrolment. It was agreed to clarify this in the new version of the baseline CR. 

2.2 Ericsson discussion paper and pCR on network authentication to support backhaul security

Ericsson proposes to mandate that the base station integrity checks messages from the CA/RA during certificate enrolment and that operator root certificate may be provisioned on site or during a CMPv2 protocol run. This was agreed in principle but some changes where made to the pCR based on comments made during the 

conference call. In particular, it was agreed to make the text in the new NOTE normative based on a proposal from NSN. It was also agreed to add text to the new NOTE to explain that a pre-provisioned operator root key, if available, shall be used by the base station to authenticate the CA/RA , otherwise a certificate provided as part of the CMPv2 should be used. It was also agreed to retain the part of the editor's note dealing with the use of cross certificates.

2.3 Ericsson discussion paper and pCR on use of operator credentials for backhaul security enrolment
Ericsson proposes to allow operator credentials, in addition to vendor credentials, for IPSec certificate enrolment. Motorola questioned how operator credentials would be securely loaded onto the base station - if they are secured using a pre-provisioned vendor certificate, then why not use that vendor certificate directly to perform IPSec certificate enrolment? Ericsson explained that there may be operator credentials securely installed during O&M procedures that precede IPSec certificate enrolment, and these could be re-used. 

NSN highlighted that the use of operator credentials during IPSec certificate enrolment using CMPv2 is already allowed in the current baseline CR for certificate renewal purposes, and questioned whether the use of operator credentials established during initial O&M procedures, as proposed by Ericsson, could not be considered as a form of certificate renewal. One restriction which may prevent this approach is that Ericsson proposes to allow both shared secret and certificate based operator credentials for IPSec certificate enrolment.

Vodafone questioned why the CMPv2 profile in 9.6.2 specifies a shared key based operator credential only, while the text in 9.1.2 in step 0 specifies use of both shared secrets and certificates.

Based on comments raised, the proposed pCR could not be agreed. It was proposed to add an editor's note instead to indicate that IPSec certificate enrolment based on operator credentials is for further study, but NSN objected to this and attempts to find compromise text within the limited time remaining failed.

3. Other issues

The other issues in the agenda were not discussed due to lack of time. Discussion on the SA3 email list of the open issues mentioned in the draft agenda is strongly encouraged.

4. Next steps

Peter Howard will update the draft baseline CR to TS 33.310 based on the agreements made during the conference call and distribute it today. Comments on the new baseline CR are welcome until Friday 18th December.

Decision: 

The document was revised to S3-100234.



S3-100234
NDS enhancement to support backhaul security





Source: Vodafone

(Replaces S3-100005)

Decision: 

The document was agreed.



S3-100125
General description on NDS enhancement to support Certificate Enrolment





Source: China Mobile, ZTE

Discussion: 

NSN suggested that perhaps this clause should not reside in 33.310 and suggested that the decision on usage is specified in other 3GPP specifications, for the second sentence of the contribution. The first sentence was left as such.

The CR is agreed in principle with this change, but will be merged with S3-100005 in S3-100234.

Decision: 

The document was merged with S3-100005 in S3-100234.



S3-100020
Some modifications to S3-100005





Source: ZTE Corporation

Decision: 

The document was revised to S3-100228.



S3-100228
Some modifications to S3-100005





Source: ZTE Corporation

(Replaces S3-100020)

Decision: 

The document was noted.



S3-100221
Commenting Contribution on S3-100020 Some modifications to S3-100005 by ZTE





Source: Nokia Siemens Networks

Discussion: 

ZTE suggested that a mutual authentication and IPSec tunnel would be needed in such a scenario between the SEG and the base station.

Deutsche Telekom suggested that this proposal is not necessary; Motorola seconded this comment as CMPv2 provides sufficient security on its own.

Motorola suggested that confidentiality protection would not be needed as in the PKI scenario the certificate information is meant to be public; ZTE suggested that this would add to privacy protection; Motorola suggested that this would be addressed by a PSK solution, which is not the case. NSN agreed with Motorola, as the base station desiring to be enrolled would already be revealed by, e.g., DHCP messages.

There was no support for S3-100228.

Vodafone supported the pCR in S3-100221. Deutsche Telekom suggested that removing the SEG from the figure would impact some other contributions so the contribution is put on hold.

It was agreed that for the time being the working assumption is that the SEG is binded to the NEM solution.

Decision: 

The document was approved.



S3-100115
Certificate enrolment architecture based on NEM





Source: Huawei

Discussion: 

There was no support on the NEM option.

Decision: 

The document was noted.



S3-100117
Certificate enrolment procedure





Source: Huawei

Decision: 

The document was noted.



S3-100119
pCR to super CR





Source: Huawei

Discussion: 

ZTE supported the contribution.

Decision: 

The document was noted.



S3-100219
commenting contribution on S3-100119 pCR to super CR of Huawei





Source: Nokia Siemens Networks

Discussion: 

Concerning the comment that there is no binding between base station and the NEM, Huawei replied that there is a TLS tunnel. NSN suggested that in this case the TLS tunnel would be mandatory to provide some binding; this was agreed. NSN suggested that in this case, two tunnels would be necessary: IPSec and TLS. Huawei suggested that a possibility would be not to use IPSec. NSN suggested that this would provide an alternative option, without an SEG in the architecture. Huawei preferred to keep it. NSN expressed some concern that there would be too many alternatives.

The Chairman asked if the option in 115 with the NEM was supported; Deutsche Telekom could see some advantages, but also disadvantages.

Huawei also commented the PKCS#10 is not considered deprecated; NSN reported that the related RFC 4210 suggests for it to be used in legacy scenarios but discouraged in any other scenarios. Huawei suggested this is just an example of use.

Decision: 

The document was noted.



S3-100220
pCR on removal of enrolment solution with NEM involvement for temporary backhaul document





Source: Nokia Siemens Networks

Discussion: 

Ericsson, TeliaSonera, Vodafone supported the contribution. Huawei pointed out that authorization is not addressed in the contribution, whereas 119 addresses this issue. NSN suggested that authorization is an operator-specific issue.

It was agreed that for Release 9 the architecture without NEM will be used; for Release 10, the NEM element will be considered. A new WI will be necessary for Rel-10.

Decision: 

The document was approved.



S3-100178
Use of operator certificates in backhaul security





Source: Ericsson, ST-Ericsson

Discussion: 

Motorola asked the purpose of such a solution; Ericsson suggested that the operator could want to have more control on the credentials, or may wish to manually provision the certificate.

Motorola asked why in such a case this is not configured to set up the IPSec directly; Ericsson suggested that the purpose is enrolment.

Motorola asked why this cannot be re-used; Ericsson suggested that this can be clarified that this is only for enrolment in some field of the credential. Another possibility would be revocation after successful enrolment.

NSN asked if the solution would work with the presence of a SEG, as IPSec would not take care of the routing. Ericsson suggested that this would require a different behaviour than the current one to allow this.

It was asked whether there is any support for the proposal. There was no support.

Decision: 

The document was noted.



S3-100216
Comments to S3-100178





Source: Huawei

Decision: 

The document was noted.



S3-100180
Use of cross-certificates in backhaul security





Source: Ericsson, ST-Ericsson

Discussion: 

NSN supported the contribution. Motorola and Huawei suggested that there should not be a removal of the option to support cross certification; Motorola suggested that cross certification could be some security advantages. Vodafone also supported keeping open the option of cross certification.

TeliaSonera expressed support to remove the cross certification option.

Subsequently to offline discussions, Motorola and NSN supported removing cross certification as an option. It was agreed to remove the option of cross certificates.

It was also agreed to remove the Editor's Note as per S3-100182.

Decision: 

The document was approved with modifications.



S3-100182
pCR on support of root certificate provisioning for temporary backhaul document





Source: Nokia Siemens Networks

Discussion: 

There was some discussion (see 180) on cross certification.

The remaining proposal was agreed, except for the cross certification part, the decision on which was postponed to allow for an offline discussion; the removal of the Editor's Note also depends on the outcome of the discussion.

Decision: 

The document was noted.



S3-100184
pCR on security mechanisms for temporary backhaul document





Source: Nokia Siemens Networks

Discussion: 

Huawei suggested the proof-of-possession relates to the NEM discussion held earlier. NSN suggested such discussions should be addressed in the profiling; this was agreed.

Decision: 

The document was approved.



S3-100032
The approach for checking the certificate status in backhaul security





Source: CATR, ZTE Corporation

Discussion: 

It was pointed out that the name of CATR should be changed to the 3GPP member organization.

NSN asked whether the purpose is enrolment or normal operation. It was clarified that CRLv2 would be enough; it was agreed that CRLv2 will be used.

It was not clear whether OCSP will be an option. Subsequently to offline discussions, it was decided not to have OCSP.

Decision: 

The document was merged in 236.



S3-100185
pCR on certificate profiles for temporary backhaul document





Source: Nokia Siemens Networks

Decision: 

The document was merged in 236 with 218.



S3-100007
Super CR for backhaul security enhancement





Source: Motorola

Decision: 

The document was revised to S3-100214.



S3-100214
Super CR for backhaul security enhancement





Source: Motorola

(Replaces S3-100007)

Decision: 

The document was merged in 236 with 218.



S3-100218
[update S3-100188] pCR on CMPv2 profiling for the temporary backhaul document





Source: Nokia Siemens Networks

Decision: 

The document was revised to S3-100236.



S3-100236
pCR on CMPv2 profiling for the temporary backhaul document





Source: Nokia Siemens Networks, Motorola

(Replaces S3-100218)

Abstract: 

v3

Decision: 

The document was approved.



S3-100235
CR to 33.401 on Certificate Enrolment





Source: CMCC

Discussion: 

It was agreed to change "apply" with "use" and to make the text normal (not a Note anymore).

Decision: 

The document was revised to S3-100322.



S3-100322
CR to 33.401 on Certificate Enrolment





Source: CMCC

(Replaces S3-100235)

Decision: 

The document was agreed.



S3-100186
NDS enhancement - SCEP option for Certificate Enrolment to support backhaul security and network elements in general (Release 10)





Source: BT

Discussion: 

Deutsche Telekom suggested that the contribution differs only in the introduction of SCEP; BT confirmed this.

NSN pointed that SCEP is still only an IETF draft and the draft itself recommends it for legacy use only.

A WI would be needed in support of this contribution.

Decision: 

The document was noted.



7.2.2
Other NDS Issues

S3-100187
To add SCEP option for Certificate Enrolment for network elements in general (Release 10)





Source: BT

Decision: 

The document was noted.



S3-100189
S3-57-2 CR on 33.310 on TLS cipher suites





Source: BT

Discussion: 

NSN suggested some revisions that were agreed. Also some editorials have to be applied.

Decision: 

The document was revised to S3-100309.



S3-100309
S3-57-2 CR on 33.310 on TLS cipher suites





Source: BT

(Replaces S3-100189)

Discussion: 

Vodafone pointed out that ATIS have deprecated SHA-1 with a sunset date of 2011, based on a NIST recommendation, suggesting that 3GPP could align with this decision. Ericsson asked if this is only for certificate profiles or also for IKE/IPSec profiles. Vodafone replied that at a first stage this could be for certificates. NSN suggested raising this as an early warning to collect comments on issues on existing implementations or protocols and try to implement this decision for Release 10; for Release 9, there will also be CR's towards this direction. The SA3 Chairman will mention this decision in the next SA Plenary.

Decision: 

The document was agreed.



7.3
UTRAN Network Access Security

7.4
GERAN Network Access Security

S3-100048
33.102 CR R9: Correction of Kc derivation for Kc128 capable SGSNs





Source: Ericsson, ST-Ericsson

Decision: 

The document was agreed.



S3-100051
33.102 CR R9: Define the bits from the KDF output assigned to key Kc128





Source: Ericsson, ST-Ericsson

Decision: 

The document was agreed.



7.5
GAA

S3-100087
Discussion on the problem of Ks update frequence in TS 33.220





Source: China Mobile

Discussion: 

The issues presented in the document were seen to be potentially solved by application level mechanisms.

A clarification to some GAA specification might be needed.

Decision: 

The document was noted.



7.5.1
TS 33.223 GBA Push

S3-100054
33.223 CR R8: General corrections





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-100290.



S3-100290
33.223 CR R8: General corrections





Source: Ericsson, ST-Ericsson

(Replaces S3-100054)

Decision: 

The document was agreed.



S3-100055
33.223 CR R9: General corrections





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-100291.



S3-100291
33.223 CR R9: General corrections





Source: Ericsson, ST-Ericsson

(Replaces S3-100055)

Decision: 

The document was agreed.



S3-100052
33.220 CR R8: Including GBA Push in GAA





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-100292.



S3-100292
33.223 CR R8: Including GBA Push in GAA





Source: Ericsson, ST-Ericsson

(Replaces S3-100052)

Decision: 

The document was agreed.



S3-100053
33.220 CR R9: Including GBA Push in GAA





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-100293.



S3-100293
33.223 CR R9: Including GBA Push in GAA





Source: Ericsson, ST-Ericsson

(Replaces S3-100053)

Decision: 

The document was agreed.



7.5.2
TS 33.224 GBA Push Generic Layer

S3-100056
33.224 CR R9: General corrections





Source: Ericsson, ST-Ericsson

Discussion: 

The CR was agreed, except for the Ks_ext_NAF and the Note related issues, which were discussed offline with Gemalto.

Decision: 

The document was revised to S3-100294.



S3-100294
33.224 CR R9: General corrections





Source: Ericsson, ST-Ericsson

(Replaces S3-100056)

Decision: 

The document was agreed.



7.5.3
Other GAA Issues

7.6
Multimedia Broadcast/Multicast Service (MBMS)

7.7
SAE/LTE Security

7.7.1
TS 33.401 Issues

S3-100203
Reply LS on inter PLMNs handover





Source: S1-094130

Decision: 

The document was noted.



S3-100208
Solving the problem of PLMN mismatch in Kasme





Source: S2-100939

Discussion: 

It was agreed to answer that based on SA3's understanding assumption A is correct, and that CT1 should confirm this assumption.

Decision: 

The document was replied to in S3-100237.



S3-100237
Reply to: Solving the problem of PLMN mismatch in Kasme





Source: current meeting

Abstract: 

v2

Decision: 

The document was approved.



S3-100206
LS on preventing UTRA to EUTRA handover for USIM-less UE





Source: SP-090893

Decision: 

The document was noted.



S3-100211
Reply LS to SP-090893 = R2-100036 and S3-092180 = R2-100032 on preventing UTRA to EUTRA handover for USIM-less





Source: R2-100834

Discussion: 

It was agreed that SA3 would revise the CR in S3-092181 on the subject according to the content of the LS.

Decision: 

The document was noted.



S3-100238
CR on preventing UTRA to EUTRA handover for USIM-less UE (revision of CR in S3-092181)





Source: Huawei

Decision: 

The document was agreed.



S3-100209
Reply LS to S2-097525 = R2-100027 on Use cases for cell change indication from MME to E-SMLC





Source: R2-100823

Discussion: 

BT proposed to forward the LS to the SA3-LI SWG; this was agreed.

Decision: 

The document was noted.



7.7.1.1
Security architecture

S3-100065
Correction of text on terminal identities





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-100239.



S3-100239
Correction of text on terminal identities





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-100065)

Decision: 

The document was agreed.



S3-100104
33.401 CR REL 8:Clarification of Identification procedure in MME





Source: CATT

Decision: 

The document was revised to S3-100240.



S3-100240
33.401 CR REL 8:Clarification of Identification procedure in MME





Source: CATT

(Replaces S3-100104)

Decision: 

The document was agreed.



S3-100105
33.401 CR REL 9:Clarification of Identification procedure in MME





Source: CATT

Decision: 

The document was revised to S3-100241.



S3-100241
33.401 CR REL 9:Clarification of Identification procedure in MME





Source: CATT

(Replaces S3-100105)

Decision: 

The document was agreed.



7.7.1.2
Authentication and key agreement

7.7.1.3
Key derivation

S3-100195
Problems with handling of mapped context in idle state and derivation of K_eNB in HO from UTRAN/GERAN to E-UTRAN





Source: Nokia Siemens Networks

Discussion: 

Proposal A was agreed to be followed. ZTE suggested making the network side clear if necessary; NSN agreed to this.

Decision: 

The document was revised in 242 and 243.



S3-100242
R8 CR on Problems with handling of mapped context in idle state and derivation of K_eNB in HO from UTRAN/GERAN to E-UTRAN





Source: Nokia Siemens Networks

Decision: 

The document was agreed.



S3-100243
R9 CR on Problems with handling of mapped context in idle state and derivation of K_eNB in HO from UTRAN/GERAN to E-UTRAN





Source: Nokia Siemens Networks

Decision: 

The document was agreed.



7.7.1.4
Integrity and ciphering mechanisms

S3-100129
Add the Replay protection implementation and Clarification of replay protection with integrity





Source: China Mobile, ZTE, CATR, Ericsson, ST-Ericsson

Discussion: 

An editorial rewording has to be applied in both changes.

Decision: 

The document was revised to S3-100244.



S3-100244
Add the Replay protection implementation and Clarification of replay protection with integrity





Source: China Mobile, ZTE, CATR, Ericsson, ST-Ericsson

(Replaces S3-100129)

Decision: 

The document was agreed.



S3-100183
AS integrity and ciphering exception list





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

ALU discouraged the proposed action to ask RAN2 to make normative the list. ALU proposed taking responsibility of analyzing the table message by message to look for threats and then propose the change to normative for the list. NSN suggested this would be too lengthy an exercise, at a very late stage.

Ericsson suggested making clear to RAN2 that there is an issue and cannot be left as is; RAN2 should decide on their own about the solution though; this was agreed.

Decision: 

The document was revised to S3-100245.



S3-100245
AS integrity and ciphering exception list





Source: current meeting (Guenther)

(Replaces S3-100183)

Discussion: 

After some further studying it was decided to postpone a decision on sending an LS offline as it appears to be some RAN2 text distributed in the specification, which appears to be different than the current SA3 perception of the exception list.

Decision: 

The document was withdrawn.



S3-100019
RRC Connection Re-establish Security





Source: ZTE Corporation, CATR

Discussion: 

It was agreed that there could be some bidding down concerns similarly as per the NCC value, with the specific formulation. It was agreed, however that some action should be taken, studying this issue further along with the NCC value. It was also suggested that there could be backward compatibility issues.

An LS to RAN2 was not agreed to be sent. The CR could not be agreed.

Decision: 

The document was noted.



7.7.1.5
Security mode establishment and mobility aspects

S3-100111
CR-Clarifications for avoiding redundant EPS AKA procedures





Source: Huawei

Decision: 

The document was noted.



7.7.1.6
Mobility with GSM, UMTS networks

S3-100038
33.401 DISC: GPRS Kc handling and UMTS security context





Source: Ericsson, ST-Ericsson

Discussion: 

NSN supported the contribution. It was agreed that Kc and CK, IK belong to the same key set.

Decision: 

The document was noted.



S3-100039
33.401 CR R8: GPRS Kc handling





Source: Ericsson, ST-Ericsson

Discussion: 

Nokia proposed removing the START_PS as per its contribution in 153. It was agreed that if 153 is agreed this part has to be aligned in the CR.

Agreed in principle, however the issue with regard to the START_PS has to be handled.

Decision: 

The document was revised to S3-100248.



S3-100248
33.401 CR R8: GPRS Kc handling





Source: Ericsson, ST-Ericsson

(Replaces S3-100039)

Decision: 

The document was agreed.



S3-100040
33.401 CR R9: GPRS Kc handling





Source: Ericsson, ST-Ericsson

Discussion: 

Agreed in principle, however the issues with regard to the ATTACH procedures has to be handled.

Decision: 

The document was revised to S3-100249.



S3-100249
33.401 CR R9: GPRS Kc handling





Source: Ericsson, ST-Ericsson

(Replaces S3-100040)

Decision: 

The document was agreed.



S3-100108
Kc handling when interworking





Source: Huawei

Decision: 

The document was noted.



S3-100042
33.401 CR R9: GPRS Kc128 handling





Source: Ericsson, ST-Ericsson

Decision: 

The document was agreed.



S3-100106
33.401 CR REL 8: Clarification of SMC procedure in handover from UTRAN to ETURAN





Source: CATT

Decision: 

The document was withdrawn.



S3-100107
33.401 CR REL 9: Clarification of SMC procedure in handover from UTRAN to ETURAN





Source: CATT

Decision: 

The document was withdrawn.



S3-100110
CR-Clarification for NAS downlink COUNT handling in I-RAT handover to UTRAN





Source: Huawei; NEC Corporation
Discussion: 

Nokia asked some clarification on the case of SRVCC.

Some editorials have to be applied but the CR is agreed as per its technical content.

Decision: 

The document was revised to S3-100247.



S3-100247
CR-Clarification for NAS downlink COUNT handling in I-RAT handover to UTRAN





Source: Huawei; NEC Corporation
(Replaces S3-100110)

Decision: 

The document was agreed.



S3-100153
Not resetting START to 0 in idle mode mobility (Rel-8)





Source: Nokia, Nokia Siemens Networks

Discussion: 

Qualcomm suggested that there could be cases that setting to zero may not do any damage, but also cases that it could be harmful.

Ericsson suggested that it should be stage 3 to be aligned with stage 3; more on the technical side, there could already be implementations that do reset to zero, which would suddenly become non compliant.

It was suggested that there is a mismatch in stage 3 specs 24.008 and 25.331.

It was agreed to create two sets of CRs: one set based on the Nokia, NSN proposal and one set based on an acceptable formulation by Ericsson; the intention would be to contact RAN2 via an LS (Cc CT1) to decide which set of CRs to use.

Decision: 

The document was revised to S3-100298.



S3-100298
Not resetting START to 0 in idle mode mobility (Rel-8)





Source: Nokia, Nokia Siemens Networks

(Replaces S3-100153)

Decision: 

The document was agreed.



S3-100155
Not resetting START to 0 in idle mode mobility (Rel-9)





Source: Nokia, Nokia Siemens Networks

Decision: 

The document was revised to S3-100299.



S3-100299
Not resetting START to 0 in idle mode mobility (Rel-9)





Source: Nokia, Nokia Siemens Networks

(Replaces S3-100155)

Decision: 

The document was agreed.



S3-100210
Response LS to S3-092193 = R2-100033 on key invalidation following SR-VCC failure





Source: R2-100832

Decision: 

The document was noted.



S3-100173
Desynchronization of PS keys between the UE and the network in case of PS HO failure (Rel-8)





Source: Nokia Corporation, Nokia Siemens Networks, Huawei

Discussion: 

For the first change, the current behaviour of the SGSN has to be checked. The E-UTRAN change has to be aligned with the comments made by Ericsson.

Some further editorial changes have to be applied on the cover page.

Decision: 

The document was revised to S3-100250.



S3-100250
Desynchronization of PS keys between the UE and the network in case of PS HO failure (Rel-8)





Source: Nokia Corporation, Nokia Siemens Networks, Huawei

(Replaces S3-100173)

Decision: 

The document was agreed.



S3-100174
Desynchronization of PS keys between the UE and the network in case of PS HO failure (Rel-9)





Source: Nokia Corporation, Nokia Siemens Networks, Huawei

Decision: 

The document was revised to S3-100251.



S3-100251
Desynchronization of PS keys between the UE and the network in case of PS HO failure (Rel-9)





Source: Nokia Corporation, Nokia Siemens Networks, Huawei

(Replaces S3-100174)

Decision: 

The document was agreed.



S3-100041
33.401 CR R9: Correction of SRVCC failure





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-100252.



S3-100252
33.401 CR R9: Correction of SRVCC failure





Source: Ericsson, ST-Ericsson

(Replaces S3-100041)

Decision: 

The document was agreed.



S3-100325
33.401 CR R8: Correction of SRVCC failure





Source: Ericsson, ST-Ericsson

(Replaces S3-100041)

Decision: 

The document was agreed.



S3-100193
Aligning NAS COUNT setting after an inter-RAT handover with TS 24.301 (Rel-8)





Source: Qualcomm Europe

Discussion: 

It was decided to conditionally agree the CR (and 194); should CT1 align with stage 2 then the CRs will not be sent to SA.

It was decided not to send an LS to CT1 on this issue.

Decision: 

The document was agreed.



S3-100194
Aligning NAS COUNT setting after an inter-RAT handover with TS 24.301 (Rel-9)





Source: Qualcomm Europe

Decision: 

The document was agreed.



7.7.1.7
Network domain security in EPS

S3-100130
Correction of Network Domain Control Plane protection





Source: China Mobile, ZTE Corporation

Discussion: 

NSN and Deutsche Telekom suggested an explicit reference to IPSec is not needed; it was proposed to keep the Note and add a reference to 33.310 instead. The Note will however be moved one paragraph down as proposed.

Decision: 

The document was revised to S3-100253.



S3-100253
Correction of Network Domain Control Plane protection





Source: China Mobile, ZTE Corporation

(Replaces S3-100130)

Decision: 

The document was revised to S3-100260.



S3-100260
Correction of Network Domain Control Plane protection





Source: China Mobile, ZTE Corporation

(Replaces S3-100253)

Decision: 

The document was agreed.



S3-100217
[update S3-100136] Correction on mandatory implementation of IKE and IPSec for backhaul of eNBs





Source: Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm Incorporated

Discussion: 

Huawei expressed some concern in referencing 33.320, which is referencing also to 33.401, in that it could create recursivity. NSN and the Chairman suggested they are touching different subjects when referencing. MCC confirmed this.

CMCC suggested that other mechanisms should be allowed; NSN suggested that it should be clarified that the new text refers to the network layer; in other parts of the specification (such as Note 2) it is already mentioned that IPSec or other mechanisms can be used, satisfying the CMCC proposal.

CMCC suggested removing the part about the alternative mechanisms having to be applied on the IP layer; this was agreed.

Ericsson suggested adding for Home Node B where the alternative mechanisms are proposed. This was agreed.

Decision: 

The document was revised to S3-100256.



S3-100256
[update S3-100136] Correction on mandatory implementation of IKE and IPSec for backhaul of eNBs





Source: Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm Incorporated

(Replaces S3-100217)

Decision: 

The document was agreed.



7.7.1.8
Emergency Calls

S3-100044
33.401 CR R9: Handling of SIM based EC handover to E-UTRAN





Source: Ericsson, ST-Ericsson

Decision: 

The document was agreed.



S3-100123
Key derivations for unauthenticated Emergency call





Source: China Mobile, Ericsson, ST-Ericsson, ZTE

Discussion: 

Nokia asked why the keys are generated since for emergency calls the key is not used; Ericsson replied that a dummy key generation is mentioned in 24.301, so the present CR is simply aligning.

Decision: 

The document was agreed.



7.7.1.9
SRVCC

7.7.2
TS 33.402 Issues 
S3-100067
Use of identities in EAP-AKA’





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-100069
Use of EAP Request/AKA Identity message





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Only the first change was agreed.

Some cover page editorials are necessary.

Decision: 

The document was revised to S3-100257.



S3-100257
Use of EAP Request/AKA Identity message





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-100069)

Decision: 

The document was agreed.



S3-100258
LS on EAP Request/AKA Identity message





Source: current meeting (Guenther)

Decision: 

The document was approved.



7.7.3
Other SAE/LTE Security Issues

S3-100046
33.102 CR R8: Correct Kc to Kc' when derived from CK’CS||IK’CS





Source: Ericsson, ST-Ericsson

Decision: 

The document was agreed.



S3-100047
33.102 CR R9: Correct Kc to Kc' when derived from CK'CS||IK'CS





Source: Ericsson, ST-Ericsson

Decision: 

The document was agreed.



S3-100049
33.102 CR R8: Correction of IRAT mobility before UMTS AKA is run





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-100261.



S3-100261
33.102 CR R8: Correction of IRAT mobility before UMTS AKA is run





Source: Ericsson, ST-Ericsson

(Replaces S3-100049)

Decision: 

The document was agreed.



S3-100050
33.102 CR R9: Correction of IRAT mobility before UMTS AKA is run





Source: Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-100262.



S3-100262
33.102 CR R9: Correction of IRAT mobility before UMTS AKA is run





Source: Ericsson, ST-Ericsson

(Replaces S3-100050)

Decision: 

The document was agreed.



S3-100297
Review of contribution R3-093305 on “Text proposal to TR 36.806 on Relay Security over the Un interface”





Source: current meeting (Guenther)

Decision: 

The document was approved.



7.7.3.1
Relay nodes

S3-100045
DISC: Relay node security analysis





Source: Ericsson, ST-Ericsson

Decision: 

The document was noted.



S3-100215
comments to S3-100045: Relay node security





Source: China Mobile

Discussion: 

The preliminary conclusions in 3.3 were revised:

First sentence: it was decided that if end to end protection between the RN and the core network is needed, then the same solution as for backhaul protection should be considered.

Second sentence: integrity protection for the S1 control plane traffic over the Un shall be mandatory. The S1 control plane traffic between RN and User-UE’s MME shall be integrity protected between the DeNB and the User-UE’s MME with at least the same strength as in the current EPS architecture.

Both end to end protection between RN and User-UE’s MME and hop by hop protection shall be considered.

Integrity protection for the X2 control plane traffic over the Un shall be mandatory. The X2 control plane traffic between RN and eNB/RN shall be integrity protected between the DeNB and the eNB/RN with at least the same strength as in the current EPS architecture.

Both end to end protection between RN and eNB/RN and hop by hop protection shall be considered.

The above statements were agreed.

Decision: 

The document was noted.



S3-100109
Relay security overview





Source: Huawei

Discussion: 

SA3 endorsed the conclusion that more information from RAN2 is necessary.

Decision: 

The document was noted.



S3-100190
Security analysis of Relay Architectures





Source: Qualcomm Europe

Decision: 

The document was noted.



S3-100229
Comments to S3-100190





Source: Huawei

Discussion: 

NSN suggested that this commenting contribution came late during the meeting.

Deutsche Telekom suggested that the device authentication is an important issue. This authentication must be cryptographically linked to the USIM authentication. NSN suggested that the part concerning the USIM is not certain to be necessary, as the Un interface can be protected via IPSec, for instance.

It was concluded that device integrity should be considered.

BT suggested that signaling protection cannot be ruled out at this stage.

Some further analysis is necessary on these issues.

Decision: 

The document was noted.



S3-100177
Proposed reply to RAN3 on Relay Nodes





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

It was decided to provide some input to the RAN groups based on 177. Huawei objected sending the content on 177. An evening session was reserved to discuss the modifications to be applied to the content of 177 for the LS.

Decision: 

The document was endorsed.



S3-100263
LS on Relay Nodes





Source: current meeting

Decision: 

The document was approved.



S3-100179
Proposed way forward with work on Security aspects of Relay





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was noted.



S3-100181
Proposed Structure of Document on Security Aspects of Relay Nodes





Source: Nokia Corporation, Nokia Siemens Networks

Discussion: 

Ericsson suggested that X.6-7 belong in informative annexes as done with the RAN contribution.

It was proposed to have X.0 on Security threats.

It was agreed to insert a section on key issues.

Decision: 

The document was revised to S3-100264.



S3-100264
Proposed Structure of Document on Security Aspects of Relay Nodes





Source: Nokia Corporation, Nokia Siemens Networks

(Replaces S3-100181)

Decision: 

The document was approved.



S3-100128
Discussion about Relay Node Security





Source: China Mobile

Discussion: 

BT noted that USIM card is not defined; it should be either USIM application or USIM.

Clause 3 was reworded as:

(1) it was decided to modify it as: Mutual authentication between RN and network shall be supported. 

(2) the wireless resource, the security resources shall be able to prevent misuse by identifying whether the attached terminal is a UE or a RN. The identification could also be implicit.

For (3), it remains to be seen whether the sentence can be aligned with the confidentiality requirements.

Decision: 

The document was noted.



7.8
Security Aspects of Home (e)NodeB

S3-100199
Reply LS on multiple IPSec Tunnels for “dual-mode” femto





Source: S1-094383

Decision: 

The document was noted.



S3-100204
Re: 3GPP2 TR-196 Management Objects and Attributes for cdma2000®1 Femtocell Devices





Source: 3GPP2

Decision: 

The document was noted.



S3-100224
Reply LS on Defining H(e)NB identity





Source: R3-100560

Discussion: 

Further work on this will be required for the next meeting.

Decision: 

The document was noted.



S3-100225
LS on HNB emergency handling security requirement





Source: R3-100570

Discussion: 

There was some discussion on the EC Editor's Note, which was re-discussed with document 113.

Decision: 

The document was noted.



7.8.1
TS 33.320 Issues

S3-100035
Editorial Changes





Source: InterDigital Communications Corporation

Discussion: 

The only changes accepted were the ones in 4.4.4.

Decision: 

The document was revised to S3-100265.



S3-100265
Editorial Changes





Source: InterDigital Communications Corporation

(Replaces S3-100035)

Decision: 

The document was agreed.



S3-100112
DISC-Solving Editor’s Notes in TS 33.320





Source: Huawei

Decision: 

The document was noted.



S3-100113
CR-Editor’s Notes resolution and correction clarifications





Source: Huawei

Discussion: 

It was agreed that the EC EN will be deleted in a revised version of the CR.

Decision: 

The document was revised to S3-100273.



S3-100212
comment to S3-100113





Source: InterDigital Communications Corporation

Decision: 

The document was noted.



S3-100273
CR-Editor’s Notes resolution and correction clarifications





Source: Huawei, InterDigital

(Replaces S3-100113)

Decision: 

The document was agreed.



S3-100011
Complement to integrity and confidentiality protection in H(e)MS link





Source: ZTE Corporation,CMCC, CATR

Decision: 

The document was revised to S3-100227.



S3-100227
Complement to integrity and confidentiality protection in H(e)MS link





Source: ZTE Corporation,CMCC, CATR

(Replaces S3-100011)

Decision: 

The document was revised to S3-100295.



S3-100295
Complement to integrity and confidentiality protection in H(e)MS link





Source: ZTE Corporation,CMCC, CATR

(Replaces S3-100227)

Decision: 

The document was revised to S3-100323.



S3-100137
Correction on mandatory confidentiality on backhaul link





Source: Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm Incorporated

Decision: 

The document was revised to S3-100323.



S3-100323
Complement to integrity and confidentiality protection in H(e)MS link





Source: ZTE Corporation,CMCC, CATR

(Replaces S3-100137, S3-100295)

Decision: 

The document was agreed.



S3-100036
Clarification of Security Requirement





Source: InterDigital Communications Corporation

Decision: 

The document was noted.



S3-100124
Addition security features to device mutual authentication in 5.2





Source: China Mobile, Nokia Siemens Networks, Nokia

Decision: 

The document was agreed.



S3-100010
Adding trusted intermediate CA certificate for improvement of verification process





Source: ZTE Corporation,CATR

Decision: 

The document was noted.



S3-100063
Fixing incorrect wording in section 8.3.1.





Source: Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm Incorporated

Decision: 

The document was revised to S3-100268.



S3-100268
Fixing incorrect wording in section 8.3.1.





Source: Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm Incorporated

(Replaces S3-100063)

Decision: 

The document was agreed.



S3-100037
Clarification of OCSP procedure





Source: InterDigital Communications Corporation

Discussion: 

The word "successfully" was requested to be removed.

Decision: 

The document was revised to S3-100269.



S3-100269
Clarification of OCSP procedure





Source: InterDigital Communications Corporation

(Replaces S3-100037)

Decision: 

The document was revised to S3-100324.



S3-100324
Clarification of OCSP procedure





Source: InterDigital Communications Corporation

(Replaces S3-100269)

Decision: 

The document was agreed.



S3-100008
33.320 CR A complement to integrity verification on the downloaded data





Source: ZTE Corporation,CATR

Decision: 

The document was merged in 266.



S3-100059
Correction of ambiguity in 8.4, Protection of SW Download





Source: Qualcomm Incorporated, Airvana, Nokia Corporation, Nokia Siemens Networks

Discussion: 

Deutsche Telekom supported this contribution.

Decision: 

The document was revised to S3-100266.



S3-100266
Correction of ambiguity in 8.4, Protection of SW Download





Source: Qualcomm Incorporated, Airvana, Nokia Corporation, Nokia Siemens Networks

(Replaces S3-100059)

Decision: 

The document was agreed.



S3-100064
Removing Editor’s Note in section 8.4





Source: Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm Incorporated

Decision: 

The document was agreed.



S3-100138
Correction on components involving absolute time in TR-069 profiling





Source: Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm Incorporated

Decision: 

The document was agreed.



S3-100009
A complement to location verification for different types of location information





Source: ZTE Corporation,CMCC,CATR

Decision: 

The document was revised to S3-100226.



S3-100226
A complement to location verification for different types of location information





Source: ZTE Corporation,CMCC,CATR

(Replaces S3-100009)

Discussion: 

The second change was agreed; the first was not agreed.

Decision: 

The document was revised to S3-100270.



S3-100270
A complement to location verification for different types of location information





Source: ZTE Corporation,CMCC,CATR

(Replaces S3-100226)

Decision: 

The document was agreed.



S3-100012
The necessary complement to verifying node for location verification





Source: CATR, ZTE Corporation

Decision: 

The document was revised to S3-100254.



S3-100254
The necessary complement to verifying node for location verification





Source: CATR, ZTE Corporation

(Replaces S3-100012)

Decision: 

The document was revised to S3-100271.



S3-100271
The necessary complement to verifying node for location verification





Source: CATR, ZTE Corporation

(Replaces S3-100254)

Decision: 

The document was agreed.



S3-100062
Fixing call-flow parameters in Annex A.2





Source: Airvana, Nokia Corporation, Nokia Siemens Networks

Discussion: 

Gemalto asked to clarify that both calculations have to be conducted in the UICC; NSN asked where is this specified and what would be the security reason. It was agreed to add that optionally the computation will be performed in the HPM.

Decision: 

The document was revised to S3-100272.



S3-100272
Fixing call-flow parameters in Annex A.2





Source: Airvana, Nokia Corporation, Nokia Siemens Networks

(Replaces S3-100062)

Decision: 

The document was agreed.



S3-100169
[33.320] HPM ID binding





Source: NTT Docomo, Orange

Discussion: 

Gemalto, Telecom Italia, NEC, and Sage Orga supported the CR while NSN, Airvana and Qualcomm voiced concerns on the CR.
It was agreed that this CR cannot address Rel-9, but could address Rel-10.

Decision: 

The document was noted.



S3-100170
[33.320] authorization of HP identity





Source: NTT Docomo, Orange

Decision: 

The document was noted.



S3-100097
Improvement for SIM-lock-based binding





Source: Gemalto

Decision: 

The document was noted.



S3-100100
Potential Security risks relating to Rel8 UE registration





Source: NEC Corporation

Discussion: 

NSN pointed out that the discussion paper is based on an obsolete version of the RAN3 related specification, and the issue should already be addressed by RAN3. A check has to be done on this aspect offline.

Decision: 

The document was noted.



S3-100101
Correction of potential security risks relating to Rel8 UE registration





Source: NEC Corporation

Decision: 

The document was revised to S3-100303.



S3-100303
Correction of potential security risks relating to Rel8 UE registration





Source: NEC Corporation

(Replaces S3-100101)

Decision: 

The document was agreed.



7.8.2
TR 33.820 Issues

7.9
Security Aspects related to Network Improvements for Machine-Type Communication (NIMTC)

S3-100163
Skeleton TR 33.868





Source: Rapporteur

Discussion: 

Orange opposed the creation of the skeleton, as the understanding in the previous meeting was that SA2 would first check whether there are issues for SA3 to analyze. Telecom Italia supported this view.

InterDigital expressed concerns on not initiating work on the subject as there could be issues arising.

Decision: 

The document was noted.



S3-100302
New version of working assumption on NIMTC-related issues





Source: Rapporteur

Discussion: 

It was decided that a TR will not be produced for the time being. However, the present document will be used as a "living document" containing all the contributions that could possibly go in a future TR to be agreed.

Decision: 

The document was agreed.



S3-100083
Security Sections: Comment to S3-100163





Source: InterDigital Communications Corporation

Discussion: 

Telecom Italia, Gemalto and Orange did not support the contribution.

Decision: 

The document was noted.



S3-100084
Security Aspects and Scope





Source: InterDigital Communications Corporation

Decision: 

The document was noted.



S3-100121
PCR-Scope of NIMTC security





Source: Huawei, China Mobile

Discussion: 

Telecom Italia objected to the understanding that a new WI and TR were agreed to be started. 

Orange reminded that the improvements should not degrade the security and also that the SA1 LS more in general should be taken into account before undertaking any work.

InterDigital replied that SA1/2 cannot identify threats; SA3 should not wait for the architecture to be finalized to identify potential threats, which would lead to a redesign of the architecture.

Telecom Italia suggested that SA3 cannot decide already that there will be threats. Gemalto suggested that the group should wait for the SA2 work, as in 33.812 there had been remarks that the work did not take into account requirements.

Deutsche Telekom said that some of the content of the contribution is agreeable in principle, but the same content suggests that there is no need to start a deliverable this point in time.

InterDigital suggested that every new requirement will have an impact to the security mechanisms.

Huawei suggested that SA3 cannot wait as the SA2 has already commenced and asked when the SA3 should start.

NSN suggested that the content of the contribution does not bring any damage to SA3 and the debate should not be focused on the creation of the work or the scope, Qualcomm supported NSN's comments; NSN also supported the scope in this or the NEC 166 contribution.

BT suggested that there is no need for network optimization related to this work, as an entity such as an M2M gateway would isolate the MNO from any differences in behaviour of M2M devices and TS 22.368 states that such an entity is out of scope of 3GPP. Therefore, BT supported Telecom Italia in opposing SA3’s involvement in this work. BT, however, noted the contradiction in the TS 22.368 on the use of the term “group based authentication” which may or may not terminate at the M2M gateway.
TeliaSonera suggested that there are no issues in commencing work on this subject.

Orange suggested there might not be need to define the scope at this point.

Vodafone suggested that it is out of scope the UICC related work. This was agreed.

Decision: 

The document was noted.



S3-100166
Proposed Scope for TR 33.868





Source: Samsung, NEC Corporation

Discussion: 

Telecom Italia accepted the first sentence of the contribution and suggested replacing the second sentence with what on the WI regarding non degradation of security aspects, suggesting that the second sentence should not mention possible candidate solutions.

InterDigital suggested that the security analysis would be based on use cases.

It was decided not to take any decision on the scope for this meeting.

Decision: 

The document was noted.



S3-100201
LS on Machine Type Communications Feature Secure Connection





Source: S1-094379

Decision: 

The document was replied to in S3-100301.



S3-100006
Proposed reply LS on Machine Type Communications Feature Secure Connection





Source: KPN

Discussion: 

Huawei suggested adding some examples on e.g. GBA or WAP for further clarifications. It was also proposed to send the LS to SA2.

Decision: 

The document was revised to S3-100301.



S3-100301
Reply to: LS on Machine Type Communications Feature Secure Connection





Source: current meeting (Jan)

Decision: 

The document was approved.



S3-100098
Security requirements for Machine-Type Communication





Source: NEC Corporation

Discussion: 

NSN commented that some parts of the architecture are not agreed; this was taken into account. It was proposed to take the definition and add the system architecture to the TR skeleton; this was agreed and clause 2 will be inserted in S3-100302.

Decision: 

The document was approved with modifications.



S3-100132
M2M security Key Issues – secure communication and privacy





Source: China Mobile Alcalte-lucent

Decision: 

The document was noted.



S3-100131
M2M security key issue—Group based authentication





Source: China Mobile Alcalte-lucent

Discussion: 

It was decided to further study the issue and possibly take a decision on it at the next meeting.

Decision: 

The document was noted.



S3-100122
PCR-Key issue of NIMTC security





Source: Huawei

Discussion: 

It was decided to further study the issue and possibly take a decision on it at the next meeting.

Huawei asked if contributions should include clarification on the SA1/2 work has to be provided; this was confirmed.

Decision: 

The document was noted.



S3-100082
Key Issues





Source: InterDigital Communications Corporation

Discussion: 

CMCC suggested that the second bullet should not address the network.

It was decided to further study the issue and possibly take a decision on it at the next meeting.

Decision: 

The document was noted.



7.10
Other areas

S3-100192
IP Flow Mobility (IFOM) seamless WLAN offload - WID





Source: BT

Discussion: 

BT presented to 3GPP SA3, a contribution on BT’s suggested changes to 3PP's architecture group (SA2) Work Item Description (WID) on “IP Flow Mobility (IFOM) seamless WLAN offload”.    

Orange expressed some confusion concerning the security aspects of the SA2 WID. This was because the WID originated in SA2. The SA2 WID originally had “security aspects" = “none”.
BT had tried, in SA2, to get this changed, with some examples of where there would be a security impact, but had failed to convince SA2. These examples were also presented to the SA3 meeting in S3-100192. During the discussion in SA3: 

Vodafone also could not see security risks in the SA2 WI; Qualcomm supported this view. 

Cisco suggested that SA3’s involvement in the work could be useful to identify risks; Qualcomm replied this could be handled intra-company.

It was decided to note the SA2 WID for the time being, further input is invited once SA3 delegates have the time to read the SA2 TR 23.861 referenced in the WID.



Decision: 

The document was noted.



S3-100196
IP Flow Mobility (IFOM) seamless WLAN offload - background





Source: BT

Decision: 

The document was noted.



8
Studies

8.1
Remote Provisioning and Change of Subscription for M2M Equipment

S3-100120
CR-Adding definition of M2ME to TR 33.812





Source: Huawei

Decision: 

The document was agreed.



S3-100168
33.812 CR: Adding definitions of various identities





Source: Ericsson, ST- Ericsson

Decision: 

The document was revised to S3-100310.



S3-100213
comment on S3-100168





Source: InterDigital Communications Corporation

Discussion: 

Nokia suggested replacing "is" with "should be"; this was agreed. Nokia supported the Ericsson approach. Based on these comments an update of 168 will be produced.

Decision: 

The document was noted.



S3-100310
33.812 CR: Adding definitions of various identities





Source: Ericsson, ST- Ericsson

(Replaces S3-100168)

Decision: 

The document was agreed.



S3-100023
[M2M] Use Cases corrections and Evaluation Criteria clean-up





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson

Discussion: 

Nokia agreed to remove soldering.

Vodafone suggested that SA3 could wait for guidance from ETSI SCP. 

The CR was agreed without the changes for option 1.

Decision: 

The document was revised to S3-100311.



S3-100311
[M2M] Use Cases corrections and Evaluation Criteria clean-up





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson

(Replaces S3-100023)

Decision: 

The document was agreed.



S3-100024
MCIM lifecycle state transitions





Source: ZTE Corporation

Discussion: 

ALU asked to insert an arrow from activated to retired. This was agreed. Also the arrow from selected to delete should be removed; this was also agreed. Some editorials on the cover page are necessary.

Decision: 

The document was revised to S3-100312.



S3-100312
MCIM lifecycle state transitions





Source: ZTE Corporation

(Replaces S3-100024)

Decision: 

The document was agreed.



S3-100030
Confused abbreviation





Source: ZTE Corporation

Discussion: 

Some editorials are necessary.

Decision: 

The document was revised to S3-100313.



S3-100313
Confused abbreviation





Source: ZTE Corporation

(Replaces S3-100030)

Decision: 

The document was agreed.



S3-100031
about the context of the M2M application in 5.1.3.6.3





Source: ZTE Corporation

Decision: 

The document was endorsed.



S3-100141
33.812 CR: Clean up of Alternative 1





Source: Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-100314.



S3-100314
33.812 CR: Clean up of Alternative 1





Source: Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks

(Replaces S3-100141)

Decision: 

The document was agreed.



S3-100147
33.812 CR: Removal of editor’s note on handling of validation information





Source: Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks

Discussion: 

It was agreed except for the Editor's Note, which will be replaced by a Note stating that full details and definitions are not part of the present document.

Decision: 

The document was revised to S3-100315.



S3-100315
33.812 CR: Removal of editor’s note on handling of validation information





Source: Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks

(Replaces S3-100147)

Decision: 

The document was agreed.



S3-100029
Some corrections





Source: ZTE Corporation

Decision: 

The document was agreed.



S3-100143
33.812 CR: Removal of editor’s note on Alternative 2 and correction of figure text





Source: Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-100025
Correct clause number error in section 5.3.2.1





Source: ZTE Corporation

Decision: 

The document was agreed.



S3-100026
Change the names “M2M operator” and “M2ME operator” in Alternative 3a and Alternative 3b





Source: ZTE Corporation

Decision: 

The document was agreed.



S3-100028
One change in the procedure of remote subscription change in Alternative 3b





Source: ZTE Corporation

Discussion: 

It was agreed that this is one possible way, but the CR was not agreed.

Decision: 

The document was noted.



S3-100022
[M2M] Threat Analysis Corrections





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson

Decision: 

The document was revised to S3-100316.



S3-100316
[M2M] Threat Analysis Corrections





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson

(Replaces S3-100022)

Decision: 

The document was agreed.



S3-100021
[M2M] Security Considerations





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST Ericsson

Decision: 

The document was revised to S3-100317.



S3-100317
[M2M] Security Considerations





Source: Nokia Corporation, Nokia Siemens Networks, Ericsson, ST Ericsson

(Replaces S3-100021)

Decision: 

The document was agreed.



S3-100027
One evaluation comment on alternative 3b





Source: ZTE Corporation

Decision: 

The document was revised to S3-100318.



S3-100318
One evaluation comment on alternative 3b





Source: ZTE Corporation

(Replaces S3-100027)

Decision: 

The document was agreed.



S3-100145
33.812 CR: Removal of “TBD” in Alt 1 evaluation





Source: Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-100146
33.812 CR: Removal of editor’s note in Annex A





Source: Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



8.2
UTRAN Key Management Enhancements

S3-100017
Key transmission in HSPA+





Source: ZTE Corporation,CATR

Decision: 

The document was revised to S3-100230.



S3-100230
Key transmission in HSPA+





Source: ZTE Corporation,CATR

(Replaces S3-100017)

Decision: 

The document was approved.



S3-100018
UTRAN Key Hierarchy in HSPA+





Source: ZTE Corporation,CATR

Decision: 

The document was revised to S3-100231.



S3-100231
UTRAN Key Hierarchy in HSPA+





Source: ZTE Corporation,CATR

(Replaces S3-100018)

Decision: 

The document was approved.



8.3
Extended Identity Management

S3-100034
[IdM-OpenID] Coding clarification of Annex





Source: Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was agreed.



S3-100085
Add scenario indicator in OpenID-IdM with GBA





Source: China Mobile, Nokia Corporation, Nokia Siemens Networks

Discussion: 

The problem has been acknowledged, but the presented solution does not cover all potential deployment approaches.

Decision: 

The document was noted.



S3-100086
Security enhancement in OpenID-IdM with GBA





Source: China Mobile, Nokia Corporation, Nokia Siemens Networks

Decision: 

The document was revised to S3-100307.



S3-100157
33.924 CR: Restructuring and corrections to split terminal case





Source: Ericsson, ST- Ericsson

Decision: 

The document was revised to S3-100307.



S3-100307
Security enhancement in OpenID-IdM with GBA





Source: China Mobile, Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson, Nokia Corporation

(Replaces S3-100086)

Decision: 

The document was agreed.



S3-100158
33.924 CR: Clarification of USS description in OpenID – GAA interworking





Source: Ericsson, ST- Ericsson

Decision: 

The document was agreed.



S3-100159
33.924 CR: Clarification of HTTPS usage in NAF and OpenIdP co-location





Source: Ericsson, ST- Ericsson

Decision: 

The document was revised to S3-100320.



S3-100320
33.924 CR: Clarification of HTTPS usage in NAF and OpenIdP co-location





Source: Ericsson, ST- Ericsson

(Replaces S3-100159)

Decision: 

The document was agreed.



S3-100160
33.924 CR: Adding missing step for OpenID Authentication





Source: Ericsson, ST- Ericsson

Decision: 

The document was agreed.



S3-100161
33.924 CR: Correction of reference





Source: Ericsson, ST- Ericsson

Decision: 

The document was agreed.



S3-100150
33.924 CR: Correction of split terminal clause structure





Source: Ericsson, ST- Ericsson

Decision: 

The document was revised to S3-100308.



S3-100308
33.924 CR: Correction of split terminal clause structure





Source: Ericsson, ST- Ericsson, Nokia Corporation

(Replaces S3-100150)

Abstract: 

v4

Decision: 

The document was agreed.



S3-100152
OpenID: Separating flows and corrections to scenario 1





Source: Ericsson, ST- Ericsson

Decision: 

The document was approved.



S3-100154
OpenID: Corrections to scenario 2 and 3 in split terminal case





Source: Ericsson, ST- Ericsson

Decision: 

The document was approved.



8.4
Other Study Areas

S3-100319
New version of TR on UTRAN key management enhancements





Source: Rapporteur

Decision: 

The document was agreed.



9
Review and Update of Work Plan

Rapporteurs are invited to provide input on completion of WI's to the Secretary.

S3-100004
SA3 WorkPlan





Source: WG Secretary

Decision: 

The document was noted.



10
Future Meeting Dates and Venues

The SA3#60 meeting is going to take place in Montreal, Canada.

11
Any Other Business

Per Christofferson will stop attending SA3 meetings as he will retire.

Rapporteurship of specifications:

Wolf Moeller (NSN) will take the rapporteurship of TS 33.204.

Silke Holtmanns (Nokia) will take rapporteurship of TS 55.236.

Vesa Lehtovirta (Ericsson) will take rapporteurship of 33.222 and 33.234.

Ben Mattson (Ericsson) will take rapporteurship of 33.203 and 33.141.

12
Close

The SA3 Chairman thanked the host of SA3#58, ZTE Corporation, for the excellent organization of the meeting.

The Chairman also thanked the Delegates, the Vice-Chairmen and the Secretary for their contributions and collaboration during the SA3#58 meeting.

The meeting was closed.
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	Alcatel Lucent, AT&T, Rogers, China Unicom
	noted
	-
	-
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	revised
	-
	S3-100268

	S3-100064
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	Ericsson, ST-Ericsson
	revised
	-
	S3-100255

	S3-100097
	Improvement for SIM-lock-based binding
	Gemalto
	noted
	-
	-

	S3-100098
	Security requirements for Machine-Type Communication
	NEC Corporation
	approved with modifications
	-
	-

	S3-100099
	Conclusions to the PUCI TR
	NEC Corporation
	revised
	-
	S3-100289

	S3-100100
	Potential Security risks relating to Rel8 UE registration
	NEC Corporation
	noted
	-
	-

	S3-100101
	Correction of potential security risks relating to Rel8 UE registration
	NEC Corporation
	revised
	-
	S3-100303
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	Resolution of Editor’s note in clause 7.2.3
	NEC Corporation
	revised
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	S3-100288

	S3-100103
	WID on PUCI
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	S3-100222
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	S3-100110
	CR-Clarification for NAS downlink COUNT handling in I-RAT handover to UTRAN
	Huawei; NEC corporation
	revised
	-
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	S3-100112
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	China Mobile, ZTE, CATR, Ericsson, ST-Ericsson
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	China Mobile, ZTE Corporation
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	-
	S3-100253

	S3-100131
	M2M security key issue—Group based authentication
	China Mobile Alcalte-lucent
	noted
	-
	-

	S3-100132
	M2M security Key Issues – secure communication and privacy
	China Mobile Alcalte-lucent
	noted
	-
	-

	S3-100133
	SIP DIGEST without Authorization header-Disc
	Huawei
	noted
	-
	-

	S3-100134
	SIP Digest Authentication without Authorization header-CR
	Huawei
	noted
	-
	-

	S3-100135
	Corrections for GIBA-CR
	Huawei
	noted
	-
	-

	S3-100137
	Correction on mandatory confidentiality on backhaul link
	Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm Incorporated
	revised
	-
	S3-100323

	S3-100138
	Correction on components involving absolute time in TR-069 profiling
	Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm Incorporated
	agreed
	-
	-

	S3-100141
	33.812 CR: Clean up of Alternative 1
	Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-100314

	S3-100143
	33.812 CR: Removal of editor’s note on Alternative 2 and correction of figure text
	Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-100145
	33.812 CR: Removal of “TBD” in Alt 1 evaluation
	Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-100146
	33.812 CR: Removal of editor’s note in Annex A
	Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks
	agreed
	-
	-

	S3-100147
	33.812 CR: Removal of editor’s note on handling of validation information
	Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-100315

	S3-100150
	33.924 CR: Correction of split terminal clause structure
	Ericsson, ST- Ericsson
	revised
	-
	S3-100308

	S3-100152
	OpenID: Separating flows and corrections to scenario 1
	Ericsson, ST- Ericsson
	approved
	-
	-

	S3-100153
	Not resetting START to 0 in idle mode mobility (Rel-8)
	Nokia, Nokia Siemens Networks
	revised
	-
	S3-100298

	S3-100154
	OpenID: Corrections to scenario 2 and 3 in split terminal case
	Ericsson, ST- Ericsson
	approved
	-
	-

	S3-100155
	Not resetting START to 0 in idle mode mobility (Rel-9)
	Nokia, Nokia Siemens Networks
	revised
	-
	S3-100299

	S3-100157
	33.924 CR: Restructuring and corrections to split terminal case
	Ericsson, ST- Ericsson
	revised
	-
	S3-100307

	S3-100158
	33.924 CR: Clarification of USS description in OpenID – GAA interworking
	Ericsson, ST- Ericsson
	agreed
	-
	-

	S3-100159
	33.924 CR: Clarification of HTTPS usage in NAF and OpenIdP co-location
	Ericsson, ST- Ericsson
	revised
	-
	S3-100320

	S3-100160
	33.924 CR: Adding missing step for OpenID Authentication
	Ericsson, ST- Ericsson
	agreed
	-
	-

	S3-100161
	33.924 CR: Correction of reference
	Ericsson, ST- Ericsson
	agreed
	-
	-

	S3-100162
	Clarifications regarding contextual informaiton
	Ericsson, ST-Ericsson
	revised
	-
	S3-100287

	S3-100163
	Skeleton TR 33.868
	Rapporteur
	noted
	-
	-

	S3-100164
	Removal of conclusions clause
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-100165
	Removal of clauses with detailed solution specifications
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-100166
	Proposed Scope for TR 33.868
	Samsung, NEC Corporation
	noted
	-
	-

	S3-100167
	PUCI Removal of further work statements, editorials
	Ericsson, ST-Ericsson
	revised
	-
	S3-100288

	S3-100168
	33.812 CR: Adding definitions of various identities
	Ericsson, ST- Ericsson
	revised
	-
	S3-100310

	S3-100169
	[33.320] HPM ID binding
	NTT Docomo, Orange
	noted
	-
	-

	S3-100170
	[33.320] authorization of HP identity
	NTT Docomo, Orange
	noted
	-
	-

	S3-100171
	Discussion paper of LI consideration of KMS based solution
	ZTE Corporation, China Mobile
	noted
	-
	-

	S3-100172
	Disscusion on working scope for IMS media security
	ZTE Corporation
	noted
	-
	-

	S3-100173
	Desynchronization of PS keys between the UE and the network in case of PS HO failure (Rel-8)
	Nokia Corporation, Nokia Siemens Networks, Huawei
	revised
	-
	S3-100250

	S3-100174
	Desynchronization of PS keys between the UE and the network in case of PS HO failure (Rel-9)
	Nokia Corporation, Nokia Siemens Networks, Huawei
	revised
	-
	S3-100251

	S3-100176
	SIP Digest without Authorization header in first REGISTER message
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-100177
	Proposed reply to RAN3 on Relay Nodes
	Nokia Corporation, Nokia Siemens Networks
	endorsed
	-
	-

	S3-100178
	Use of operator certificates in backhaul security
	Ericsson, ST-Ericsson
	noted
	-
	-

	S3-100179
	Proposed way forward with work on Security aspects of Relay
	Nokia Corporation, Nokia Siemens Networks
	noted
	-
	-

	S3-100180
	Use of cross-certificates in backhaul security
	Ericsson, ST-Ericsson
	approved with modifications
	-
	-

	S3-100181
	Proposed Structure of Document on Security Aspects of Relay Nodes
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-100264

	S3-100182
	pCR on support of root certificate provisioning for temporary backhaul document
	Nokia Siemens Networks
	noted
	-
	-

	S3-100183
	AS integrity and ciphering exception list
	Nokia Corporation, Nokia Siemens Networks
	revised
	-
	S3-100245

	S3-100184
	pCR on security mechanisms for temporary backhaul document
	Nokia Siemens Networks
	approved
	-
	-

	S3-100185
	pCR on certificate profiles for temporary backhaul document
	Nokia Siemens Networks
	merged in 236 with 218
	-
	-

	S3-100186
	NDS enhancement - SCEP option for Certificate Enrolment to support backhaul security and network elements in general (Release 10)
	BT
	noted
	-
	-

	S3-100187
	To add SCEP option for Certificate Enrolment for network elements in general ( Release 10)
	BT
	noted
	-
	-

	S3-100189
	S3-57-2 CR on 33.310 on TLS cipher suites
	BT
	revised
	-
	S3-100309

	S3-100190
	Security analysis of Relay Architectures
	Qualcomm Europe
	noted
	-
	-

	S3-100191
	Propoposed response to LS on SIP HTTP Digest and IMS emergency calls (S2-097492)
	Qualcomm Europe
	revised
	-
	S3-100304

	S3-100192
	IP Flow Mobility (IFOM) seamless WLAN offload - WID
	BT
	noted
	-
	-

	S3-100193
	Aligning NAS COUNT setting after an inter-RAT handover with TS 24.301 (Rel-8)
	Qualcomm Europe
	agreed
	-
	-

	S3-100194
	Aligning NAS COUNT setting after an inter-RAT handover with TS 24.301 (Rel-9)
	Qualcomm Europe
	agreed
	-
	-

	S3-100195
	Problems with handling of mapped context in idle state and derivation of K_eNB in HO from UTRAN/GERAN to E-UTRAN
	Nokia Siemens Networks
	revised in 242 and 243
	-
	-

	S3-100196
	IP Flow Mobility (IFOM) seamless WLAN offload - background
	BT
	noted
	-
	-

	S3-100197
	Reply LS on early media in forward direction
	C3-091560
	noted
	-
	-

	S3-100198
	LS on security and authentication in UDC
	C4-094237
	replied to
	-
	-

	S3-100199
	Reply LS on multiple IPSec Tunnels for “dual-mode” femto
	S1-094383
	noted
	-
	-

	S3-100200
	LS on SIP HTTP Digest and IMS emergency calls
	S2-097492
	replied to
	-
	-

	S3-100201
	LS on Machine Type Communications Feature Secure Connection
	S1-094379
	replied to
	-
	-

	S3-100202
	Reply LS on ME support in Rel-9
	S1-094295
	noted
	-
	-

	S3-100203
	Reply LS on inter PLMNs handover
	S1-094130
	noted
	-
	-

	S3-100204
	Re: 3GPP2 TR-196 Management Objects and Attributes for cdma2000®1 Femtocell Devices
	3GPP2
	noted
	-
	-

	S3-100205
	3GPP/BBF FMC Workshop
	SP-090910
	noted
	-
	-

	S3-100206
	LS on preventing UTRA to EUTRA handover for USIM-less UE
	SP-090893
	noted
	-
	-

	S3-100207
	Liaison from Open IPTV Forum
	OIPF
	replied to
	-
	-

	S3-100208
	Solving the problem of PLMN mismatch in Kasme
	S2-100939
	replied to
	-
	-

	S3-100209
	Reply LS to S2-097525 = R2-100027 on Use cases for cell change indication from MME to E-SMLC
	R2-100823
	noted
	-
	-

	S3-100210
	Response LS to S3-092193 = R2-100033 on key invalidation following SR-VCC failure
	R2-100832
	noted
	-
	-

	S3-100211
	Reply LS to SP-090893 = R2-100036 and S3-092180 = R2-100032 on preventing UTRA to EUTRA handover for USIM-less
	R2-100834
	noted
	-
	-

	S3-100212
	comment to S3-100113
	InterDigital Communications Corporation
	noted
	-
	-

	S3-100213
	comment on S3-100168
	InterDigital Communications Corporation
	noted
	-
	-

	S3-100214
	Super CR for backhaul security enhancement
	Motorola
	merged in 236 with 218
	S3-100007
	-

	S3-100215
	comments to S3-100045: Relay node security
	China Mobile
	noted
	-
	-

	S3-100216
	Comments to S3-100178
	Huawei
	noted
	-
	-

	S3-100217
	[update S3-100136] Correction on mandatory implementation of IKE and IPsec for backhaul of eNBs
	Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm Incorporated
	revised
	-
	S3-100256

	S3-100218
	[update S3-100188] pCR on CMPv2 profiling for the temporary backhaul document
	Nokia Siemens Networks
	revised
	-
	S3-100236

	S3-100219
	commenting contribution on S3-100119 pCR to super CR of Huawei
	Nokia Siemens Networks
	noted
	-
	-

	S3-100220
	pCR on removal of enrolment solution with NEM involvement for temporary backhaul document
	Nokia Siemens Networks
	approved
	-
	-

	S3-100221
	Commenting Contribution on S3-100020 Some modifications to S3-100005 by ZTE
	Nokia Siemens Networks
	approved
	-
	-

	S3-100222
	WID on PUCI
	NEC Corporation, China Mobile, KDDI
	noted
	S3-100103
	-

	S3-100223
	CR to 33.328 on Unnecessary to register e2e capability
	Vodafone
	agreed
	-
	-

	S3-100224
	Reply LS on Defining H(e)NB identity
	R3-100560
	noted
	-
	-

	S3-100225
	LS on HNB emergency handling security requirement
	R3-100570
	noted
	-
	-

	S3-100226
	A complement to location verification for different types of location information
	ZTE Corporation,CMCC,CATR
	revised
	S3-100009
	S3-100270

	S3-100227
	Complement to integrity and confidentiality protection in H(e)MS link
	ZTE Corporation,CMCC, CATR
	revised
	S3-100011
	S3-100295

	S3-100228
	Some modifications to S3-100005
	ZTE Corporation
	noted
	S3-100020
	-

	S3-100229
	Comments to S3-100190
	Huawei
	noted
	-
	-

	S3-100230
	Key transmission in HSPA+
	ZTE Corporation,CATR
	approved
	S3-100017
	-

	S3-100231
	UTRAN Key Hierarchy in HSPA+
	ZTE Corporation,CATR
	approved
	S3-100018
	-

	S3-100232
	SA3-LI LS to SA3 on Media Security on IBAKE considerations
	SA3-LI
	noted
	-
	-

	S3-100233
	Reply to: LS on security and authentication in UDC
	current meeting (Vesa)
	approved
	-
	-

	S3-100234
	NDS enhancement to support backhaul security
	Vodafone
	agreed
	S3-100005
	-

	S3-100235
	CR to 33.401 on Certificate Enrolment
	CMCC
	revised
	-
	S3-100322

	S3-100236
	pCR on CMPv2 profiling for the temporary backhaul document
	Nokia Siemens Networks, Motorola
	approved
	S3-100218
	-

	S3-100237
	Reply to: Solving the problem of PLMN mismatch in Kasme
	current meeting
	approved
	-
	-

	S3-100238
	CR on preventing UTRA to EUTRA handover for USIM-less UE (revision of CR in S3-092181)
	Huawei
	agreed
	-
	-

	S3-100239
	Correction of text on terminal identities
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-100065
	-

	S3-100240
	33.401 CR REL 8:Clarification of Identification procedure in MME
	CATT
	agreed
	S3-100104
	-

	S3-100241
	33.401 CR REL 9:Clarification of Identification procedure in MME
	CATT
	agreed
	S3-100105
	-

	S3-100242
	R8 CR on Problems with handling of mapped context in idle state and derivation of K_eNB in HO from UTRAN/GERAN to E-UTRAN
	Nokia Siemens Networks
	agreed
	-
	-

	S3-100243
	R9 CR on Problems with handling of mapped context in idle state and derivation of K_eNB in HO from UTRAN/GERAN to E-UTRAN
	Nokia Siemens Networks
	agreed
	-
	-

	S3-100244
	Add the Replay protection implementation and Clarification of replay protection with integrity
	China Mobile, ZTE, CATR, Ericsson, ST-Ericsson
	agreed
	S3-100129
	-

	S3-100245
	AS integrity and ciphering exception list
	current meeting (Guenther)
	withdrawn
	S3-100183
	-

	S3-100246
	Rel-10 WI proposal on Media Security
	Alcatel-Lucent
	noted
	-
	-

	S3-100247
	CR-Clarification for NAS downlink COUNT handling in I-RAT handover to UTRAN
	Huawei; NEC corporation
	agreed
	S3-100110
	-

	S3-100248
	33.401 CR R8: GPRS Kc handling
	Ericsson, ST-Ericsson
	agreed
	S3-100039
	-

	S3-100249
	33.401 CR R9: GPRS Kc handling
	Ericsson, ST-Ericsson
	agreed
	S3-100040
	-

	S3-100250
	Desynchronization of PS keys between the UE and the network in case of PS HO failure (Rel-8)
	Nokia Corporation, Nokia Siemens Networks, Huawei
	agreed
	S3-100173
	-

	S3-100251
	Desynchronization of PS keys between the UE and the network in case of PS HO failure (Rel-9)
	Nokia Corporation, Nokia Siemens Networks, Huawei
	agreed
	S3-100174
	-

	S3-100252
	33.401 CR R9: Correction of SRVCC failure
	Ericsson, ST-Ericsson
	agreed
	S3-100041
	-

	S3-100253
	Correction of Network Domain Control Plane protection
	China Mobile, ZTE Corporation
	revised
	S3-100130
	S3-100260

	S3-100254
	The necessary complement to verifying node for location verification
	CATR, ZTE Corporation
	revised
	S3-100012
	S3-100271

	S3-100255
	draft-mattsson-mikey-ticket-01
	Ericsson, ST-Ericsson
	noted
	S3-100096
	-

	S3-100256
	[update S3-100136] Correction on mandatory implementation of IKE and IPsec for backhaul of eNBs
	Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm Incorporated
	agreed
	S3-100217
	-

	S3-100257
	Use of EAP Request/AKA Identity message
	Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-100069
	-

	S3-100258
	LS on EAP Request/AKA Identity message
	current meeting (Guenther)
	approved
	-
	-

	S3-100259
	Correction of the use of reusable ticket based on LI consideration
	ZTE Corporation,CMCC
	agreed
	S3-100014
	-

	S3-100260
	Correction of Network Domain Control Plane protection
	China Mobile, ZTE Corporation
	agreed
	S3-100253
	-

	S3-100261
	33.102 CR R8: Correction of IRAT mobility before UMTS AKA is run
	Ericsson, ST-Ericsson
	agreed
	S3-100049
	-

	S3-100262
	33.102 CR R9: Correction of IRAT mobility before UMTS AKA is run
	Ericsson, ST-Ericsson
	agreed
	S3-100050
	-

	S3-100263
	LS on Relay Nodes
	current meeting
	approved
	-
	-

	S3-100264
	Proposed Structure of Document on Security Aspects of Relay Nodes
	Nokia Corporation, Nokia Siemens Networks
	approved
	S3-100181
	-

	S3-100265
	Editorial Changes
	InterDigital Communications Corporation
	agreed
	S3-100035
	-

	S3-100266
	Correction of ambiguity in 8.4, Protection of SW Download
	Qualcomm Incorporated, Airvana, Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-100059
	-

	S3-100267
	Updating Measures against Mobile Phone Virus and Reference
	China Mobile
	revised
	S3-100127
	S3-100300

	S3-100268
	Fixing incorrect wording in section 8.3.1.
	Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm Incorporated
	agreed
	S3-100063
	-

	S3-100269
	Clarification of OCSP procedure
	InterDigital Communications Corporation
	revised
	S3-100037
	S3-100324

	S3-100270
	A complement to location verification for different types of location information
	ZTE Corporation,CMCC,CATR
	agreed
	S3-100226
	-

	S3-100271
	The necessary complement to verifying node for location verification
	CATR, ZTE Corporation
	agreed
	S3-100254
	-

	S3-100272
	Fixing call-flow parameters in Annex A.2
	Airvana, Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-100062
	-

	S3-100273
	CR-Editor’s Notes resolution and correction clarifications
	Huawei, InterDigital
	agreed
	S3-100113
	-

	S3-100274
	Clarification and correction in Clause 4
	ZTE Corporation
	agreed
	S3-100013
	-

	S3-100275
	TS 33.328 security properties for e2ae protection using SDES
	Alcatel-Lucent
	agreed
	S3-100068
	-

	S3-100276
	CR to TS 33.328 originating call flows cleanup
	Alcatel-Lucent
	agreed
	S3-100070
	-

	S3-100277
	CR to TS 33.328 KMS based e2e security
	Alcatel-Lucent
	agreed
	S3-100072
	-

	S3-100278
	CR to TS 33.328 Integrity and confidentiality protection
	Alcatel-Lucent
	agreed
	S3-100074
	-

	S3-100279
	CR to TS 33.328 GBA and its alternatives
	Alcatel-Lucent
	agreed
	S3-100077
	-

	S3-100280
	CR to TS 33.328: Removal of editor's notes and editorial modifications
	Ericsson, ST-Ericsson
	agreed
	S3-100093
	-

	S3-100281
	CR to TS 33.328: RFC 4771 mandatory for KMS based media plane security
	Ericsson, ST-Ericsson
	agreed
	S3-100094
	-

	S3-100282
	CR to TS 33.328: Alignment of MIKEY-TICKET profiling with updated MIKEY-TICKET draft
	Ericsson, ST-Ericsson
	agreed
	S3-100095
	-

	S3-100283
	CR to TS 33.328 Definitions and abbreviations corrections
	Alcatel-Lucent
	agreed
	S3-100079
	-

	S3-100284
	CR to TS 33.328: Correction of notation
	Ericsson, ST-Ericsson
	agreed
	S3-100092
	-

	S3-100285
	TR 33.828 v1.7.0
	Rapporteur (Peter)
	agreed
	-
	-

	S3-100286
	Commercial Measures & additional Technical Measures to Protect against Bulk UC
	China Mobile
	agreed
	S3-100126
	-

	S3-100287
	Clarifications regarding contextual informaiton
	Ericsson, ST-Ericsson
	agreed
	S3-100162
	-

	S3-100288
	PUCI Removal of further work statements, editorials
	Ericsson, ST-Ericsson
	agreed
	S3-100167
	-

	S3-100289
	Conclusions to the PUCI TR
	NEC Corporation
	agreed
	S3-100099
	-

	S3-100290
	33.223 CR R8: General corrections
	Ericsson, ST-Ericsson
	agreed
	S3-100054
	-

	S3-100291
	33.223 CR R9: General corrections
	Ericsson, ST-Ericsson
	agreed
	S3-100055
	-

	S3-100292
	33.223 CR R8: Including GBA Push in GAA
	Ericsson, ST-Ericsson
	agreed
	S3-100052
	-

	S3-100293
	33.223 CR R9: Including GBA Push in GAA
	Ericsson, ST-Ericsson
	agreed
	S3-100053
	-

	S3-100294
	33.224 CR R9: General corrections
	Ericsson, ST-Ericsson
	agreed
	S3-100056
	-

	S3-100295
	Complement to integrity and confidentiality protection in H(e)MS link
	ZTE Corporation,CMCC, CATR
	revised
	S3-100227
	S3-100323

	S3-100297
	Review of contribution R3-093305 on “Text proposal to TR 36.806 on Relay Security over the Un interface”
	current meeting (Guenther)
	approved
	-
	-

	S3-100298
	Not resetting START to 0 in idle mode mobility (Rel-8)
	Nokia, Nokia Siemens Networks
	agreed
	S3-100153
	-

	S3-100299
	Not resetting START to 0 in idle mode mobility (Rel-9)
	Nokia, Nokia Siemens Networks
	agreed
	S3-100155
	-

	S3-100300
	Updating Measures against Mobile Phone Virus and Reference
	China Mobile, Nokia Corporation
	agreed
	S3-100267
	-

	S3-100301
	Reply to: LS on Machine Type Communications Feature Secure Connection
	current meeting (Jan)
	approved
	-
	-

	S3-100302
	New version of working assumption on NIMTC-related issues
	Rapporteur
	agreed
	-
	-

	S3-100303
	Correction of potential security risks relating to Rel8 UE registration
	NEC Corporation
	agreed
	S3-100101
	-

	S3-100304
	Reply to: LS on SIP HTTP Digest and IMS emergency calls
	current meeting
	approved
	-
	-

	S3-100305
	Reply to: Liaison from Open IPTV Forum
	current meeting (Vesa)
	approved
	-
	-

	S3-100306
	LS to SA1 on SIP Digest without Authorization header in first REGISTER message
	current meeting (Guenther)
	approved
	-
	-

	S3-100307
	Security enhancement in OpenID-IdM with GBA
	China Mobile, Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson, Nokia Corporation
	agreed
	S3-100086
	-

	S3-100308
	33.924 CR: Correction of split terminal clause structure
	Ericsson, ST- Ericsson, Nokia Corporation
	agreed
	S3-100150
	-

	S3-100309
	S3-57-2 CR on 33.310 on TLS cipher suites
	BT
	agreed
	S3-100189
	-

	S3-100310
	33.812 CR: Adding definitions of various identities
	Ericsson, ST- Ericsson
	agreed
	S3-100168
	-

	S3-100311
	[M2M] Use Cases corrections and Evaluation Criteria clean-up
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	agreed
	S3-100023
	-

	S3-100312
	MCIM lifecycle state transitions
	ZTE Corporation
	agreed
	S3-100024
	-

	S3-100313
	Confused abbreviation
	ZTE Corporation
	agreed
	S3-100030
	-

	S3-100314
	33.812 CR: Clean up of Alternative 1
	Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-100141
	-

	S3-100315
	33.812 CR: Removal of editor’s note on handling of validation information
	Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks
	agreed
	S3-100147
	-

	S3-100316
	[M2M] Threat Analysis Corrections
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	agreed
	S3-100022
	-

	S3-100317
	[M2M] Security Considerations
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST Ericsson
	agreed
	S3-100021
	-

	S3-100318
	One evaluation comment on alternative 3b
	ZTE Corporation
	agreed
	S3-100027
	-

	S3-100319
	New version of TR on UTRAN key management enhancements
	Rapporteur
	agreed
	-
	-

	S3-100320
	33.924 CR: Clarification of HTTPS usage in NAF and OpenIdP co-location
	Ericsson, ST- Ericsson
	agreed
	S3-100159
	-

	S3-100321
	Reply LS on the Local Call Local Switch Feasibility Study
	G2-100185
	noted
	-
	-

	S3-100322
	CR to 33.401 on Certificate Enrolment
	CMCC
	agreed
	S3-100235
	-

	S3-100323
	Complement to integrity and confidentiality protection in H(e)MS link
	ZTE Corporation,CMCC, CATR
	agreed
	S3-100137, S3-100295
	-

	S3-100324
	Clarification of OCSP procedure
	InterDigital Communications Corporation
	agreed
	S3-100269
	-

	S3-100325
	33.401 CR R8: Correction of SRVCC failure
	Ericsson, ST-Ericsson
	agreed
	S3-100041
	-


Annex B: List of change requests

	Document
	Title
	Source
	Decision

	S3-100005
	NDS enhancement to support backhaul security
	Vodafone
	revised

	S3-100007
	Super CR for backhaul security enhancement
	Motorola
	revised

	S3-100008
	33.320 CR A complement to integrity verification on the downloaded data
	ZTE Corporation,CATR
	merged in 266

	S3-100009
	A complement to location verification for different types of location information
	ZTE Corporation,CMCC,CATR
	revised

	S3-100010
	Adding trusted intermediate CA certificate for improvement of verification process
	ZTE Corporation,CATR
	noted

	S3-100011
	Complement to integrity and confidentiality protection in H(e)MS link
	ZTE Corporation,CMCC, CATR
	revised

	S3-100012
	The necessary complement to verifying node for location verification
	CATR, ZTE Corporation
	revised

	S3-100013
	Clarification and correction in Clause 4
	ZTE Corporation
	revised

	S3-100014
	Correction of the use of reusable ticket based on LI consideration
	ZTE Corporation,CMCC
	revised

	S3-100015
	Signalling protection of KMS-based solution
	ZTE Corporation
	noted

	S3-100016
	Various editorial corrections
	ZTE Corporation
	agreed

	S3-100019
	RRC Connection Reestablish Security
	ZTE Corporation, CATR
	noted

	S3-100020
	Some modifications to S3-100005
	ZTE Corporation
	revised

	S3-100021
	[M2M] Security Considerations
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST Ericsson
	revised

	S3-100022
	[M2M] Threat Analysis Corrections
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	revised

	S3-100023
	[M2M] Use Cases corrections and Evaluation Criteria clean-up
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	revised

	S3-100024
	MCIM lifecycle state transitions
	ZTE Corporation
	revised

	S3-100025
	Correct clause number error in section 5.3.2.1
	ZTE Corporation
	agreed

	S3-100026
	Change the names “M2M operator” and “M2ME operator” in Alternative 3a and Alternative 3b
	ZTE Corporation
	agreed

	S3-100027
	One evaluation comment on alternative 3b
	ZTE Corporation
	revised

	S3-100028
	One change in the procedure of remote subscription change in Alternative 3b
	ZTE Corporation
	noted

	S3-100029
	Some corrections
	ZTE Corporation
	agreed

	S3-100030
	Confused abbreviation
	ZTE Corporation
	revised

	S3-100031
	about the context of the M2M application in 5.1.3.6.3
	ZTE Corporation
	endorsed

	S3-100032
	The approach for checking the certificate status in backhaul security
	CATR, ZTE Corporation
	merged in 236

	S3-100033
	[PUCI] Outstanding editors note on GSMA reference
	Nokia Corporation, Nokia Siemens Networks
	merged with 127 in S3-100267

	S3-100034
	[IdM-OpenID] Coding clarification of Annex
	Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-100035
	Editorial Changes
	InterDigital Communications Corporation
	revised

	S3-100036
	Clarification of Security Requirement
	InterDigital Communications Corporation
	noted

	S3-100037
	Clarification of OCSP procedure
	InterDigital Communications Corporation
	revised

	S3-100039
	33.401 CR R8: GPRS Kc handling
	Ericsson, ST-Ericsson
	revised

	S3-100040
	33.401 CR R9: GPRS Kc handling
	Ericsson, ST-Ericsson
	revised

	S3-100041
	33.401 CR R9: Correction of SRVCC failure
	Ericsson, ST-Ericsson
	revised

	S3-100042
	33.401 CR R9: GPRS Kc128 handling
	Ericsson, ST-Ericsson
	agreed

	S3-100044
	33.401 CR R9: Handling of SIM based EC handover to E-UTRAN
	Ericsson, ST-Ericsson
	agreed

	S3-100046
	33.102 CR R8: Correct Kc to Kc' when derived from CK’CS||IK’CS
	Ericsson, ST-Ericsson
	agreed

	S3-100047
	33.102 CR R9: Correct Kc to Kc' when derived from CK'CS||IK'CS
	Ericsson, ST-Ericsson
	agreed

	S3-100048
	33.102 CR R9: Correction of Kc derivation for Kc128 capable SGSNs
	Ericsson, ST-Ericsson
	agreed

	S3-100049
	33.102 CR R8: Correction of IRAT mobility before UMTS AKA is run
	Ericsson, ST-Ericsson
	revised

	S3-100050
	33.102 CR R9: Correction of IRAT mobility before UMTS AKA is run
	Ericsson, ST-Ericsson
	revised

	S3-100051
	33.102 CR R9: Define the bits from the KDF output assigned to key Kc128
	Ericsson, ST-Ericsson
	agreed

	S3-100052
	33.220 CR R8: Including GBA Push in GAA
	Ericsson, ST-Ericsson
	revised

	S3-100053
	33.220 CR R9: Including GBA Push in GAA
	Ericsson, ST-Ericsson
	revised

	S3-100054
	33.223 CR R8: General corrections
	Ericsson, ST-Ericsson
	revised

	S3-100055
	33.223 CR R9: General corrections
	Ericsson, ST-Ericsson
	revised

	S3-100056
	33.224 CR R9: General corrections
	Ericsson, ST-Ericsson
	revised

	S3-100057
	Rel-10 TS 33.328 MIKEY-IBAKE sections
	Alcatel Lucent, AT&T, Rogers, China Unicom
	noted

	S3-100058
	Rel-10 TS 33.328 MIKEY-IBAKE overview
	Alcatel Lucent, AT&T, Rogers, China Unicom
	noted

	S3-100059
	Correction of ambiguity in 8.4, Protection of SW Download
	Qualcomm Incorporated, Airvana, Nokia Corporation, Nokia Siemens Networks
	revised

	S3-100060
	Rel-10 TS 33.328 MIKEY-IBAKE security features
	Alcatel Lucent, AT&T, Rogers, China Unicom
	noted

	S3-100061
	Rel-10 TS 33.328 originating and terminating procedures
	Alcatel Lucent, AT&T, Rogers, China Unicom
	noted

	S3-100062
	Fixing call-flow parameters in Annex A.2
	Airvana, Nokia Corporation, Nokia Siemens Networks
	revised

	S3-100063
	Fixing incorrect wording in section 8.3.1.
	Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm Incorporated
	revised

	S3-100064
	Removing Editor’s Note in section 8.4
	Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm Incorporated
	agreed

	S3-100065
	Correction of text on terminal identities
	Nokia Corporation, Nokia Siemens Networks
	revised

	S3-100067
	Use of identities in EAP-AKA’
	Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-100068
	TS 33.328 security properties for e2ae protection using SDES
	Alcatel-Lucent
	revised

	S3-100069
	Use of EAP Request/AKA Identity message
	Nokia Corporation, Nokia Siemens Networks
	revised

	S3-100070
	CR to TS 33.328 originating call flows cleanup
	Alcatel-Lucent
	revised

	S3-100071
	Removal of Editor’s note on specific error messages over Iq
	Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-100072
	CR to TS 33.328 KMS based e2e security
	Alcatel-Lucent
	revised

	S3-100073
	Key lifetimes for end-to-access edge security
	Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-100074
	CR to TS 33.328 Integrity and confidentiality protection
	Alcatel-Lucent
	revised

	S3-100075
	Resolution of Editor’s note in clause 6.1 on TISPAN requirements
	Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-100076
	Resolution of Editor’s note in clause 6.2 on UC indication and intermediary network entities
	Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-100077
	CR to TS 33.328 GBA and its alternatives
	Alcatel-Lucent
	revised

	S3-100078
	Proposal for clause 10 ‘Conclusions’
	Nokia Corporation, Nokia Siemens Networks
	noted

	S3-100079
	CR to TS 33.328 Definitions and abbreviations corrections
	Alcatel-Lucent
	revised

	S3-100085
	Add scenario indicator in OpenID-IdM with GBA
	China Mobile, Nokia Corporation, Nokia Siemens Networks
	noted

	S3-100086
	Security enhancement in OpenID-IdM with GBA
	China Mobile, Nokia Corporation, Nokia Siemens Networks
	revised

	S3-100089
	CR to TS 33.328: Removal of editors note on 'Otway-Rees' and LI
	Ericsson, ST-Ericsson
	noted

	S3-100091
	CR to TS 33328: Corrections and clarifications in call set-up
	Ericsson, ST-Ericsson
	merged in 276

	S3-100092
	CR to TS 33.328: Correction of notation
	Ericsson, ST-Ericsson
	revised

	S3-100093
	CR to TS 33.328: Removal of editor's notes and editorial modifications
	Ericsson, ST-Ericsson
	revised

	S3-100094
	CR to TS 33.328: RFC 4771 mandatory for KMS based media plane security
	Ericsson, ST-Ericsson
	revised

	S3-100095
	CR to TS 33.328: Alignment of MIKEY-TICKET profiling with updated MIKEY-TICKET draft
	Ericsson, ST-Ericsson
	revised

	S3-100097
	Improvement for SIM-lock-based binding
	Gemalto
	noted

	S3-100099
	Conclusions to the PUCI TR
	NEC Corporation
	revised

	S3-100101
	Correction of potential security risks relating to Rel8 UE registration
	NEC Corporation
	revised

	S3-100102
	Resolution of Editor’s note in clause 7.2.3
	NEC Corporation
	revised

	S3-100104
	33.401 CR REL 8:Clarification of Identification procedure in MME
	CATT
	revised

	S3-100105
	33.401 CR REL 9:Clarification of Identification procedure in MME
	CATT
	revised

	S3-100106
	33.401 CR REL 8:Clarification of SMC procedure in handover from UTRAN to ETURAN
	CATT
	withdrawn

	S3-100107
	33.401 CR REL 9:Clarification of SMC procedure in handover from UTRAN to ETURAN
	CATT
	withdrawn

	S3-100108
	Kc handling when interworking
	Huawei
	noted

	S3-100110
	CR-Clarification for NAS downlink COUNT handling in I-RAT handover to UTRAN
	Huawei; NEC corporation
	revised

	S3-100111
	CR-Clarifications for avoiding redundant EPS AKA procedures
	Huawei
	noted

	S3-100113
	CR-Editor’s Notes resolution and correction clarifications
	Huawei
	revised

	S3-100120
	CR-Adding definition of M2ME to TR 33.812
	Huawei
	agreed

	S3-100123
	Key derivations for unauthenticated Emergency call
	China Mobile, Ericsson, ST-Ericsson, ZTE
	agreed

	S3-100124
	Addition security features to device mutual authentication in 5.2
	China Mobile, Nokia Siemens Networks, Nokia
	agreed

	S3-100125
	General description on NDS enhancement to support Certificate Enrolment
	China Mobile, ZTE
	merged with S3-100005 in S3-100234

	S3-100126
	Commercial Measures & additional Technical Measures to Protect against Bulk UC
	China Mobile
	revised

	S3-100127
	Updating Measures against Mobile Phone Virus and Reference
	China Mobile
	revised

	S3-100129
	Add the Replay protection implementation and Clarification of replay protection with integrity
	China Mobile, ZTE, CATR, Ericsson, ST-Ericsson
	revised

	S3-100130
	Correction of Network Domain Control Plane protection
	China Mobile, ZTE Corporation
	revised

	S3-100134
	SIP Digest Authentication without Authorization header-CR
	Huawei
	noted

	S3-100135
	Corrections for GIBA-CR
	Huawei
	noted

	S3-100137
	Correction on mandatory confidentiality on backhaul link
	Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm Incorporated
	revised

	S3-100138
	Correction on components involving absolute time in TR-069 profiling
	Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm Incorporated
	agreed

	S3-100141
	33.812 CR: Clean up of Alternative 1
	Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks
	revised

	S3-100143
	33.812 CR: Removal of editor’s note on Alternative 2 and correction of figure text
	Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-100145
	33.812 CR: Removal of “TBD” in Alt 1 evaluation
	Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-100146
	33.812 CR: Removal of editor’s note in Annex A
	Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-100147
	33.812 CR: Removal of editor’s note on handling of validation information
	Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks
	revised

	S3-100150
	33.924 CR: Correction of split terminal clause structure
	Ericsson, ST- Ericsson
	revised

	S3-100153
	Not resetting START to 0 in idle mode mobility (Rel-8)
	Nokia, Nokia Siemens Networks
	revised

	S3-100155
	Not resetting START to 0 in idle mode mobility (Rel-9)
	Nokia, Nokia Siemens Networks
	revised

	S3-100157
	33.924 CR: Restructuring and corrections to split terminal case
	Ericsson, ST- Ericsson
	revised

	S3-100158
	33.924 CR: Clarification of USS description in OpenID – GAA interworking
	Ericsson, ST- Ericsson
	agreed

	S3-100159
	33.924 CR: Clarification of HTTPS usage in NAF and OpenIdP co-location
	Ericsson, ST- Ericsson
	revised

	S3-100160
	33.924 CR: Adding missing step for OpenID Authentication
	Ericsson, ST- Ericsson
	agreed

	S3-100161
	33.924 CR: Correction of reference
	Ericsson, ST- Ericsson
	agreed

	S3-100162
	Clarifications regarding contextual informaiton
	Ericsson, ST-Ericsson
	revised

	S3-100164
	Removal of conclusions clause
	Ericsson, ST-Ericsson
	noted

	S3-100165
	Removal of clauses with detailed solution specifications
	Ericsson, ST-Ericsson
	noted

	S3-100167
	PUCI Removal of further work statements, editorials
	Ericsson, ST-Ericsson
	revised

	S3-100168
	33.812 CR: Adding definitions of various identities
	Ericsson, ST- Ericsson
	revised

	S3-100169
	[33.320] HPM ID binding
	NTT Docomo, Orange
	noted

	S3-100170
	[33.320] authorization of HP identity
	NTT Docomo, Orange
	noted

	S3-100173
	Desynchronization of PS keys between the UE and the network in case of PS HO failure (Rel-8)
	Nokia Corporation, Nokia Siemens Networks, Huawei
	revised

	S3-100174
	Desynchronization of PS keys between the UE and the network in case of PS HO failure (Rel-9)
	Nokia Corporation, Nokia Siemens Networks, Huawei
	revised

	S3-100176
	SIP Digest without Authorization header in first REGISTER message
	Nokia Corporation, Nokia Siemens Networks
	noted

	S3-100186
	NDS enhancement - SCEP option for Certificate Enrolment to support backhaul security and network elements in general (Release 10)
	BT
	noted

	S3-100187
	To add SCEP option for Certificate Enrolment for network elements in general ( Release 10)
	BT
	noted

	S3-100189
	S3-57-2 CR on 33.310 on TLS cipher suites
	BT
	revised

	S3-100193
	Aligning NAS COUNT setting after an inter-RAT handover with TS 24.301 (Rel-8)
	Qualcomm Europe
	agreed

	S3-100194
	Aligning NAS COUNT setting after an inter-RAT handover with TS 24.301 (Rel-9)
	Qualcomm Europe
	agreed

	S3-100214
	Super CR for backhaul security enhancement
	Motorola
	merged in 236 with 218

	S3-100217
	[update S3-100136] Correction on mandatory implementation of IKE and IPsec for backhaul of eNBs
	Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm Incorporated
	revised

	S3-100223
	CR to 33.328 on Unnecessary to register e2e capability
	Vodafone
	agreed

	S3-100226
	A complement to location verification for different types of location information
	ZTE Corporation,CMCC,CATR
	revised

	S3-100227
	Complement to integrity and confidentiality protection in H(e)MS link
	ZTE Corporation,CMCC, CATR
	revised

	S3-100228
	Some modifications to S3-100005
	ZTE Corporation
	noted

	S3-100234
	NDS enhancement to support backhaul security
	Vodafone
	agreed

	S3-100235
	CR to 33.401 on Certificate Enrolment
	CMCC
	revised

	S3-100238
	CR on preventing UTRA to EUTRA handover for USIM-less UE (revision of CR in S3-092181)
	Huawei
	agreed

	S3-100239
	Correction of text on terminal identities
	Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-100240
	33.401 CR REL 8:Clarification of Identification procedure in MME
	CATT
	agreed

	S3-100241
	33.401 CR REL 9:Clarification of Identification procedure in MME
	CATT
	agreed

	S3-100242
	R8 CR on Problems with handling of mapped context in idle state and derivation of K_eNB in HO from UTRAN/GERAN to E-UTRAN
	Nokia Siemens Networks
	agreed

	S3-100243
	R9 CR on Problems with handling of mapped context in idle state and derivation of K_eNB in HO from UTRAN/GERAN to E-UTRAN
	Nokia Siemens Networks
	agreed

	S3-100244
	Add the Replay protection implementation and Clarification of replay protection with integrity
	China Mobile, ZTE, CATR, Ericsson, ST-Ericsson
	agreed

	S3-100247
	CR-Clarification for NAS downlink COUNT handling in I-RAT handover to UTRAN
	Huawei; NEC corporation
	agreed

	S3-100248
	33.401 CR R8: GPRS Kc handling
	Ericsson, ST-Ericsson
	agreed

	S3-100249
	33.401 CR R9: GPRS Kc handling
	Ericsson, ST-Ericsson
	agreed

	S3-100250
	Desynchronization of PS keys between the UE and the network in case of PS HO failure (Rel-8)
	Nokia Corporation, Nokia Siemens Networks, Huawei
	agreed

	S3-100251
	Desynchronization of PS keys between the UE and the network in case of PS HO failure (Rel-9)
	Nokia Corporation, Nokia Siemens Networks, Huawei
	agreed

	S3-100252
	33.401 CR R9: Correction of SRVCC failure
	Ericsson, ST-Ericsson
	agreed

	S3-100253
	Correction of Network Domain Control Plane protection
	China Mobile, ZTE Corporation
	revised

	S3-100254
	The necessary complement to verifying node for location verification
	CATR, ZTE Corporation
	revised

	S3-100256
	[update S3-100136] Correction on mandatory implementation of IKE and IPsec for backhaul of eNBs
	Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm Incorporated
	agreed

	S3-100257
	Use of EAP Request/AKA Identity message
	Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-100259
	Correction of the use of reusable ticket based on LI consideration
	ZTE Corporation,CMCC
	agreed

	S3-100260
	Correction of Network Domain Control Plane protection
	China Mobile, ZTE Corporation
	agreed

	S3-100261
	33.102 CR R8: Correction of IRAT mobility before UMTS AKA is run
	Ericsson, ST-Ericsson
	agreed

	S3-100262
	33.102 CR R9: Correction of IRAT mobility before UMTS AKA is run
	Ericsson, ST-Ericsson
	agreed

	S3-100265
	Editorial Changes
	InterDigital Communications Corporation
	agreed

	S3-100266
	Correction of ambiguity in 8.4, Protection of SW Download
	Qualcomm Incorporated, Airvana, Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-100267
	Updating Measures against Mobile Phone Virus and Reference
	China Mobile
	revised

	S3-100268
	Fixing incorrect wording in section 8.3.1.
	Airvana, Nokia Corporation, Nokia Siemens Networks, Qualcomm Incorporated
	agreed

	S3-100269
	Clarification of OCSP procedure
	InterDigital Communications Corporation
	revised

	S3-100270
	A complement to location verification for different types of location information
	ZTE Corporation,CMCC,CATR
	agreed

	S3-100271
	The necessary complement to verifying node for location verification
	CATR, ZTE Corporation
	agreed

	S3-100272
	Fixing call-flow parameters in Annex A.2
	Airvana, Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-100273
	CR-Editor’s Notes resolution and correction clarifications
	Huawei, InterDigital
	agreed

	S3-100274
	Clarification and correction in Clause 4
	ZTE Corporation
	agreed

	S3-100275
	TS 33.328 security properties for e2ae protection using SDES
	Alcatel-Lucent
	agreed

	S3-100276
	CR to TS 33.328 originating call flows cleanup
	Alcatel-Lucent
	agreed

	S3-100277
	CR to TS 33.328 KMS based e2e security
	Alcatel-Lucent
	agreed

	S3-100278
	CR to TS 33.328 Integrity and confidentiality protection
	Alcatel-Lucent
	agreed

	S3-100279
	CR to TS 33.328 GBA and its alternatives
	Alcatel-Lucent
	agreed

	S3-100280
	CR to TS 33.328: Removal of editor's notes and editorial modifications
	Ericsson, ST-Ericsson
	agreed

	S3-100281
	CR to TS 33.328: RFC 4771 mandatory for KMS based media plane security
	Ericsson, ST-Ericsson
	agreed

	S3-100282
	CR to TS 33.328: Alignment of MIKEY-TICKET profiling with updated MIKEY-TICKET draft
	Ericsson, ST-Ericsson
	agreed

	S3-100283
	CR to TS 33.328 Definitions and abbreviations corrections
	Alcatel-Lucent
	agreed

	S3-100284
	CR to TS 33.328: Correction of notation
	Ericsson, ST-Ericsson
	agreed

	S3-100286
	Commercial Measures & additional Technical Measures to Protect against Bulk UC
	China Mobile
	agreed

	S3-100287
	Clarifications regarding contextual informaiton
	Ericsson, ST-Ericsson
	agreed

	S3-100288
	PUCI Removal of further work statements, editorials
	Ericsson, ST-Ericsson
	agreed

	S3-100289
	Conclusions to the PUCI TR
	NEC Corporation
	agreed

	S3-100290
	33.223 CR R8: General corrections
	Ericsson, ST-Ericsson
	agreed

	S3-100291
	33.223 CR R9: General corrections
	Ericsson, ST-Ericsson
	agreed

	S3-100292
	33.223 CR R8: Including GBA Push in GAA
	Ericsson, ST-Ericsson
	agreed

	S3-100293
	33.223 CR R9: Including GBA Push in GAA
	Ericsson, ST-Ericsson
	agreed

	S3-100294
	33.224 CR R9: General corrections
	Ericsson, ST-Ericsson
	agreed

	S3-100295
	Complement to integrity and confidentiality protection in H(e)MS link
	ZTE Corporation,CMCC, CATR
	revised

	S3-100298
	Not resetting START to 0 in idle mode mobility (Rel-8)
	Nokia, Nokia Siemens Networks
	agreed

	S3-100299
	Not resetting START to 0 in idle mode mobility (Rel-9)
	Nokia, Nokia Siemens Networks
	agreed

	S3-100300
	Updating Measures against Mobile Phone Virus and Reference
	China Mobile, Nokia Corporation
	agreed

	S3-100303
	Correction of potential security risks relating to Rel8 UE registration
	NEC Corporation
	agreed

	S3-100307
	Security enhancement in OpenID-IdM with GBA
	China Mobile, Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson, Nokia Corporation
	agreed

	S3-100308
	33.924 CR: Correction of split terminal clause structure
	Ericsson, ST- Ericsson, Nokia Corporation
	agreed

	S3-100309
	S3-57-2 CR on 33.310 on TLS cipher suites
	BT
	agreed

	S3-100310
	33.812 CR: Adding definitions of various identities
	Ericsson, ST- Ericsson
	agreed

	S3-100311
	[M2M] Use Cases corrections and Evaluation Criteria clean-up
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	agreed

	S3-100312
	MCIM lifecycle state transitions
	ZTE Corporation
	agreed

	S3-100313
	Confused abbreviation
	ZTE Corporation
	agreed

	S3-100314
	33.812 CR: Clean up of Alternative 1
	Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-100315
	33.812 CR: Removal of editor’s note on handling of validation information
	Ericsson, ST- Ericsson, Nokia Corporation, Nokia Siemens Networks
	agreed

	S3-100316
	[M2M] Threat Analysis Corrections
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST-Ericsson
	agreed

	S3-100317
	[M2M] Security Considerations
	Nokia Corporation, Nokia Siemens Networks, Ericsson, ST Ericsson
	agreed

	S3-100318
	One evaluation comment on alternative 3b
	ZTE Corporation
	agreed

	S3-100320
	33.924 CR: Clarification of HTTPS usage in NAF and OpenIdP co-location
	Ericsson, ST- Ericsson
	agreed

	S3-100322
	CR to 33.401 on Certificate Enrolment
	CMCC
	agreed

	S3-100323
	Complement to integrity and confidentiality protection in H(e)MS link
	ZTE Corporation,CMCC, CATR
	agreed

	S3-100324
	Clarification of OCSP procedure
	InterDigital Communications Corporation
	agreed

	S3-100325
	33.401 CR R8: Correction of SRVCC failure
	Ericsson, ST-Ericsson
	agreed


Annex C: Lists of liaisons

C1: Incoming liaison statements

	Document
	Title
	From
	Decision
	Reply in

	S3-100197
	Reply LS on early media in forward direction
	C3-091560
	noted
	

	S3-100198
	LS on security and authentication in UDC
	C4-094237
	replied to
	S3-100233

	S3-100199
	Reply LS on multiple IPSec Tunnels for “dual-mode” femto
	S1-094383
	noted
	

	S3-100200
	LS on SIP HTTP Digest and IMS emergency calls
	S2-097492
	replied to
	S3-100304

	S3-100201
	LS on Machine Type Communications Feature Secure Connection
	S1-094379
	replied to
	S3-100301

	S3-100202
	Reply LS on ME support in Rel-9
	S1-094295
	noted
	

	S3-100203
	Reply LS on inter PLMNs handover
	S1-094130
	noted
	

	S3-100204
	Re: 3GPP2 TR-196 Management Objects and Attributes for cdma2000®1 Femtocell Devices
	3GPP2
	noted
	

	S3-100205
	3GPP/BBF FMC Workshop
	SP-090910
	noted
	

	S3-100206
	LS on preventing UTRA to EUTRA handover for USIM-less UE
	SP-090893
	noted
	

	S3-100207
	Liaison from Open IPTV Forum
	OIPF
	replied to
	S3-100305

	S3-100208
	Solving the problem of PLMN mismatch in Kasme
	S2-100939
	replied to
	S3-100237

	S3-100209
	Reply LS to S2-097525 = R2-100027 on Use cases for cell change indication from MME to E-SMLC
	R2-100823
	noted
	

	S3-100210
	Response LS to S3-092193 = R2-100033 on key invalidation following SR-VCC failure
	R2-100832
	noted
	

	S3-100211
	Reply LS to SP-090893 = R2-100036 and S3-092180 = R2-100032 on preventing UTRA to EUTRA handover for USIM-less
	R2-100834
	noted
	

	S3-100224
	Reply LS on Defining H(e)NB identity
	R3-100560
	noted
	

	S3-100225
	LS on HNB emergency handling security requirement
	R3-100570
	noted
	

	S3-100232
	SA3-LI LS to SA3 on Media Security on IBAKE considerations
	SA3-LI
	noted
	

	S3-100321
	Reply LS on the Local Call Local Switch Feasibility Study
	G2-100185
	noted
	


C2: Outgoing liaison statements

	Document
	Title
	To
	Cc
	reply to i/c LS

	S3-100233
	Reply to: LS on security and authentication in UDC
	C4-094237
	-
	S3-100198

	S3-100237
	Reply to: Solving the problem of PLMN mismatch in Kasme
	S2-100939
	-
	S3-100208

	S3-100258
	LS on EAP Request/AKA Identity message
	CT1
	-
	

	S3-100263
	LS on Relay Nodes
	RAN3
	SA2, RAN2
	

	S3-100301
	Reply to: LS on Machine Type Communications Feature Secure Connection
	S1-094379
	-
	S3-100201

	S3-100304
	Reply to: LS on SIP HTTP Digest and IMS emergency calls
	S2-097492
	-
	S3-100200

	S3-100305
	Reply to: Liaison from Open IPTV Forum
	OIPF
	-
	S3-100207

	S3-100306
	LS to SA1 on SIP Digest without Authorization header in first REGISTER message
	SA1
	-
	


Annex D: List of agreed/approved new and revised Work Items

No WIs approved.
Annex E: List of draft Technical Specifications and Reports

	Document
	Spec
	vers
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