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1 Introduction

/TR33.828/ describes in its clause 4 a number of use cases for the media plane security solution. We feel that a number of unclarities arise from these descriptions. In the next section, we propose to add a number of "Editor's Notes" to /TR33.828/ that point out what has to be clarified. We further propose some rewording and some minor additions.
2 Proposals
2.1 Proposal
The term "true end-to-end security" is mentioned several times within the use case description (and also in clause 6.2.1). The question arises, how this differs from "end-to-end security". We propose to remove "true" if there is no difference, or otherwise define the term "true end-to-end security".

2.2 Proposal
Clause 4.1.2 describes "deferred delivery", where a voice message that is transmitted in a cryptographically protected format over the network is received by a voice mailbox and is stored in the same, protected form. We propose to add an Editor's Note as follows:

"Editor's Note: For a better understanding, text must be added giving some ideas on

- whether and how the session establishment with such a mailbox would differ from a session establishment with an endpoint that is not a mailbox but e.g. a phone;
- how a calling party would realize during signaling that the answering endpoint is a mailbox rather than a phone;
- whether it is assumed that media towards the calling party (e.g. a personal announcement from the voice mailbox) will not need protection, or if not, how it may be protected."
[Ericsson] The last bullet seems to indicate that keys have to be unidirectional, which isn't the case. Thus the last bullet is not required.
2.3 Proposal
Clause 4.1.2 states:

'Deferred delivery may also require “application” layer protection and excludes straightforward “link-layer” tunnelling solutions.'
[Ericsson] See comment in clause 2.4
We propose to add an Editor's Note as follows:

"Editor's Note: It has to be clarified what kind of solutions are considered to be excluded by this use case (e.g. whether SRTP is such an excluded solution) and how this can be concluded from the description of the use case."
2.4 Proposal
The use case in "Deferred delivery" in clause 4.1.2 does only cover a scenario, where decryption and re-encryption at the voice mailbox is avoided. This scenario raises a number of issues (see above) and specific requirements, that may cause undesired complexity within a solution.

However, the use case could be covered in a much more straight forward way, just by securing the voice mailbox suitably and allowing it to act on behalf of the user. We therefore propose to add the following to the end of clause 4.1.2:
"Note that a voice mail server may be secured against unauthorized access in a similar way as other network nodes, e.g. nodes that need to process SIP traffic (e.g. CSCF) or plaintext media traffic (e.g. a transcoder). In this case, it is no significant security risk to store messages in plaintext. The voice mailbox can act on behalf of the owner, and the network can assert to a calling party that the voice mailbox acts on behalf of the owner. So neither for the recording of a message nor for the access to the message by the owner of the mailbox any specific requirements arise. Both communications are regular, protected peer-to-peer calls. If it is desired to further protect messages stored at the mailbox from eavesdropping messages encryption with a key local to the mailbox should also be considered. Such a scheme would strengthen security assuming implementations are possible such that access to the local key is more difficult than access to the messages stored on the mailbox."
Note that although it is not explicitly mentioned currently in clause 4.1.2, we assume that the use case refers to a voice mailbox deployed in the network. (A mailbox that is a UE would require physical protection by the user, similar to other types of UEs, e.g. phones, that also might be easily compromised if an attacker gains physical access.)
[Ericsson] We believe the the TR makes it clear that the voice mail system can be implemented in different ways with different security implications. The following statement is already included in the text:
Whether avoiding decryption and re-encryption at the voice mailbox for other than security reasons is ffs.
Thus there is no need to include the proposed description especially as it expresses security evaluations. However we believe the text in the TR could be enhanced and propose that the text in 4.1.2 is replaced by the following text: 
4.1.2
Deferred delivery

One use case of particular interest is when a call ends up in a voice mailbox in the network. In this case it may be beneficial if the voice payload could be stored by the voice mailbox in the same encrypted format as it is sent in, i.e. without any decryption of the ciphering protecting it. When the end user later accesses the encrypted voice mail it should be sent without having to perform any re-encryption. Whether avoiding decryption and re-encryption at the voice mailbox for other than security reasons is ffs. In either case, channel security, specifically replay and integrity protection of the communication between the end-point and voice mailbox is necessary. 
Deferred delivery of the payload, without decryption/re-encryption in the network, may require a key management system which doesn’t depend on the identity of transmission end-points but should depend on the identities of the sender and intended receivers. This type of deferred delivery may also require “application” layer protection and excludes straightforward hop-by-by secure  tunneling solutions. 
2.5 Proposal
Clause 4.1.3 states " group key management could be based on naïve schemes ".

We propose to add an Editor's Note as follows:

"Editor's Note: Text has to be added explaining what a naïve scheme is, e.g. by giving examples."
[Ericsson] We propose to change the text in 4.1.3 as follows to resolve the proposed editors note>

4.1.3
Group and conference calls

Another use case is in group communication, e.g. conference calls with true end-to-end security. In this type of service it is necessary that all users have access to the same key, the group key. If support of large groups is out of scope, as it would be for normal size conference calls, group key management could be based on naïve schemes, e.g performing distribution of the group key directly from a key management server to each user in the group . If true end-to-end security isn’t required, the conference bridge may re-encrypt the media and other solutions will be available, e.g. protecting the communication between a user and the conference bridge using user unique keys. Still group key management could yield simple and efficient solutions also for this case.

2.6 Proposal
Clause 4.1.3 states " If true end-to-end security isn’t required, the conference bridge may re-encrypt the media and other solutions will be available.".

We propose to add an Editor's Note as follows:

"Editor's Note: Text has to be added explaining whether this means that other solutions than group key management are available, and explain what kind of other solutions are meant, e.g. by giving examples."
[Ericsson] See comment and proposal in clause 2.5
2.7 Proposal
Usage of group keys have significant disadvantages concerning security, that should not be unmentioned. Therefore we propose to add the following to the end of Clause 4.1.3:
"Note that usage of a common group keys provides significantly less security than the usage of individual keys per participant. E.g. it cannot provide data origin authentication, integrity protection and non-repudiation. Furthermore, for security reasons group key management must support the negotiation of new group keys when group members join or leave during a session, which adds to complexity.”
[Ericsson] The proposed text makes an apple and pears security comparison and draws general conclusions. This is not acceptable. A group communication system with plaintext in the conference bridge is totally reliant on the trust in the conference bridge and ther wold also in this case be no End-to-end data origin authentication would be available. The text should not be accepted for inclusion in the TR.
2.8 Proposal
Clause 4.1.4 further states:
"The key management system should be general enough to support application layer media protection as well as channel security solutions. Media can be RTP-media and/or different types of text, video, and picture streams/files/formats. Application layer security is security applied on payload data and it is independent of the transport mechanism used. Application layer security mechanisms are described in clause 6."

However, the "multimedia telephony" use cases described in clause 4.1 do not comprise an application layer encryption use case. (Application layer protection is mentioned in 4.1.2, but only as a requirement.) So, the requirements stated in the quoted text can not be concluded from the "multimedia telephony" use cases. We therefore propose to remove the quoted text.
[Ericsson] The requirements are still valid while the motivation may be missing. The text shoulöd remain in the TR. Looking at the definition of MMTel in 22.173 it states the following

IMS Multimedia Telephony service includes the following standardized media capabilities:
-
Full duplex speech;
-
Real time video (simplex, full duplex), synchronized with speech if present;
-
Text communication;
-
File transfer;
-
Video clip sharing, picture sharing, audio clip sharing. Transferred files may be displayed/replayed on receiving terminal for specified file formats.
We propose that the following editor's note should be included in clause in clause 4.1

Editor's note: Use cases describing security requirements for a)Text communication, b) File transfer and c) 
Video clip sharing, picture sharing, audio clip sharing (Transferred files may be displayed/replayed on receiving terminal for specified file formats.) should be added.
2.9 Proposal
Clause 4.3 states "To protect messages carried in SIP MESSAGE, application layer security may be used.".

We propose to add the following after this sentence:

"Alternatively, SIP MESSAGE messages may rely on the protection mechanisms that are recommended for SIP traffic in general, e.g. TLS or IPsec in the access, or Za/Zb interfaces in the core."

2.10 Proposal
Clause 4.4 states "It is difficult to imagine how an efficient chat service based on true end-to-end security could be developed.".

On the other hand, clauses 4.2 and 4.3 describe PoC and IM services as both being also able to provide a chat service, without making such a remark concerning the difficulty to provide end-to-end security.

We therefore propose to add an Editor's Note as follows:

"Editor's Note: It has to be clarified, in how far a possible solution for a PoC or IM service as described in the previous use cases could serve also as a solution for a chat service."
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