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Abstract of the contribution: This contribution analyses the security of S2c over Trusted Access. It concludes that running AKA in the access network is unnecessary and makes some proposal for changes to TS 33.402. The proposed changes are given in the contribution S3-080786 which is a CR to TS 33.402. 
Introduction 
Over the last few meeting, SA3 have been discussing the need or otherwise for AKA in Trusted Access for S2c. This contribution further discusses the issue. 

Discussion 

At the last meeting SA3 concluded (S3-080494) that the following are a set of properties that were ensure S2c could be secured over a Trusted Access: 
“………….

· The Trusted Access will authenticate the UE and provide a secure link for the data to be transferred from the UE to the Trusted Access;

· The Trusted Access protects against source IP address spoofing;

· The Trusted Access and PDN GW will have a secure link between them to transfer the user’s data across;

· The Trusted Access and EPC need to co-ordinate when the UE detaches from the Trusted Access in order to ensure that the IP address that was assigned to the UE is not be used by another UE without EPC being aware of the change (i.e. enable the PDN GW to remove the CoA address binding for the old UE).”

The first three of the above bullets place no requirement on the type of authentication that was performed in the access network, i.e. the authentication does need to have been AKA in order to fulfil these requirements.  

The last property also does not depend on whether AKA is run in the Access network or not. There are several possible methods of achieving this and the selected method will depend on the operator’s preference and the properties of the access network. This methods are needed whether the Access authentication is AKA or some other method. 
The first method is to have the access network ensure that the IP address is not re-allocated until after the MIP Binding has expired or IKE Dead Peer Detection has been run. This means that the PDN GW will no longer associate the old UE to the IP address once the new UE gets the IP address and hence there is no risk of impersonation attacks.
Secondly PCC could be used to avoid the impersonation attacks in access networks that support it. In case PCC is used, a GW control session is established between the Trusted Access and the PCRF. This GW control session is identified by the UE ID and the IP address allocated to the UE (i.e. CoA if DSMIPv6 is used). Using the GW control session it is possible to restrict the UE to only limited access; in particular, the Trusted Access can restrict the forwarding of the packets only to IKEv2 and BU messages until the binding at the PDN GW is established. The Trusted Access will know when the binding is established at PDN GW because it will receive an update of the GW control session with the HoA assigned to the UE. The flows for this control of policy are given in section(s) 6.3 and 6.6.2 of TS 23.402. This prevents a UE that attaches to the Trusted Access from sending non-signalling traffic to the PDN GW until it has completed a BU with the PGW. Hence the impersonation attack will fail. 
Conclusion 

This contribution has analysed the security of Trusted Access using S2c. Firstly it concludes that there are no additional security measures needed by the removing the requirement that AKA is run in the Trusted Access. Hence it proposed that SA3 agree to remove this restriction. 

In addition, some methods for avoiding the possibility of impersonation attacks have been identified. It is proposed that these are included in TS 33.402 to complete the description of the security of S2c access. 

A proposal for including these additions to TS 33.402 is included in the companion contribution S3-080786 and it is proposed that SA3 approve that CR. 
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