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1 Introduction 
Contribution S3-080160 contains an LS from CT4 which deals with a method to assist the P-CSCF to restore service after a crash. The particular problem to be solved is the routing of terminating requests to a UE when the P-CSCF associated with the UE is in failure state. The UE will not know about the P-CSCF problems, hence will not take any action. The proposal mentioned in the LS is therefore to involve a second P-CSCF which would send an unprotected NOTIFY message to the UE. The UE would take this as a signal to send an initial REGISTER message.

CT4 formulated the following action for SA3:

“CT4 kindly asks SA3 whether it is acceptable to send a non-protected SIP request to the UE in order to force an initial registration. The answer will guide the subsequent work of CT4 on P-CSCF service restoration.”
2 Analysis
Denial-of-Service attack: 

The unprotected NOTIFY message from a second P-CSCF, not previously in contact with the UE, to the UE could be spoofed by an attacker. As the UE will send an initial REGISTER message as a reaction to the NOTIFY message, all ongoing sessions will be lost, because a successful new initial registration (i.e. with an unprotected first REGISTER message) will overwrite the existing registration, cf. TS 24.229.

The possibility to send an unprotected NOTIFY message to the UE therefore opens the possibility of a Denial-of-Service attack on users even when the user’s P-CSCF has in fact no problems.
It is therefore not recommended to use this method and search for alternative methods to assist the P-CSCF to restore service.
We would make the following clarifications:
· In the proposed solution in the LS (S3-080160), only the SECOND P-CSCF which does not have the user data and security associations with the UE is allowed to send the UNPROTECTED NOTIFY message. 
· The proposed solution in the LS intends to solve the issue caused by such a P-CSCF failure scenario as described in the LS.In such a scenario, it is assumed to be acceptable that all ongoing sessions will be lost since it is better than nothing in this situation.
· In the proposed solution in the LS, the UE could detect malicious UNPROTECTED NOTIFY message  by comparing the CALL-ID in the NOTIFY message with that was stored before in the UE. Because the CALL-ID in the NOTIFY message is generated by the UE and sent in the protected SUBSCRIBE messge to the S-CSCF, so attacker could not get this CALL-ID. 
Problems with NATs:

We also notice that the proposed mechanism does not seem to work with NATs. This is so because the second P-CSCF has not communicated with the UE through the NAT before and, hence, cannot successfully send packets towards the UE through the NAT. But deployment scenarios with NATs are important. NATs are not mentioned in the ACTIONS to either group in this LS. We therefore propose to mention this problem in the reply LS so that it is not overlooked, even if CT working groups certainly have the competence to assess the NAT aspects by themselves. (Side remark: also SA3 has extensively dealt with NAT-related problems.)
This LS is sent to both SA3 and CT1. SA3 shall evaluate from security point of view whether there are security risks, and let CT1 evaluate it from other points (non-security) of view.
3 Proposal

We propose to include the observations in the previous section in a reply LS to CT4 and CT1. 
We propose to take the above comments into account when sending the reply LS to CT4. 






















































