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*** BEGIN OF CHANGE ***

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply.

3GPP - WLAN Interworking: Used generically to refer to interworking between the 3GPP system
and the WLAN family of standards.

Data origin authentication: The corroboration that the source of data received is as claimed.
Entity authentication: The provision of assurance of the claimed identity of an entity.

Key freshness: A key isfresh if it can be guaranteed to be new, as opposed to an old key being
reused through actions of either an adversary or authorised party.

L ocal interface: an interface between the devices that may conform to the WLAN UE, normally
one device with WLAN capabilities and one UICC or SIM card holding device.

Temporary identity: an identity given by the home network to the WLAN UE, used to identify the
user temporarily, normally in one authentication process lifetime. Inthis TSt refersto a
pseudonym or are-authentication identity.

Tunnel: it refersto an IPsec security association used in WLAN 3GPP |P access to protect the
communications from the WLAN UE to the 3GPP network. It is preceded by an IKE negotiation.
W-APN: WLAN Access Point Name — identifies an IP network and a point of interconnection to
that network (Packet Data Gateway).

WLAN 3GPP | P Access. Accessto an IP network viathe 3GPP system.

WLAN Direct | P Access: Accessto an IP network is direct from the WLAN AN.

WLAN coverage: an areawhere wireless local area network access services are provided for
interworking by an entity in accordance with WLAN standards.

WL AN-UE: user equipment to accessaWLAN interworking with the 3GPP system, including all
required security functions.

*xx NEXT CHANGE ***

4243 Communication over local interface via a Bluetooth link
For SIM access via a Bluetooth link, the SIM Access Profile developed in BLUETOOTH SIG
forum may be used. See [22].

*** NEXT CHANGE ***

4.2.5 Link layer security requirements

Most WLAN technologies provide (optional) link-layer protection of user data. Since the wireless
link islikely to be the most vulnerable in the entire system, 3GPP-WLAN interworking should take
advantage of the link layer security provided by WLAN technologies. The native link-layer
protection can aso prevent against certain IP-layer attacks.
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wxx NEXT CHANGE ***

6.1.1 USIM-based WLAN Access Authentication

USIM based authentication is a proven solution that satisfies the authentication requirements from
section 4.2. This form of authentication shall be based on EAP-AKA (ref. [4]), as described in
section 6.1.1.1. For the case of WLAN-UE Functional Split, see section 4.2.4.

*** NEXT CHANGE ***

6.1.2 GSM SIM based WLAN Access authentication

SIM based authentication is useful for GSM subscribers that do not have a UICC with aUSIM
application. Thisform of authentication shall be based on EAP-SIM (ref. [5]), as described in
section 6.1.2.1. This authentication method satisfies the authentication requirements from
section 4.2, without the need for a UICC with aUSIM application. For the case of WLAN-UE
Functional Split, see section 4.2.4.

*** NEXT CHANGE ***

6.1.5.1 Tunnel full authentication and authorization

The tunnel end point in the network isthe PDG. As part of the tunnel establishment attempt the use
of acertain W-APN is requested. When a new attempt for tunnel establishment is performed by the
WLAN UE, the WLAN UE shall use IKEv2 as specified in ref. [29]. The EAP messages carried
over IKEv2 shall be terminated in the AAA server, which communicates with the PDG viaWm
interface, implemented with Diameter. Then the PDG shall extract the EAP messages received from
the WLAN UE over IKEv2, and send them to the AAA server over Diameter (the opposite for
messages sent from the AAA server). The WLAN UE shall use the Configuration Payload of IKEv2
to obtain the Remote IP address.

The sequence diagram is shown in figure 7A. The EAP message parameters and procedures
regarding authentication are omitted since they are aready described in this technical specification.
Only decisions and processes relevant to this EAP-IKEv2 procedure are explained.

Asthe WLAN UE and PDG generated nonces are used as input to derive the encryption and
authentication keys in IKEv2, replay protection isimplemented as well. For this reason, thereis no
need for the AAA server to request the user identity again using the EAP AKA or EAP SIM

specific methods (as specified in ref. [4] and ref. [5]), because the AAA server is certain that no
intermediate node has modified or changed the user identity.
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Figure 7A: Tunnel full authentication and authorization

1. The WLAN UE and the PDG exchange the first pair of messages, known as IKE_SA_INIT, in which the PDG
and WLAN UE negotiation cryptographic agorithms, exchange nonces and perform a Diffie_Hellman

exchange.

2. The WLAN UE sendsthe user identity (in the Idi payload) and the W-APN information (in the Idr payload) in
this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The WLAN
UE omitsthe AUTH parameter in order to indicate to the PDG that it wantsto use EAP over IKEv2. The user
identity shall be compliant with Network Access Identifier (NAI) format specified in RFC 2486 [14], containing
the IMSI or the pseudonym. The identity in NAI format generated from the IMSI is described in ref. [4] and
ref. [5], depending on the type of EAP method to be used (EAP SIM or EAP AKA). The WLAN UE shall send
the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Remote |P

Address.
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3. The PDG sends the Access Request message with an empty EAP AV P to the AAA server, containing the user
identity and W-APN. The PDG shall include a parameter indicating that the authentication is being performed
for tunnel establishment, asindicated in reference [37]. Thiswill help the AAA server to distinguish between
authentications for WLAN access and authentications for tunnel setup.

4. The AAA server shall fetch the user profile and authentication vectors from HSS/HLR (if these parameters are
not available in the AAA server) and determines the EAP method (SIM or AKA) to be used, according to the
user subscription and/or the indication received from the WLAN UE. The AAA server checksin user’s
subscription if he/she is authorized to establish the tunnel.

In this sequence diagram, it is assumed that the user hasa USIM and EAP AKA will be used. For EAP SIM
thereis no difference from the IKEv2-EAP relationship point of view, but only for the EAP SIM mechanism
itself, which is explained in this technical specification

5. The AAA server initiates the authentication challenge. The user identity is not requested again, asin anormal
authentication process, because there is the certainty that the user identity received in the EAP Identity Response
message has not been modified or replaced by any intermediate node. The reason is that the user identity was
received viaan IKEv2 secure channel which can only be decrypted and authenticated by the end points (the PDG
and the WLAN UE).

6. The PDG responds with itsidentity, a certificate, and sends the AUTH parameter to protect the previous message
it sent to the WLAN UE (in the IKE_SA_INIT exchange). It completes the negotiation of the child security
associations as well. The EAP message received from the AAA server (EAP-Request/AKA-Challengeis
included in order to start the EAP procedure over IKEv2.

7. The WLAN UE checks the authentication parameters and responds to the authentication challenge. The only
payload (apart from the header) in the IKEv2 message is the EAP message.

8. The PDG forwards the EAP-Response/ AK A-Challenge message to the AAA server.

9. When al checks are successful, the AAA server sends an EAP success and the key material to the PDG. This
key material shall consist of the MSK generated during the authentication process. When the Wm interface
(PDG-AAA server) isimplemented using Diameter, the M SK shall be encapsulated in the EAP-Master-Session-
Key parameter, as defined in ref. [23].

If the W-APN is not active, the AAA server will mark it as"active".

If the AAA server detects that the W-APN is active in other PDG, it will send an indication to that PDG
reguesting to delete the IKE SA of the W-APN.

10. The MSK shall be used by the PDG to generate the AUTH parameters in order to authenticate the IKE_SA_INIT
phase messages, as specified in ref. [29]. These two first messages had not been authenticated before as there
were no key material available yet. According to ref. [29], the shared secret generated in an EAP exchange (the
MSK), when used over IKEv2, shall be used to generated the AUTH parameters.

11. The EAP Success message is forwarded to the WLAN UE over IKEv2.

12. The WLAN UE shall take its own copy of the MSK asinput to generate the AUTH parameter to authenticate the
first IKE_SA_INIT message. The AUTH parameter is sent to the PDG.

***END OF CHANGE ***
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