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*** BEGIN OF CHANGE ***

4.2.4.2 Generic security requirements on local interface

The security functionality required on the terminal side for WLAN-3G interworking may be split over severa physical
devices that communicate over local interfaces. The UICC or the SIM card may reside in a 3GPP UE (acting asa
(U)SIM "server") and be accessed by a WLAN-UE through Bluetooth, Infrared or aUSB (Universal Serial Bus) cable
or some other similar wired or wireless interconnect technology (acting as the (U)SIM "client"). This would facilitate
the user to get simultaneous WLAN and 3GPP access with the same (U)SIM. If thisis the case, then the following
requirements shall be satisfied:

1. Any locadl interface shall be protected against eavesdropping, attacks on security-relevant information. This
protection may be provided by physical or cryptographic means. For cryptographic means, the encryption key
length shall be at least 128 bits.

2. The endpoints of alocal interface should be authenticated and authorised. The authorisation may be implicit in
the security set-up. Keys used for local interface transport security shall not be shared across local interface
links. Each local interface shall use unique keys.

3. Theinvolved devices shall be protected against eavesdropping, undetected modification attacks on security-
relevant information. This protection may be provided by physical or cryptographic means.

4. The device without (U)SIM shall not be allowed to change the status of the device with (U)SIM, egi.e. to reset
it, or to switch its power on or off.

5. The (U)SIM holding device shall alow the user to shut off sharing of (U)SIM feature.

***END OF CHANGE ***
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