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4.1 MBMS security architecture

MBMS introduces the concept of a point-to-multipoint service into a 3GPP system. A requirement of a multicasstMBM S
user serviceisto be able to securely transmit data to a given set of users. In order to achieve this, there needsto bea
method of authentication, key distribution and data protection for a muticastMBM S user service.

Figure 4.1: MBMS security architecture

Figure 4.1 gives an overview of the network elementsinvolved in MBMS from a security perspective. Nearly all the
security functionality for MBMS (beyond the normal network bearer security) residesin either the BM-SC or the UE.

The Broadcast Multicast — Service Centre (BM-SC) isasource for MBMS data. It could also be responsible for
scheduling data and receiving data from third parties (this is beyond the scope of the standardisation work) for
transmission. It isresponsible for generating and distributing the keys necessary for multicast security to the UEs and
for applying the appropriate protection to data that is transmitted as part of a multicast service. The BM-SC also
provides the MBMS bearer authorisation for UEs attempting to establish multicast bearer.

The UE isresponsible for receiving or fetching keys for the multicast service from the BM-SC and also using those
keysto decrypt the MBM S data that is received.

MBM S imposes the following requirements on the MBM S capabl e elements:
- aUICC that contains MBM S key management functions shall implement GBA_U;

- aME that supports MBMS shall implement GBA_U and GBA_ME, and shall be capable of utilisingthe MBMS
key management functions on the UICC as well as providing key management functions itself;

- aBM-SC shall support using GBA_U keys to enable UICC key management.
wiiek NEXT CHANGE *+%

5.2 Key management and distribution

Like any service, the keysthat are used to protect the transmitted data in a MulticastMBM S user service should be
regularly changed to ensure that they are fresh. This ensures that only legitimate users can get access to the data in the
MBMS service. In particular frequent re-keying acts as a deterrent for an attacker to pass the MBM S keys to others
usersto allow those other users to access the datain an MBMS service.

The BM-SC isresponsible for the generation and distribution of the MBMS keysto the UE. A UE has the ability to
request a key when it does not have the relevant key to decrypt the data. This request may also beinitiated by a message
from the BM-SC to indicate that a new key is available.
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6.1 Using GBA for MBMS

TS 33.220 [6] (Generic Bootstrapping Architecture) is used to agree keys that are needed to run an MBM S Multicast
Uuser service.
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Before a user can access an MBM S User service, the UE needs to share GBA-keys with the BM-SC. If no valid GBA-
keys are available at the UE, the UE shall perform a GBA run with the BSF of the home network as described within
clause 5 of TS 33.220 [6]. The BM-SC will act asa NAF (Network Application Function) according to TS 33.220 [6].

The MSKsfor an MBM S User service shall be stored on either the UICC if the UICC is capable of MBMS key
management or the ME if the UICC is not capable of MBMS key management.

Storing the MSK s on the UICC requires a UICC that contains the MBM S management functions.

Asaresult of aGBA_U run, the BM-SC will share akey Ks_ext NAF with the ME and share akey Ks_int. NAF with
the UICC. Thiskey Ks_int_ NAF is used by the BM-SC and the UICC as the key MUK (MBMS User Key) to protect
MSK (MBMS Service Key) deliveries to the UICC as described within clause 6.3. The key Ks_ext NAF isused asthe
key MRK (MBM S Request Key) within the protocols as described within clause 6.2.

A run of GBA_ME resultsin the BM-SC sharing akey Ks _(ext) NAF with the ME. Thiskey Ks (ext) NAF isused by
the BM-SC and the ME to derive the key MUK and the key MRK. The key MUK is used to protect MSK deliveriesto
the ME as described within clause 6.3. The key MRK is used to authenticate the UE towards the BM-SC within the
protocols as described within clause 6.2.

The MUK isidentified by the combination of B-TID and NAF-ID and the MRK is defined by B-TID, where B-TID and
NAF-ID are defined as specified in TS 33.220 [6].

For ME based key management:

- All MBMSkeys (MUK, MRK, MSK and MTK) shall be deleted from the ME when a different UICC is
inserted. Therefore the ME needs to store in non-volatile memory the last inserted UICC-identity to be ableto
compare that with the used UICC-identity at UICC insertion and power on.

- All MBMSkeys (MRK, MSK and MTK) may be deleted from the ME when the ME is powered down. If the
ME does not delete the MBM S keys at power down then the MBM S keys need to be stored in non-volatile
memory. The ME should store the MUKs in non-volatile memory in order to be able to authenticate the first
MIKEY message of apush solicited pull procedure (see clause 6.3.2.2.4).

NOTE: If the ME deletesthe MSK at power down, then the MBMS client would need to request MSK to the
BM-SC and may need to run GBA to reconvene an MBMSS session.
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6.4.2 MIKEY common header

MSKs shall be carried in MIKEY messages. The messages are sent point-to-point between the BM-SC and each UE.
The messages use the MUK shared between the BM-SC and the UE as the pre-shared secret in MIKEY .

Oncethe MSK isin place in the UE, the UE can make use of the mutticastM TK messages sent by the BM-SC over
MBMS bearer. The MTK is carried in messages conforming to the structure defined by MIKEY and use the MSK as
the pre-shared secret.

If the BM-SC requires an ACK for an MSK key update message thisisindicated by setting the V-bit in the MIKEY
common header. The UE shall then respond with a MIKEY message containing the verification payload. In the case the
server does not receive an ACK, normal reliability constructions can be used, e.g., start atimer when the message is
sent and then resend the message if no ACK isreceived before the timer expires.

The CSB ID field of MIKEY common header is not used.

wxxek NEXT CHANGE *++%+

6.4.4  General extension payload

The MSK and MTK shall be delivered in messages that conform to the structure defined in RFC 3830 [9] (MIKEY). To
be able to keep track of the key that is derived in the message, a general Extension Payload (EXT) with Type field value
x is used that conformsto the structure defined in reference [16].

Editor's Note: The type value will be replaced by value requested from IANA.

3GPP
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The EXT includes aKey Domain ID and one or two Key Type ID sub-payloads depending on the message. These are
used as follows.

For MSK delivery the EXT includes the Key Domain ID and a Key Type ID sub-payload. The Key Domain ID hasthe
value as specified in clause 6.3.2.1. The Key Type ID sub-payload includes the type and 1D of the key that is delivered
in the message, i.e. the MSK ID, seefigure 6.4a. The key that is used to protect the message, i.e. MUK, isidentified as
specified in clause 6.1.

For MTK delivery the EXT includes the Key Domain ID and two Key Type ID sub-payloads. The Key Domain ID has
the value as specified in clause 6.3.2.1. Thefirst Key Type ID sub-payload includes the type and ID of the key that is
used to protect the message, i.e. the MSK ID, and the second Key Type ID sub-payload includes the type and ID of the
key that is delivered in the message, i.e. the MTK ID, seefigure 6.4b.

Editor's Note: The Key Domain ID needs to be added to [16]. It may need an extension payload type of its own.

See. clauses 6.3.2.1 and 6.3.3.1 for definition of MSK ID and MTK ID. The MTK ID isincreased every time the
corresponding key is updated. It is possible that the same MTK isdelivered several times ir-multticast over MBMS
bearer, and the ME can then discard messages related to akey it already has instead of passing them to the MGV -F.

The MGV-F (see clause 6.5) protects itself from a possibly malicious ME by checking the integrity and freshness of the
MIKEY message.

The format of the key IDs shall be represented by unsigned integers, different from zero. The reason for disallowing
zero isthat it isreserved for future use. Note that this means that there can only be 2" - 1 different keysin use during the
same session, where n is the number of bitsin the ID field.

Key Domain ID

Key Type ID sub-payload (MSK ID)

Figure 6.4a: Extension payload used with MIKEY MSK message

Key Domain ID

Key Type ID sub-payload (MSK ID)

Key Type ID sub-payload (MTK ID)

Figure 6.b: Extension payload used with MIKEY MTK message
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B.1 Threats associated with attacks on the radio
interface

The threats associated with attacks on the radio interface are split into the following categories, which are described in
the following clauses:

- unauthorized access to multicast MBM S user service data;

threats to integrity;

denial of service;

unauthorized access to MBMS services;

privacy violation.

3GPP
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The attacks on the MBM S service announcements to the users on the radio interface are not discussed here, as these
will most likely be transferred on a point-to-point connection (e.g. PS signaling connection), which is aready secured
today (integrity protected and optionally encrypted RAN level).

B.1.1

Al
A2:

A3:

A4

NOTE:

B.2.5

J1:
J2:

J3:

Unauthorised access to multicast MBMS user service data

Intruders may eavesdrop MBM S mutticast-user service data on the air-interface.

Users that have not joined and activated a MBM S multieast-user service receiving that service without
being charged.

Users that have joined and then left aMBM S multicast-user service continuing to receive the MBM S
multicast-user service without being charged.

Valid subscribers may derive decryption keys (MTK) and distribute them to unauthorized parties.

It is assumed that the legitimate end user has a motivation to defeat the system and distribute the shared
keys (MSK, MTK) that are a necessary feature of any broadcast security scheme.
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Unauthorised insertion of MBMS user data and key
management data

An ME, which deliberately inserts key management and malicious data, encrypted with valid (previously
retrieved) MTK from the MTK generation function, within the mutticast MBM S user service stream.

An ME, which deliberately inserts key management and malicious data, encrypted with old (using
replayed key management messages) MTK, within the sulticastMBM S user service stream.

An attacker, which deliberately insertsincorrect key management information within the multicast-
MBMS user service stream to cause Denial of Service attacks.

3GPP
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Annex C (normative):
Multicast- MBMS security requirements
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C.4 Requirements on MBMS Key Management

R5a: The transfer of the MBM S keys between the MBM S key generator and the UE shall be confidentiality
protected.

R5b: The transfer of the MBM S keys between the MBM S key generator and the UE shall be integrity
protected.

R5c: The UE and MBMS key generator shall support the operator to perform re-keying as frequently asit
believes necessary to ensure that:

- usersthat have joined an MBM S User Servicemutticast-serviee, but then left, shall not gain further
access to the MBM S User Service without being charged appropriately

- usersjoining an MBM S User Service shall not gain access to data from previous transmissionsin the
MBMS User Service without having been charged appropriately

- the effect of subscribed users distributing decryption keys to non-subscribed users shall be
controllable.

R5d: Only authorized users that have joined an MBM S User Service shall be able to receive MBMS keys
delivered from the MBM S key generator.

R5e: The MBMS keys shall not alow the BM-SC to infer any information about used UE-keys at radio level
(i.e. if they would be derived from it).

R5f: All keys used for the MBM S User Service shall be uniquely identifiable. The identity may be used by the
UE to retrieve the actual key (based on identity match, and mismatch recognition) when an update was
missed or was erroneous/incompl ete.

R5g: The BM-SC shall be aware of where all MBMS specific keys are stored in the UE (i.e. ME or UICC).

R5h: The function of providing MTK to the ME shall only deliver aMTK to the ME if the input values used
for obtaining the MTK were fresh (have not been replayed) and came from a trusted source.

Fxx END OF CHANGES *****
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