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6.3.1 General

In order to protect an MBMS User service, it is necessary to transter-deliver both MSKs and MTKs from the BM-SC to
the UE.

M SK procedures are further divided to M SK request procedures, described in clause 6.3.2.2, and M SK delivery
procedure, described in clause 6.3.2.3. MSK procedur& usea point-to- p0| nt bearer MSK procedur& ares mllar for

both streaming and download services. Clad

MTK delivery procedures use the MBMS bearer. MTK delivery procedures are different for streaming and download
services and they are described in clause 6.3.3.

wxxek NEXT CHANGE *++%+

6.3.2.2 MSK retrieval-request procedures

6.3.2.2.1 Basic MSK retrieval-request procedure

When a UE detects that it needs the MSK(s) for a specific MBM S User service, the UE should try to get the MSK's that
will be used to protect the data transmitted as part of this User Service. In the MSK request the UE shall list the M SK
IDs for which the UE needs the MSK(s).

Thebasic MSK retrieval-request procedureis apart of different other procedures, e.g.:
- initiation of key management when the UE has joined the MBM S user service;
- retrievalrequest of M SK(s) when the UE has missed a key update procedure e.g. due to being out of coverage.

- BM-SC solicited pull.
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Figure 6.1: Basic MSK retrievatreguest procedure

The communication between the UE and the BM-SC is authenticated and integrity protected with HTTP Digest using
bootstrapped security association as described in clause 6.2.1 of this specification.

The UE requests for the MSK's using YWAFH-the HTTP POST message. The following information isincluded in the
HTTP message.

- key identification information: alist of MSK IDs.
NOTE: When the Key Number part of the MSK ID is set to Ox0, this means the current MSK, see clause 6.3.2.1.

Editors Note: The exact syntax of the HTTP request message, e.g. possible XML schema of the request parameters
in the client payload and its MIME type are to be specified in stage 3.

The BM-SC authenticates the UE with HTTP Digest using the keys received from GBA as described in clause 6.2.1 and
verifies that the subscriber is authorized to receive the M SKs for this service.

NOTE: The BM-SC may not need to challenge the UE (dashed box in Figure 6.1), if the UE has used WWW
Authorization request headers in the first message in Figure 6.1 and BM-SC is able to authenticate the
UE.

3GPP
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If the authentication is successful then the BM-SC sendsa HTTP 200 OK message with Authentication-Info header. If
the authentication fails then the BM-SC resends HT TP 401 Authorization required message with the WWW-
Authenticate header.

Editors Note: The exact syntax of the HT TP response message, e.g. possible XML schema of the success or failure
parametersin the client payload and its MIME type are to be specified in stage 3.

The UE checks the validity of the HT TP response message. If the message indicated failure, the UE may retry or leave
the User Service.

If the HTTP procedure above resulted to success, the BM-SC initiates M SK delivery procedure as specified in clause
6.3.2.3.

NOTE: Thetime between the M SK request procedure and MSK delivery procedure may vary, i.e. the UE should
not expect the M SK delivery procedures to start immediately. MH<EY-messageprocedures-overUDP-

transperting-the-requested-M-Skste-the- UE-

6.3.2.2.2 Initiation of key management

When a UE has received User Service information via User Service Discovery / Announcement procedures describing a
MBMS User Service and the user has triggered the activation of that User Service, the UE should try to get the MSK(s)
that will be used to protect the data transmitted as part of this User Service as specified in clause 6.3.2.2.1.

When the BM-SC receives the first MSK request for a specific Key Group (indicated in the Key Group part of the MSK
ID), the BM-SC shall consider this as initiation of key management for that Key Group for the requesting UE.

NOTE: The User Service Discovery / Announcement procedures are specified in TS 26.346 [13]. It isout of the
scope of the present specification how the UE receives the User Service information and how the User
Serviceistriggered in the UE.

The UE shall receive the following information via the User Service Discovery / Announcement procedures.

- Fully qualified domain name of the key management server (i.e. the BM-SC). Thisis for the UE to know to
which | P address to send the MSK request.

- Confidentiality protection: on/ off.

- Integrity protection: on/ off.

- UICC key management required: yes/ no.

- ldentifiers of the M SK's needed for the User Service.

The Key Number part of the MSK ID(s) shall be set to 0x0 to denote the current M SK. Specific Key Number
values are not used in Service Announcement since they may change over time and Key Group part of MSK 1D
is sufficient to identify the MSKs, see clause 6.3.2.1.

- Mapping information how the MSK's are used to protect the different User Service Sessions.

Editors Note: The exact syntax of the service announcement information including security parameters, e.g. possible
XML schema of the parameters and its MIME type are to be specified in SA4.

3GPP
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In case both confidentiality and integrity protection are indicated ‘off’ for this service description, the UE should not
initiate key management.

In case the UICC key management is required, the UE should only try to access the MBM S user serviceif the used
UICC application is capable of MBM S key management.

6.3.2.2.3 Missed key update procedure

When the UE has missed an MSK update and it detects that it has not got the current MSK, e.g. from the received
traffic, it may trigger the retrieval of the current MSK from the BM-SC. The procedure is the same as the Basic MSK
Retrieval procedurein clause 6.3.2.23.1.

6.3.2.2.4 BM-SC solicited pull

While the push is the regular way of updating the MSK to the UE, there may be situations where the BM-SC solicits the
UE to contact the BM-SC and request for new M SK. An example of such a situation is when the BM-SC wants the UE
to trigger a UE that it needs to update the MSK.

3GPP
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Figure 6.2b: BM-SC solicited pull

The BM-SC sendsa MIKEY message over UDP to the UE. The MIKEY message shall be protected by the most recent
MUK known by the BM-SC. The Key Number part of the MSK ID in the extension payload of the MIKEY message
shall be set to 0x0 to indicate that the UE should request for current MSK from the BM-SC.

NOTE 1. A MUK may be used by the BM-SC beyond the GBA key lifetime of the corresponding Ks_xx_NAF for
the purpose of using the MUK within the first MIKEY message of a push solicited pull procedure.

NOTE 2: Sincethe integrity of the MIKEY message still needs to be assured, a KEMAC payload shall be included
inthe MIKEY message from the BM-SC. There is however no key present in the message. Thus by
setting the Encr datalen field to zero, only the MAC of the message will be included.

3GPP



3GPP TS 33.246 v6.0.0 (2004-09) CR page 7

When receiving the message, the UE shall request for the current MSK for the specmed Key Group as;sgecmed in
clause 6.3.2.2.1.

6.3.2.3 MSK push-delivery procedures
6.3.2.3.1 Pushing the MSKs to the UE

The BM-SC controls when the M SKs used in amulticast service are to be changed. The below flow describes how
MSK changes are performed._This procedure can be initiated after the UE has requested for M SK(s) as described in
clause 6.3.2.2.

UE BM-SC
MIKEY (MSK )/ UDP

d
|

MIKEY ACK / UDP

v

Figure 6.3: Pushing the MSKs to the UE

When the BM-SC decides that it is time to update the MSK, the BM-SC sends MIKEY message over UDP transporting
the requested M SK s to the UE.

If requested by the BM-SC, the UE sendsaMIKEY acknowledgement message to the BM-SC.

wwrex NEXT CHANGE *ovxx

6.3.3.2 MTK update procedure
The MTK isdelivered to the UE using MIKEY over UDP, asin-6-3:2.3-1-but the MIKEY ACK isnot used.

6.3.3.2.1 MTK delivery in download

In the download case the MIKEY message carrying the MTK shall be delivered over the same FLUTE stream asthe
object to be downloaded to the UE (see TS 26.346 [13]). This means that the message is specified as a separate object in
the FLUTE File Delivery Table (FDT), having its own identifier. This meansthe MTK delivery inherits the reliability
features of FLUTE. The mime-type of the object carrying the MIKEY message shall be the IANA-registered type for
MIKEY.

6.3.3.2.42 MTK delivery in streaming

MIKEY messages transporting MTK s shall be sent using the same IP destination address as the RTP traffic. MIKEY
messages shall be transported to UDP port number 2269 specified for MIKEY ._Reliability of MTK delivery is reached
by re-sending MTK messages periodically. In order to increase the possibility that UES receive anew MTK in time,
MTK messages may be sent before the RTP traffic changes over to anew MTK.

Editor's Note: The UDP port number needs to be specified for MIKEY .
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