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1. Overall Description:

SA2 has discussed and noted the attached CR S2-050102 and asks SA3 and CN3 to update the relevant
specifications to ensure that the Rx and Gx interfaces are adequately protected for Release 6.

Rx Reference point

As a basis for the definition of appropriate security requirements for AF and CRF interaction SA2 would like to
inform SA3 and CN3 that the same architectural assumptions that was made for the Gq reference point also
apply to the Rx reference point. Hence SA2 would like to guide SA3 and CN3 to base their work on giving Rx
reference point relevant protection on the attached LS S2-034362 that describes the assumptions for the Gq
reference point.

Gx Reference Point
For the definition of adequate protection for the Gx reference point SA2 would like to guide SA3 and CN3 that
the CRF and the TPF exist in the same operator’s network.

2. Actions:
To SA3 and CN3 group.

ACTION: SA2 kindly asks SA3 and CN3 group to complete the protection of the Rx and Gx reference points
for Release 6 based on the guidance as provided above.

3. Date of Next SA2 Meetings:
SA2 #45 4th - 8th April 2005 Beijing, China.
SA2 #46 9™ - 13th May 2005 Athens, Greece.
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the clause containing the first piece of changed text. Delete those parts of the specification which are not relevant to
the change request.

CR page 2



3GPP TS aa.bbb vX.Y.Z (YYYY-MM) CR page 3

*xxxx% F|RST MODIFIED SECTION *#** %%

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

* References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

« For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 41.001: "GSM Release specifications”.

[2] 3GPP TS 21.905: "Vocabulary for 3GPP Specifications'.

[3] 3GPP TS 32.200: "Charging Principles’.

[4] 3GPP TS 23.228: "IP Multimedia (IM) Subsystem - Stage 2".

[5] 3GPP TS 23.002: "Network architecture”.

[6] 3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".

[7] 3GPP TS 32.225: “Telecommunication management; Charging management; Charging data
description for the IP Multimedia Subsystem (IMS)”.

[8] 3GPP TS 23.078: “Customised Applications for Mobile network Enhanced Logic (CAMEL);
Stage 2".

[9] Diameter Credit-Control Application, draft-ietf-aaa-diameter-cc-06.txt, work in progress

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[10] 3GPP TS 23.234: “3GPP system to Wireless Local Area Network (WLAN) Interworking”
[11] 3GPP TR 33.919: “Generic Authentication Architecture (GAA)”

[12] 3GPP TS 23.207: “End-to-end Quality of Service (QoS) concept and architecture”

[xx] 3GPP TS 33.210: “Network Domain Security”

[vy] T.Dierks, et al,: "The TLS Protocol Version 1.0", RFC 2246, January 1999.

#xxxxx NEXT MODIFIED SECTION **#%%xx

6.2.6 Relationship between functional entities

The AF and the CRF need not exist within the same operator’ s network. The Rx interface may be intra- or inter-domain
and shall support the relevant protection mechanisms for an inter-operator or third party interface. For the inter-domain
case Rx shall be secured using TL S as specified in REC 2246 [yy]. For the intra-domain case protection as specified in
TS 33.210 [xx] shall be utilized. The TPF and the CRF exist within the same operator’s network. Protection of the Gx
interfaceis based on TS 33.210 [xx].

#xxxxx NEXT MODIFIED SECTION * % %%
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6.34.1 General

The Rx reference point enables transport of information (e.g. dynamic media stream information) from the AF to the
CRF. An example of such information would be filter information to identify the service data flow. The AF and the
CRF, which may reside in the same or different security domain, shall have atrust relationship. Hence the information
exchanged between an AF and a CRF shall be protected with adequate security as described in 6.2.6.

*kkkk*k END OF CHANGE *kkkkhkk
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Attachments: None

1. Overall Description:

SA2 would like to kindly thank SA3 and CN3 for their respective LSs on the security aspects of the Gq interface.

The LS in S2-032818 (S3-030444) indicates that NDS/IP is able to provide the necessary security functionalities
for Gg. However, the LS also points out that NDS/IP by definition only provides interfaces within and between
3GPP operator domains. This has the implications that NDS/IP formally cannot provide protection to "external”
parties. Hence, SA WG3 asks whether the "third party" is considered to be within a 3GPP domain or not.

SA WG2 would like to advise SA WG3 that the AF is considered to be provided within a 3GPP operator domain,
or within the domain of a 3GPP trusted body such as GSMA. Usage of Application Functions outside of these
domains is considered outside the scope of these specifications.

However, operators may still elect to use an AF server outside of these domains. The operator and the AF
provider must ensure that security mechanisms such as NDS/IP are in place between the operator domain and
the AF server.

CN WG3 has also raised the following questions in LS S2-033909 (N3-030830):
- if the support of third party AFs in an untrusted domain is required;
- If the support of untrusted proxies is required.

SA2 would like to provide the following guidance:

1. Asindicated above, the specifications only cover AFs within operator PLMNSs, or other trusted domains
such as GSMA. Use of AFs outside of these domains are operator specific and outside the scope of
3GPP standardization.

2. Support of untrusted proxies is not required. Furthermore, SA2 strongly recommends against the use of
an untrusted proxy agent.

2. Actions:
To SA WG3 and CN WG 3.

Please note the statements relating to proxy agents and Application Functions within the network architecture,
and consider these factors in the development of the stage 3 specifications.

3. Date of Next SA2 meetings:
SA2 #37 12"- 16" January 2004 Innsbruck, Austria
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16" — 20" February, 2004

Atlanta, USA
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