3GPP TSG SA WG3 Security — SA3#32 S3-040164
9 —13 February 2004
Edinburgh, UK

Title: LS on “Attack and countermeasures in a User Equipment functionality split scenario

using Bluetooth”

Source: 3GPP SA3

To:
Cc:

Bluetooth Security Experts Group
Bluetooth Car Working Group

Contact Person:

Name: Guenther Horn
Tel. Number: +498963641494
E-mail Address: guenther.horn@siemens.com

Attachments: S3-040123 (updated), S3-040163

INTRODUCTION

3GPP is currently studying the split of the functionality of a 3G User Equipment (UE) over several physical
devices connected over local interfaces. The use of Bluetooth is one example of a realisation of such a local
interface. In particular, the UE functionality split is studied in the context of 3G WLAN interworking where, in
one typical configuration, the functions required for WLAN access are split over a mobile phone with a SIM
or USIM card and a laptop with a WLAN card. In their meeting in February, 3GPP SA3 identified an attack
(described in the attached document S3-040163) relating to this configuration. This attack would allow the
attacker to impersonate a network towards the user on a permanent basis. The attack exploits properties of
the Bluetooth link between the mobile and the laptop.

In the attached document S3-040123, section 3, possible countermeasures against the attack are
described. 3GGP SA3 discussed these countermeasures, but felt that expertise from the Bluetooth Security
Experts Group was needed in order to make a decision on the countermeasures. It is indicated in the text of
S$3-040123, section 3, where the advice of the Bluetooth SEG is sought in particular.

ACTION:

3GPP SA3 kindly asks the Bluetooth Security Experts Group to comment on the attack described in S3-
040163 and the possible countermeasures described in S3-040123, section 3. Suggestions regarding
countermeasures, which may be known from other uses of Bluetooth and not contained in the attached
documents, are, of course, also very welcome.

Date of Next SA3 Meetings:

SA3#33 10 - 14 May 2004 Beijing
SA3#34 5 —9 July 2004 North America
SA3#35 4 — 8 October 2004 thd
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Abstract

During the SA3-31 meeting in Munich, it was decided that the Bluetooth link between pe-
ripheral devices did not require integrity protection (see section 6.1.1 of [1]). This contribution
indicates that a man-in-the-middle attack may be possible on the bluetooth link in a WLAN in-
terworking environment. The attacker lures the victim to connect to a malicious WLAN access
point. The attack does not require to know the Bluetooth link key. The attacker can repeat this
attack on the same victim many times in any WLAN network. A discussion of countermeasures
against this attack can be found in a companion contribution [2].

1 Introduction

We present an attack against a victim that connects a device, such as a laptop, to a WLAN net-
work and authenticates over Bluetooth using another device, such as a mobile phone, holding a
SIM or a USIM card [3]. The mobile is authenticated by an Authentication Server (AS) connected
to the WLAN network by an IP network. The goal of the attack is to connect the victim laptop to a
fake WLAN Access Point (AP). This is achieved by a man-in-the-middle attack on the Bluetooth
link between the laptop and the mobile station. The attacker has a device able to receive Blue-
tooth packets in promiscuous mode and send forged ones to the mobile and the laptop of the
victim, as shown in Figure 1.
We make the following further assumptions about the attack:

e The laptop is the Bluetooth slave. We suppose for simplicity that the mobile station is the
master and the laptop is the slave of the Bluetooth link. This assumption can be relaxed
if the master and slave are allowed to switch their role. The attacker device acting as the
man-in-the-middle could force a master-slave switch.

e The mobile is the last Bluetooth verifier. We suppose for simplicity that the mobile sta-
tion is the last of the two devices to initiate a Bluetooth authentication procedure. This
assumption can be relaxed if the laptop allows the mobile to initiate an authentication after
a successful mutual authentication.

e Authentication is terminated in the mobile. The mobile and the AS implement the EAP-
AKA authentication method [4]. The attack does not work for EAP-SIM [5]. Both the mobile
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Figure 1: Elements of the attack: the laptop requires access to an IP based service through the
network WLAN infrastructure. Authentication is provided by the mobile that is linked to the laptop
by Bluetooth. Authorisation is provided by an authentication server that communicates with the
WLAN access point over an IP based network. The attacker requires two devices: a Bluetooth
device that intercepts the communication between the victim mobile and the laptop and a WLAN
access point.

and the AS derive two keys: a master key from the UMTS ciphering and integrity keys [4],
and a Master Session Key (MSK) from the master key [6].

e Some access points can be compromised. We suppose the attacker can compromise
at least one access point to obtain the MSK. This is perhaps the strongest assumption.
However, some access points have shown recently to leak some keying information [7].
Furthermore, many access points have still low physical security and could be tampered
with.

The MSK is used as the ciphering key for the WLAN link. The MSK is transmitted by the AS
to the WLAN Access Point (AP) using an AAA protocol such as RADIUS [3]. We assume the
communication between the AS and the AP is properly protected using TLS or IPSec. The
mobile transmits the MSK to the laptop using an unspecified protocol over Bluetooth.

This document does not discusses countermeasures to this attack. Such discussion can be
found in a companion document [2].

We describe the attack in Section 2 and discuss why it works in Section 3.

2 The attack

We suppose initially that the mobile and the laptop are already Bluetooth paired and have derived
a Bluetooth link key K that is semi-permanent. The attacker does not know K.

We divide the attack in two phases. The first phase allows the attacker to passively record
the Bluetooth session during which the victim mobile sends the MSK to the victim laptop. The
attacker also obtains the MSK by compromising the access point used by the victim. In the
second phase, the attacker forces the laptop to use the compromised MSK by replaying the
session recorded during the first phase. As a result, the victim laptop connects — without being
aware of it — to the attacker’s access point that uses the compromised MSK. The attacker can
repeat the second phase of the attack on the same victim many times in any WLAN network. We
now describe both phases of the attack in more details.

2.1 Recording the Bluetooth session

We describe the session that the attacker records on the Bluetooth link between the victim mobile
and laptop. Initially, the mobile and the laptop of the victim mutually authenticate each other using
the Bluetooth Link Management Protocol (LMP), as shown in Figure 2. The laptop sends a LMP
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Figure 2: First phase of the attack: the attacker records the Bluetooth packets between the victim
mobile and laptop. The packets captured must include the authentication, the encryption com-
mand and the encrypted communication of the Master Session Key (MSK). Encrypted messages

are shown as dashed lines. The attacker also obtains the MSK by compromising the access point
used by the victim.



au_rand message with a challenge RANDL1 to the mobile. The mobile computes the response
RES1 and sends it back to the mobile using a LMP sres message. Similarly the mobile authenti-
cates the laptop sending the challenge RAND2 and verifying the received response RES2. Then
the mobile (the master) initiates the Bluetooth encryption by sending a LMP start_encryption that
carries a random number EN_RAND.

Then the mobile station and the AS mutually authenticate using EAP authentication. The
mobile sends a EAP identity_resp message to the AS that indicates the identity IMSI of the card
held by the mobile. The AS sends back a EAP AKA_challenge_req message to the mobile with
an AKA challenge RAND and a network authentication token AUTN. The mobile station verifies
the authentication token, computes a response RES and sends it back to the AS using the EAP
AKA _challenge_resp message.

Finally, the mobile and the AS compute the session key MSK. The MSK is transmitted by the
AS to the WLAN Access Point (AP) in a RADIUS access_accept message. The mobile transmits
the MSK to the laptop using an unspecified message encrypted by Bluetooth. The laptop and
the AP then exchange data encrypted using MSK over the WLAN link.

2.2 Replaying the Bluetooth session

We now describe how the attacker can replay the recorded session to force the laptop to reuse
the compromised MSK. Initially, the attacker and the laptop of the victim mutually authenticate
each other as shown in Figure 3. The laptop first sends a new challenge RAND3 to the attacker
that forwards it to the mobile. The mobile computes the response RES3, sends it to the attacker
that forwards it to the laptop. The attacker then sends the challenge RAND2 recorded during
the first phase to the laptop and receives the response RES2. The attacker starts the Bluetooth
encryption using the same challenge EN_RAND recorded during the first phase. The attacker
then replays the EAP authentication sequence that the laptop simply forwards to the WLAN AP
controlled by the attacker. The EAP messages are not forwarded by the attacker AP. Finally,
the attacker sends to the laptop the message containing the compromised MSK recorded during
the first phase and Bluetooth encrypted. The victim sends encrypted data to the attacker WLAN
thinking being connected to a legitimate network.

3 Why it works

This attack is based on the fact that Bluetooth does not provide a way to verify the integrity
and freshness of messages. We now show that the attacker can replay Bluetooth encrypted
messages. During the Bluetooth mutual authentication, the laptop sends a Bluetooth challenge
RANDL1 to the mobile that answers with the Bluetooth response RES1. Upon the reception of the
response, the laptop and mobile compute the Authentication Ciphering Offset (ACO) as follows:

ACO = E; (K, RAND1, ADDzpi0p)

where ADDap10p is the address of the Bluetooth adapter in the laptop and E; is a hash function
specified in [8]. The mobile then sends a challenge RAND2 to the laptop that sends back a
response RES2 to the mobile. Both the mobile and laptop recompute ACO using the RAND2
parameter as specified in [8].

Then the mobile sends an encryption command to the laptop indicating a random number
EN_RAND. This number is used to compute the value of the Bluetooth K'C as follows:

KC = E3(K,EN_RAND, ACO)
where E; is specified in [8]. Finally, the ciphering keystream Kjpner is generated using the follow-

ing equation:
Kcipher = Ey(KC,CLK ys,ADDys)
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Figure 3: Second phase of the attack: the attacker replays the Bluetooth traffic to the victim laptop.
The attacker acts also as a false laptop since mutual authentication is used on the Bluetooth link.
The victim laptop connects to the attacker access point without being aware of it. The attacker
can repeat this phase of the attack on the same victim many times in any WLAN network.



where CLK ys, ADDys are the master clock and the address of the Bluetooth adapter of the
mobile and Ej is specified in [8].

The Kipher does not depend on any random number generated by the laptop. Therefore the
attacker device can replay the sequence of Bluetooth encrypted messages to the laptop.
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Abstract

Eric Gauthier presented an attack [ S3-040163] on the UE functionality split scenario as specified in TS 33.234 v100,
section 4.2.4, which was briefly discussed on the SA3 mailing list between this and the last SA3 meeting. It is shown in
[S3-040163] that an attacker who was able to compromise an EAP master session key MSK once can impersonate a
WLAN AP an indefinite number of times. In [S3-040163], only the case was discussed where the mobile terminates
EAP, derives the MK and transfers it to the laptop. This contribution shows that the attack also works with different
ways of splitting the functionality between mobile and laptop. The contribution also discusses a number of
countermeasures. It is further proposed to forward [ S3-040163] and this contribution to the Bluetooth security group
for comment.

The following familiar figure depicts a WLAN_UE functional split scenario:

Local interface

D)

The mobile phone (the “card holding device”) on the left holds the UICC or SIM (the “card”) and the laptop holds the
WLAN card.

The reader isreferred to [ S3-040163] for a description of the attack (provided in the same zip.file as this contribution).

Abbreviation: BT = Bluetooth

1. Consideration of alternative functionality splits

We discuss now whether it makes a difference for the attack which key material is derived in the mobile and transferred
to the laptop over Bluetooth.

We briefly recap the key hierarchy: the top level keys are the GSM session keys Kc1, Kc2, ... for EAP-SIM and the
UMTS session keys CK, IK for EAP-AKA. From these, the EAP master key MK is derived. For EAP-SIM thereis
further random input from the EAP client to the derivation of MK, for EAP-AKA thereis no further random input to the
derivation of MK. (The reason isthat, for EAP-SIM, the EAP client needs to provide the replay protection in the EAP
authentication asit is not there in GSM, for EAP-AKA the USIM provides the replay protection in the EAP
authentication.) From this point on, EAP-SIM and EAP-AKA proceed in the same way. A master session key MSK as
well as further keys K_encr and K_aut used to encrypt and integrity-protect EAP messages are derived from MK in a
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deterministic way. MSK is sent from the EAP server to the WLAN AP, while K_encr and K_aut remain in the EAP
server. The MSK is used in a deterministic way to obtain the pairwise master key PMK from which the WLAN link
layer keys are derived.

Case 1: theentire EAP client islocated on the mobile, MSK istransferred over BT (same as adternative 2 in S3-
030747): in this alternative all EAP messages are transferred over the BT. This case was discussed in [S3-040163], the
attack works as shown in [S3-040163].

Case 2: EAP-AKA, the EAP client is split over mobile and laptop, MK istransferred over BT (same as alternative
3in S3-030747): in this alternative only the parameters needed to derive MK (UMTS challenge, EAP identity) are
transferred from the laptop over the BT link, the EAP messages are handled in the laptop otherwise. This case was not
discussed in [S3-040163], but the attack worksin precisely the same way as shown in [S3-040163]. The reason is that

- theattacker, when impersonating the mobile, can force the laptop to use the same MK repeatedly by replaying the
same encrypted data sequence over Bluetooth, as the laptop has no way of telling whether the MK is fresh.

- theattacker, when impersonating the EAP server, can replay the same EAP messages towards the Iaptop, as they
do not contain any session dependent variable parameters. In particular, the MAC computed using K_aut on the
message “ EAP-Request/AKA-Challenge” can be replayed;

- thederivation of the keys MSK, K_encr and K_aut from MK is deterministic.

Case2': EAP-SIM, the EAP client is split over mobile and laptop, MK istransferred over BT (same as alternative
3in S3-030747): in this alternative only the parameters needed to derive MK (GSM challenges, EAP identity,
NONCE_MT, Version List, Selected Version) are transferred from the laptop over the BT link, the EAP messages are
handled in the laptop otherwise. For this case, the attack does not work. The reason is that the laptop generates a nonce
NONCE_MT and sendsit to the EAP server. The message “ EAP-Request/SIM/Challenge”, which is sent from the EAP
server to the EAP client on the laptop, contains a MAC which is computed also over NONCE_MT. Consequently, the
MAC needsto be different for each protocol run and cannot be replayed, and the attacker will not be ableto
successfully impersonate the network side.

Case 3: EAP-AKA, the EAP client is split over mobile and laptop, CK, IK istransferred over BT (sameas
aternative 1 in S3-030747): in this alternative only the parameters needed to derive the UMTS keys CK, IK (UMTS
challenge RAND, AUTN) are transferred from the laptop over the BT link, the EAP messages are handled in the laptop
otherwise. This was not discussed in [S3-040163], but the attack works in the same way as shown in [S3-040163]. The
reason is the same asfor case 2.

Case 3': EAP-SIM, the EAP client is split over mobile and laptop, Kcl, Kc2, ... aretransferred over BT: inthis
alternative only the parameters needed to derive the GSM keysKcl, Kc2, ... (GSM challenges RAND) are transferred
from the laptop over the BT link, the EAP messages are handled in the laptop otherwise. for this case, the attack does
not work. The reason isthe same as for case 2'.

Please note, that, when cases 3 and 3' were considered in the Siemens contribution S3-030747, it was found that these
casesimplied significant security risks as a compromise of the laptop would affect other UMTS and GSM domains as
well.

2. Prerequisites for the attack

Key freshness: from a cryptographic point of view, the attack works when the laptop has no assurance of encryption
key freshness. The BT master always has assurance of encryption key freshness asit contributes a nonce to the
computation of the encryption key at the start of encryption.

BT provides mutual entity authentication and mutual key authentication. Mutual authentication is performed asa
succession of two unilateral authentications. A value ACO is computed as aresult of an authentication. The initiator of
aunilateral authentication inputs a nonce to the computation of ACO, the responder does not. The ACO value from the
authentication performed last is used to derive the encryption key. So, the initiator of the last authentication aso has
assurance of encryption key freshness, aslong asit can be assured to have initiated the last authentication.

Compromise of an M SK: it can, of course, be speculated how likely it isto compromise aWLAN AP and obtain an
MSK from this. Probably, it should not be ruled out. But the main point is that a security protocol which isinsecure
forever in the future if once a session key was compromised is quite weak. So, the effect of the compromise of an AP
reaches far beyond the time the attacker actually controls the AP and the attack does not need to make use of any
legitimate AP.
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EAP keysK_encr and K_aut: please note that it is not necessary for the attacker to obtain these keys. They remain in
the background authentication server and would be much more difficult to compromise.

Bluetooth Clock: the BT clock value isinput to the encryption agorithm, so the attacker needs to reset the BT clock
before replaying a message to the target. This may be not easy to achieve in practice, but please note that the BT master
controlsthe BT clock and can reset it. We assume for the purpose of this contribution that an attacker can achieve this.

3. Countermeasures

1. Change BT baseband specification: the BT encryption key generation could be changed so as to give assurance of
encryption key freshness also to the slave. This could be redlistic at best in the long term as it would required hardware
changes. It is not considered an option for the 3GPP Rel6 or maybe even Rel 7 timeframe.

2. Laptop is master: the attack works only when the laptop is the dave. The attack could be prevented if the laptop
always played the role of master. This would be compatible with the current BT specifications. It is envisaged that an
enhanced version of the SIM Access Profile would be used to transfer data between mobile and laptop over BT. A Role
Control Unit on the laptop would then have to enforce that, for every BT connection over which the enhanced SIM
Access Profileisrun, the laptop isthe BT master. The BT security group should comment on the practicability of this
solution. If practical, it would constitute an easy fix of the problem.

A second reason why the attack would be no longer possible is that the attacker would have no possibility any more to
reset the clock.

3. Laptop initiates last authentication before encryption starts: the laptop need not be the BT master to do that, but
it can only do that for a point-to-point link. Then the laptop could gain assurance of encryption key freshness (cf.
section 2). But an attack could still be possible if an attacker, impersonating the mobile, could initiate yet another
authentication of the laptop, and re-start encryption, just before replaying a message to the laptop. In this way, the
attacker could regain control of the ACO, and, if the attacker was al so the Bluetooth master, of the encryption key. In
order for the laptop to spot this attack, the Bluetooth link layer on the laptop would have to indicate to the application
(e.g. an enhanced SIM access profile) that the mobile had initiated an authentication of the laptop. Would such an
indication be available in Bluetooth systems, as currently specified? Alternatively, alogic implemented at link layer
could take care that an authentication initiated by the mobile is always followed by an authentication initiated by the
laptop. Could the attacker gain an advantage by forcing the use of a master key, and could the laptop prevent this?
Comments from the Bluetooth security group would be appreciated.

4. Modify link key: [BT, vol2, part H, section 3.2.7] describes a procedure to modify an existing link key. Both master
and slave can initiate a modification of the link key. This modification can be performed without repeating the pairing
procedure (unless the link key is a unit key, which is not recommended anyhow). When the link key changes, also any
encryption key derived from it will be different, so no replay of encrypted BT sequences is possible. So, the attack
would be prevented if the laptop initiated a modification of the link key before a transaction using the enhanced SIM
Access Profileis started. Of course, this would introduce a delay in the 3G-WLAN authentication procedure. The BT
security group could perhaps assist here in indicating the order of magnitude of the delay caused by a modification of
the link key. It would also be useful to know if an interface was available for the application to trigger a modification of
thelink key.

If the delay in modifying the link key is significant then one solution would be to update the link key immediately after
the transaction with the (U)SIM. A disadvantage doing the link key update immediately after the 3G-WLAN
authentication procedure is that the attacker could block the link key update that happensimmediately after the 3G-
WLAN authentication. To prevent this, the laptop would have to remember to update the link keys before the 3G-
WLAN authentication in the case that the Bluetooth link was blocked after the previous 3G-WLAN authentication. This
may add some undesirable complexity to the implementation. | should be mentioned that regular link key update
prevents also other attacks. In fact, the SIM access profile recommends that, for security reasons, the link key is updated
every timethe profileis accessed.

5. Integrity by BT encryption and keyless hash function: assume that the laptop includes anonce in every reguest to
the mobile over the encrypted BT link, and the mobile applies a keyless hash function (e.g. SHA-1) to the key materia
and the nonce and sends the key material (e.g. the MK) and the hash back over the encrypted BT link. Thiswould
thwart the attack under the assumptions made in [S3-040163]. This solution would have the advantage that there are no
requirements on the BT baseband, the solution could be realised entirely as part of the application protocol between the
laptop and the mobile (an enhanced SIM access profile). It would also come with a moderate computational and no key
management cost.

Weakness: it should be noted that the method is susceptible to known plaintext attacks. Whenever a pair of key material
and nonce becomes known to the attacker the attacker can decrypt future nonces sent by the laptop and compute the
correct hash. Then the attack in [S3-040163] can be performed as described there. However note also that, for the
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attacker to recover the plaintext key material and the nonce, he would have to break the BT cipher, or compromise the
laptop. But if the key material and nonce on the laptop was compromised then perhaps also the BT link key could be
compromised.

6. Integrity by message authentication code: integrity with replay protection could be specified as part of an
enhanced SIM access profile using message authentication codes and sequence numbers or nonces for replay protection.
The most difficult part hereis expected to be the key management for the MAC. The keys could be either derived from
the BT link layer keys (would an interface be avail able to use these keys?), or new keys would be used. But then a new
key establishment procedure for these MAC keys would be needed, similar to the BT pairing procedure.

Conclusion

This contribution contains remarks on the scope of the attack in [ S3-040163] and discusses a number of possible
countermeasures. No recommendation for one of these countermeasures is made here, asit isfelt that more study and
input from the BT security group is needed. Which countermeasure should be preferred depends, among other criteria,
on BT performance and implementation issues, and on the threat model (compromise of |aptop).
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