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Reason for change: 3 Table 6.11 in 3GPP TS 33.108 gives the “initiator” as parameter for the PDP
Context Modification CONTINUE Record and gives the following description:
“Provide to indicate whether the PDP context activation is network-initiated,
intercept-subject-initiated, or not available.”.

This is not according to 3GPP TS 33.107 in which (see Table 2 in §7.3.2) the
session initiator is defined as the initiator of the PDP Context activation,
deactivation or modification request either the network or the 3G MS”.

This is also a misalignment inside TS 33.108 itself, because table 6.2 gives for
initiator the following description:

” This field indicates whether the PDP context activation, deactivation, or
modification is MS directed or network initiated.”

While the PDP context activation initiator is communicated to LEMF in the
BEGIN record, according to the current text in TS 33.108, the PDP context
modification initiator is not communicated to LEMF. This problem affects also a
comment in ASN.1 notation.

Summary of change: 3 The PDP context Modification CONTINUE record shall indicate in the “initiator”
parameter whether the PDP context Modification (and not activation) is network
initiated, intercept-subject-initiated, or not available.

Consequences if ¥ LEMF would not get correct information about initiator of PDP context
not approved: modification.
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Clauses affected: ¥ 6.5.1.3 (Table 6.11), Annex B.3.
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Other comments: 23
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*** FIRST MODIFICATION ***

6.5.1.3 CONTINUE record information
The CONTINUE record is used to convey events during an active packet-data communication PDP Context.
The CONTINUE record shall be triggered when:

- Anactive PDP context is modified;

- during the inter-SGSN RAU, when target has got at least one PDP context active, the PLMN does not change
and the triggering event information is available at the DF/MF.

In order to enable the LEMF to correlate the informations on HI3, anew correlation number shall not be generated
within CONTINUE record.

Table 6.11: PDP Context Modification CONTINUE Record

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
observed PDP address C The observed address after modification

Provide to identify the:

- static address requested by the intercept subject's MS, and
allocated by the Network for a successful PDP context activation.

- address allocated dynamically by the network to the intercept
subject MS in association with a PDP context activation (i.e.,
address is sent by the Network in an Activate PDP Context Accept)
for a successful PDP context activation procedure when the PDP
Context activation request does not contain a static PDP address.

- address offered by the network in association with a network-
initiated PDP context activation request when the intercept subject's
MS accepts the network-initiated PDP context activation request.

event type C Provide the PDP Context Modification event type.
event date M Provide the date and time the event is detected.
event time

access point name C Provide to identify the:

- packet data network to which the intercept subject requested to be
connected when the intercept subject's MS is successful at
performing a PDP context activation procedure (MS to Network).

- access point of the packet data network that requested to be
connected to the MS when the intercept subject's MS accepts a
network-initiated PDP context activation (Network to MS).

PDP type C Provide to describe the PDP type of the observed PDP address. The

PDP Type defines the end user protocol to be used between the

external packet data network and the MS.

Provide to indicate whether the PDP context activation-maodification is

network-initiated, intercept-subject-initiated, or not available.

Shall be provided.

Provide to uniquely identify the PDP context delivered to the LEMF

used to correlate IRI records with CC.

Shall be provided.

Provide, when authorized, to identify location information for the

intercept subject's MS.

Provide to identify the QOS parameters.

initiator

network identifier
correlation number

lawful intercept identifier
location information

O O oK o

umts QOS
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Table 6.11a: Start Of Interception (with PDP Context Active) CONTINUE Record (optional)

Parameter MOC Description/Conditions
observed MSISDN
observed IMSI C Provide at least one and others when available.
observed IMEI
observed PDP address C Provide to identify the:

- static address requested by the intercept subject's MS, and
allocated by the Network for a successful PDP context activation.

- address allocated dynamically by the network to the intercept
subject MS in association with a PDP context activation (i.e.,
address is sent by the Network in an Activate PDP Context Accept)
for a successful PDP context activation procedure when the PDP
Context activation request does not contain a static PDP address.

- address offered by the network in association with a network-
initiated PDP context activation request when the intercept subject's
MS accepts the network-initiated PDP context activation request.

event type C Provide the Continue interception with active PDP event type.
event date M Provide the date and time the event is detected.

event time

access point name C Provide to identify the:

- packet data network to which the intercept subject requested to be
connected when the intercept subject's MS is successful at
performing a PDP context activation procedure (MS to Network).

- access point of the packet data network that requested to be
connected to the MS when the intercept subject's MS accepts a
network-initiated PDP context activation (Network to MS).

PDP type C Provide to describe the PDP type of the observed PDP address. The
PDP Type defines the end user protocol to be used between the
external packet data network and the MS.

network identifier M Shall be provided.

correlation number C Provide to uniquely identify the PDP context delivered to the LEMF
used to correlate IRI records with CC.

lawful intercept identifier M Shall be provided.

location information C Provide, when authorized, to identify location information for the
intercept subject's MS.

QOS C Provide to identify the QOS parameters.

*** NEXT MODIFICATION ***

B.3 Intercept related information (HI2)

Declaration of ROSE operation umts-sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery
mechanism, data umtsl Rl Content must be considered.
ASNL1 description of IRI (HI2 interface)

Unt sHI 20perations {itu-t(0) identified-organization(4) etsi(0) securityDomai n(2) |awfulintercept(2)
threeGPP(4) hi2(1) version-1(1)}

DEFINITIONS | MPLICI T TAGS :: =

BEG N

I MPORTS

OPERATI ON,
ERROR
FROM Renot e- Oper at i ons- | nf or nat i on- Cbj ect s
{joint-iso-itu-t(2) renote-operations(4) informationObjects(5) versionl(0)}

CR page 4




3GPP TS aa.bbb vX.Y.Z (YYYY-MM)

CR page 5

Lawf ul I nterceptionldentifier,
Ti meSt anp,

Net wor k- | denti fi er,

Nat i onal - Par anet er s,

Dat aNodeAddr ess,

| PAddr ess,

| P-val ue,

X25Addr ess

FROM HI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
lawful I ntercept(2) hi2(1) version3(3)}; -- TS 101 671 Edition 3

-- Object ldentifier Definitions

-- Security Domainld
I awf ul I nt er cept Donai nl d OBJECT I DENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securitybDomain(2) lawful I ntercept(2)}

-- Security Subdomains
t hr eeGPPSUBDonai nl d OBJECT | DENTI FI ER :: = {l awful | ntercept Donai nl d t hreeGPP(4)}
hi 2Domai nld OBJECT | DENTI FIER  ::= {threeGPPSUBDonai nld hi 2(1) version-1(1)}

unt s-sendi ng-of - IRl OPERATION :: =

ARGUVENT Unt s| Rl Cont ent
ERRORS { OperationErrors }
CODE gl obal : {t hreeGPPSUBDornai nl d hi 2(1) opcode(1)}

-- Class 2 operation . The timer shall be set to a value between 3 s and 240 s.
-- The tiner.default value is 60s.

-- NOTE The same note as for H nanagenent operation applies.

Unt sl Rl Cont ent 1= CHA CE

{
i Rl - Begi n-record [1] IR -Paraneters, -- include at |east one optional paraneter
i Rl - End-record [2] IRl -Paraneters,
i Rl - Continue-record [3] IRI-Paraneters, -- include at |east one optional paraneter
i Rl - Report-record [4] IR -Paraneters -- include at |east one optional paraneter

}

unknown- ver si on ERROR ::= { CODE | ocal : 0}

m ssi ng- par anet er ERROR ::= { CODE | ocal : 1}

unknown- par anet er - val ue ERROR ::= { CODE | ocal : 2}

unknown- par anet er ERROR ::= { CODE | ocal : 3}

OperationErrors ERROR :: =

{
unknown- ver si on |
m ssi ng- par aneter |
unknown- par anet er - val ue |
unknown- par anet er
-- This values may be sent by the LEMF, when an operation or a paranmeter is m sunderstood.
I RI - Par anet ers 11 = SEQUENCE
{
hi 2Domai nl d [0] OBJECT IDENTIFIER -- 3GPP H 2 domain
i Rl version [ 23] ENUMERATED

version2(2),

} OPTI ONAL,
-- if not present, it means version 1 is handl ed
| awful I nterceptionldentifier [1] Lawful Interceptionldentifier,
-- This identifier is associated to the target.
ti meStanp [3] TimeStanp,
-- date and tinme of the event triggering the report.)
initiator [4] ENUMERATED
not - Avai | abl e (0),

originating-Target (1),

-- in case of GPRS, this indicates that the PDP context activation, nodification

-- or deactivation is M requested
term nating-Target (2),
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-- in case of GPRS, this indicates that the PDP context activation, nodification or
-- deactivation is network initiated

}. d’TI ONAL,
| ocati onOf TheTar get [8] Location OPTI ONAL,
-- location of the target subscriber
partyl nformation [9] SET SIZE (1..10) OF Partylnformati on OPTI ONAL,

-- This paraneter provides the concerned party, the identiy(ies) of the party
--)and all the information provided by the party.

servi ceCent er Addr ess [13] Partylnformati on OPTI ONAL,
-- e.g. in case of SM5 nessage this paraneter provi des the address of the rel evant
-- server within the calling (if server is originating) or called (if server is
-- termnating) party address paraneters
sMS [14] SMs-report OPTI ONAL,
-- this paranmeter provides the SM5 content and associ ated information

nati onal - Paraneters [16] National - Paranet ers OPTI ONAL,
gPRSCor r el ati onNunber [18] GPRSCorrel ati onNunmber OPTI ONAL,
gPRSevent [20] GPRSEvent OPTI ONAL,

-- This information is used to provide particular action of the target
-- such as attach/detach

sgsnAddr ess [21] Dat aNodeAddress OPTI ONAL,
gPRSOper ati onError Code [22] GPRSOperati onError Code OPTI ONAL,
ggsnAddr ess [ 24] Dat aNodeAddr ess OPTI ONAL,

qCs [25] UntsQos OPTI ONAL,

net wor kl denti fier [26] Network-ldentifier OPTI ONAL,

sMBOri gi nati ngAddr ess [27] Dat aNodeAddr ess OPTI ONAL,
sMSTer m nat i ngAddr ess [ 28] Dat aNodeAddr ess OPTI ONAL,

i MSevent [29] | Msevent OPTI ONAL,
sl PMessage [30] OCTET STRING OPTI ONAL,
ser vi ngSGSN- nunber [31] OCTET STRING (Sl ZE (1..20)) OPTI ONAL,
servi ngSGSN- addr ess [32] OCTET STRING (S| ZE (5..17)) OPTI ONAL,
-- Octets are coded according to 3GPP TS 23.003 [ 25]
}
| -- PARAVETERS FORVATS
Partyl nfornation 1= SEQUENCE
{
party-Qualifier [0] ENUMERATED
gPRS- Tar get (3),
} _
partyldentity [1] SEQUENCE
{
i mei [1] OCTET STRING (SI ZE (8)) OPTI ONAL,
-- See MAP format [4]
i MBi [3] OCTET STRING (SIZE (3..8)) OPTI ONAL,
-- See MAP format [4] International Mobile
-- Station ldentity E. 212 nunber beginning with Mbile Country Code
ms| SDN [6] OCTET STRING (SIZE (1..9)) OPTI ONAL,
-- IMSI SDN of the target, encoded in the same format as the AddressString
-- paraneters defined in MAP format document ref [4], § 14.7.8
e164- For mat [7] OCTET STRI NG (SIZE (1 .. 25)) OPTI ONAL,
-- E164 address of the node in international format. Coded in the same format as
-- the calling party nunber paraneter of the | SUP (paranmeter part:[5])
si p-url [8] OCTET STRI NG OPTI ONAL,
-- See RFC 2543
b
servi ces-Dat a- I nformation [4] Services-Data-Informati on OPTI ONAL,
-- This paraneter is used to transmt all the information concerning the
-- conplenmentary informati on associated to the basic data call
}
| Location ;= SEQUENCE
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t gl obal Cel | | D [2] GobalCelllD OPTI ONAL,
--see MAP format (see [4])
rAl [4] Rai OPTI ONAL,
-- the Routeing Area ldentifier is coded in accordance with the § 10.5.5.15 of
-- docurent ref [9] without the Routing Area Identification IEl (only the
-- last 6 octets are used)
gsnlocation [5] GSM.ocation OPTI ONAL,
unt sLocati on [6] UMISLocati on OPTI ONAL,
sAl [7] Sai OPTI ONAL,
-- format: PLM\-ID 3 octets (no. 1 — 3)
-- LAC 2 octets (no. 4 — 5)
-- SAC 2 octets (no. 6 — 7)
-- (according to 3GPP TS 25.413)
}

Q obal Cel | 1D OCTET STRING (SIZE (5..7))

Rai = OCTET STRING (SI ZE (6))
Sai = OCTET STRING (Sl ZE (7))
GSM.ocat i on ::= CHO CE
{
geoCoordi nates [1] SEQUENCE
latitude [1] PrintableString (SIZE(7..10)),
-- format : XDDMMSS. SS
| ongi t ude [2] PrintableString (SIZE(8..11)),
-- format : XDDDMMVSBS. SS
mapDat um [3] MapDat um DEFAULT wGS84,
b
-- format : XDDDMMVSBS. SS
-- X : N(orth), S(outh), E(ast), West)
-- DD or DDD : degrees (nuneric characters)
-- M : minutes (nuneric characters)
-- SS. SS . seconds, the second part (.SS) is optionnal
-- Exanple :
-- latitude short form N502312
-- I ongitude long form E1122312. 18
ut mCoor di nates [2] SEQUENCE
ut m East [1] PrintableString (SIZE(10)),
utm North [2] PrintableString (Sl ZE(7)),
-- exanple utm East 3200439955
-- utmNorth 5540736
mapDat um [3] MapDatum DEFAULT wGS84,
b
ut nRef Coor di nat es [ 3] SEQUENCE
utnref-string PrintableString (SIZE(13)),
mapDat um MapDat um DEFAULT wGS84,
b
-- exanple 32UPU91294045
WGS84Coor di nat es [4] OCTET STRING (Sl ZE(7..10))
-- format is as defined in GSM 03. 32; pol ygon type of shape is not all owed.
}
MapDat um : : = ENUMERATED
wGS84,
wGS72,
eD50, -- European Datum 50
}
UMTSLocation ::= CHO CE {
poi nt [1] GA-Poi nt,
poi nt Wt hUnCertainty [2] GA-PointWthUnCertainty,
pol ygon [3] GA-Pol ygon
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Geogr aphi cal Coordi nates ::= SEQUENCE {
latitudeSi gn ENUMERATED { north, south },
| atitude | NTEGER ( 0. . 8388607),
| ongi t ude I NTEGER ( - 8388608. . 8388607) ,
}
GA- Poi nt ::= SEQUENCE {
geogr aphi cal Coor di nat es Geogr aphi cal Coor di nat es,
}
GA- Poi nt Wt hUnCertainty ::=SEQUENCE {
geogr aphi cal Coor di nat es Geogr aphi cal Coor di nat es,
uncert ai nt yCode I NTEGER (0. .127)
}
[ maxNr O Poi nt s INTEGER ::= 15
GA- Pol ygon ::= SEQUENCE (Sl ZE (1..maxNrOf Points)) OF
SEQUENCE {
geogr aphi cal Coor di nat es Geogr aphi cal Coor di nat es,
}
SMS-report 11 = SEQUENCE
sMs- Content s [3] SEQUENCE
{
sms-initiator [1] ENUMERATED -- party which sent the SM
tar get (0),
server (1),
undefined-party (2),
b
transfer-status [2] ENUMERATED
{
succeed-transfer (0), -- the transfer of the SMS nmessage succeeds
not - succeed-transfer (1),
undef i ned (2),
} OPTI ONAL,
ot her - message [3] ENUMERATED -- in case of terminating call, indicates if
-- the server will send other SMS
{
yes (0,
no (1),
undef i ned (2),
} OPTI ONAL,
cont ent [4] OCTET STRING (SIZE (1 .. 270)) OPTI ONAL,
-- Encoded in the format defined for the SM5 nobile
}
}
| GPRSCorrel ati onNunber ::= OCTET STRING (Sl ZE(8. . 20))
GPRSEvent ::= ENUMERATED
{
pDPCont ext Acti vati on (1),
start Of I nt ercepti onWt hPDPCont ext Active (2),
pDPCont ext Deacti vati on (4),
gPRSAt t ach (5),
gPRSDet ach (6),
| ocati onl nf oUpdat e (10),
sMS (11),
pDPCont ext Modi fi cati on (13),

servi ngSystem (14),

-- see ref [10]
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| MSevent ::= ENUVERATED

sl Pmessage (1),

}
Servi ces-Data- | nformati on ::= SEQUENCE
gPRS- paraneters [1] GPRS-paraneters OPTI ONAL,
}
GPRS- paraneters ::= SEQUENCE
pDP- addr ess-al | ocat ed-t o-t he-t ar get [1] Dat aNodeAddr ess OPTI ONAL,
aPN [2] OCTET STRING (SIZE(1..100)) OPTI ONAL,
pDP-t ype [3] OCTET STRING (SIZE(2)) OPTI ONAL,
}
GPRSOper at i onError Code ::= OCTET STRI NG (S| ZE(2))
-- refer to standard [9] for val ues(GW cause or SM cause paraneter).
UrtsQos ::= CHO CE
goslu [1] OCTET STRING (Sl ZE(3..11)),
-- The qoslu paranmeter shall be coded in accordance with the 8§ 10.5.6.5 of
-- docurent ref [9] or ref [21] without the Quality of service |El and Length of
-- quality of service |E (only the last 3, or 11 octets are used. That is, first
-- two octets carrying 'Quality of service IElI' and 'Length of quality of service
-- IE shall be excluded).
gqosGn [2] OCTET STRING (Sl ZE(3..254))
-- gosCGn paraneter shall be coded in accordance with § 7.7.34 of document ref [17]
}

END -- OF UrtsHI 2Qperati ons

*** END OF MODIFICATIONS ***
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