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1 Introduction

The BM-SC controls when the high level keys used in a multicast service are to be changed, and BM-SC will send a
“new key available” message to the UE, if this message is send to all UEs, then all UEs may request the new key at the
same time. This contribution suggests a UE requests a new key base on some rulesin order to avoid a high number of
simultaneous requests.

2 Discussion

At the last SA3 meeting ,it was clarified that there are two keys for each multicast services. When the high level keys
used in a multicast service are to be changed, the BM-SC send a“new key available” message to UE. If al UEs receive
the “new key available” message and determine that they don’t have the new key, the UEs will request the new key
from BM-SC. If al UEs request the new key simultaneously, the burden of network is huge. The follow suggestion can
solve this problem.

When the UE join the multicast service, the BM-SC provides some rules to the UE such that subsequent requests for a
new key are made according to the rules.

For exampleE-g. the BM-SC assign atime interval to the UE, and at the end of each time interval, the UE checks
whether it needs to request the new key. If the UE receives a“new key available” message and —the time reaches the
end of the time interval, the UE requests the new key. The time interval may be same to each UE but because the time
that each UE joinsis different-, the start point of the interval is different , so the simultaneous requests are avoided. To.
avoid the complexity in UE, the BM-SC can allocate different delay value to different UE, then the UE just respond to
the “new key available” message after the requested delay time passed.

If it leaves for the UE to determine some ways to avoid the simultaneous Key update, it will not be reliable and add |ots

of complexity to the UE, for example install arandomizer for each UE, it will consume storage and computing resource,




3 Conclusion and proposal:

The basic rule for avoiding the congestion of network in this case is that the BM-SC determine the response rule of the
UEs. When a UE joins the multicast service, the BM-SC gives some-the rulesto UE. The UEs shall requests the new

high level key base on those rules to avoid network congestionwhen-H-needsthe-rew-high-tevel-key-.
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6.2 Key update procedure

Once aUE hasjoined a multicast service, the UE should try to get the high level key that will be used to ‘protect’ the
data transmitted as part of this multicast service. If the UE fails to get hold of this key or receives confirmation that no
updated key is necessary or available at thistime, then, unless the UE has a still-valid, older key, the UE shall leave the
MBMS user service. The UE triesto get the high level key using the second message in the below flow.

The BM-SC controls when the high level keys used in a multicast service are to be changed. The below flow describes
how the high-level key changes are performed.

UE BM-SC

New key available

Request key

Deliver key

A

The first message is sent out by the BM-SC to indicate that new keys are available. It is an optional message in the flow.
If it is sent to all UEs-then-it-needsto-be-ensured-that-al-the UES do-ne es w-key s 3 v-, then the

BM-SC should provide the rules to the UE for subsequent request for the new key when a UE joins a multicast service,
to avoid simultaneous requesting from all the UES. For example, the BM-SC allocates different “request delay time” to
different UEs; when the UES receive the new key available message, they shall send the request key message after the
delay requested by the BM-SC;

The second message is used to request akey. Thisis sent by the UE when it either receives the first message in the flow
and does not have the new key, has just joined a multicasts service and does not have a key for that service or aUE has
received some protected content which it does key that was used to protect the content. If the UE fails to get hold of the
updated key or receive confirmation that no updated key is necessary or available at thistime, then, unless the UE has a
gtill valid older key, the UE shall leave the MBMS service.



After receiving the second message the BM-SC should send out the appropriate key to the UE protected by the relevant
means. Upon successfully receiving the new key, the UE should store this key for later use.

Editor’ s note: MIKEY isbeing considered as the method for carrying keys. Possible optimisations were proposed at
the ad-hoc in Antwerp (S3z030010). One identified issue was the possible need to terminate MIKEY in
the UICC and/or terminal in the combined method. The use of MIKEY relatesto the PTP delivery of a

key
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6.2 Key update procedure

Once a UE has joined amulticast service, the UE should try to get the high level key that will be used to ‘protect’ the
data transmitted as part of this multicast service. If the UE failsto get hold of this key or receives confirmation that no
updated key is necessary or available at thistime, then, unless the UE has a till-valid, older key, the UE shall leave the
MBMS user service. The UE tries to get the high level key using the second message in the below flow.

The BM-SC controls when the high level keys used in a multicast service are to be changed. The below flow describes
how the high-level key changes are performed.

UE BM-SC

New key available

A

Request key

v

Deliver key

A

Thefirst message is sent out by the BM-SC to indicate that new keys are available. It is an optional message in the flow.
If itissent to all UEsther-Hneeds-te-be-ensdred-that-al-the UEs-de-re » N-key-si . v-, then the

BM-SC should provide the rules to the UE for subsequent request for the new key when a UE joins a multicast service,
to avoid simultaneous requesting from all the UEs. For example, the BM-SC allocates different *request delay time” to
different UEs; when the UES receive the new key available message, they shall send the request key message after the
delay requested by the BM-SC;

The second message is used to request akey. Thisis sent by the UE when it either receives the first message in the flow
and does not have the new key, hasjust joined a multicasts service and does not have a key for that service or a UE has
received some protected content which it does key that was used to protect the content. If the UE failsto get hold of the
updated key or receive confirmation that no updated key is necessary or available at thistime, then, unlessthe UE has a
till valid older key, the UE shall leave the MBMSS service.

After receiving the second message the BM-SC should send out the appropriate key to the UE protected by the relevant
means. Upon successfully receiving the new key, the UE should store this key for later use.
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Editor’snote: MIKEY is being considered as the method for carrying keys. Possible optimisations were proposed at
the ad-hoc in Antwerp (S3z030010). One identified issue was the possible need to terminate MIKEY in
the UICC and/or terminal in the combined method. The use of MIKEY relatesto the PTP delivery of a

key
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