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*** BEGIN SET OF CHANGES ***
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***END SET OF CHANGES ***

*** BEGIN SET OF CHANGES ***

5.2 Confidentiality protection

[Editor’s note: This section shall deal with what confidentiality protection that is provided between different nodes
both inter domain, intra domain and the WLAN-UE. It shall justify the selected mechanisms (hop-by-hop
or end-to-end) and protection at different layers)

5.2.1 Confidentiality protection in scenario 2

Fext-to-be-added

Confidentiality protection in the WLAN AN link layer isrequired. The specification of this feature is, however, out of
scope of 3GPP. When the WLAN link layer is according to |EEE 802.11 then the confidentiality protection shall be as
specified in ref. [6].

The home network (AAA server) has to be able to send key material to the WLAN AN, as input for the encryption
procedure, in a confidential and integrity protected way (for detailed requirements cf. [27]).
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5.2.2 Confidentiality protection in scenario 3

It shall be possible to protect the confidentiality of IP packets sent through atunnel between the UE and the PDG.

5.3 Integrity protection

[Editor’s note: This section shall deal with what integrity protection that is provided between different nodes both
inter domain, intra domain and the WLAN-UE. It shall justify the selected mechanisms ( hop-by-hop or
end-to-end) and protection at different layers)

5.3.1 Integrity protection in scenario 2

textto-be-added
Integrity protection in the WLAN AN link layer isrequired. The specification of thisfeatureis, however, out of scope
of 3GPP. When the WLAN link layer is according to |EEE 802.11 then the integrity protection shall be as specified in

ref. [6].

The home network (AAA server) has to be able to send key material to the WLAN AN, as input for the integrity
protection mechanism, in a confidential and integrity protected way (for detailed requirements cf. [27]).

***END SET OF CHANGES ***

*** BEGIN SET OF CHANGES ***

6.2 Confidentiality mechanisms

6.2.1 Confidentiality mechanisms in scenario 2

Textto-be-added

Thelink layer confidentiality mechanisms are outside the scope of 3GPP. When the WLAN link layer is according to
|EEE 802.11 then the confidentiality mechanisms of |EEE 802.11i (ref. [6]) shall be used. It is specified in ref. [4] and
[5] how the key material required for the link layer confidentiality mechanism is obtained from the master session key
MSK. The generation of MSK isdefined in ref. [4] and [5] as well. The use of ref. [4] and [5] in the context of 3GPPis
specified in section 6.1 of this document.

When the key derivation isfinished in the AAA server, the key material will be sent to the WLAN AN viathe Wa and
Wd (in case of roaming) interfaces.

6.2.2 Confidentiality mechanisms in scenario 3

The confidentiality of |P packets sent through atunnel between the UE and the PDG, if required, shall be protected by
I Psec ESP [rfc2406]. A profile for IPsec ESP is defined in section 6.6.
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6.3 Integrity mechanisms

6.3.1 Integrity mechanisms in scenario 2

Fexttobeadded

Thelink layer integrity mechanisms are outside the scope of 3GPP. When the WLAN link layer is according to |IEEE
802.11 then the integrity mechanisms of |IEEE 802.11i (ref. [6]) shall be used. 1t is specified in ref.[4] and [5] how the
key material required for the link layer integrity mechanism is obtained from the master session key MSK. The
generation of MSK isdefined inref. [4] and [5] aswell. The use of ref. [4] and [5] in the context of 3GPP is specified in
section 6.1 of this document.

When the key derivation is finished in the AAA server, the key material will be sent to the WLAN AN viathe Wa and
Wd (in case of roaming) interfaces.

6.3.2 Integrity mechanisms in scenario 3

The integrity of IP packets sent through atunnel between the UE and the PDG shall be protected by IPsec ESP (ref.
[30])fre2408}. A profile for IPsec ESP is defined in section 6.6.
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