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********SECOND SET OF CHANGES**************************************

6 Security mechanisms

6.1 Authentication and authorisation of a user

Editor's note: This section will contain the details of how a user joins a particular Multicast Service.

6.2 Key update procedure

6.2.1 Overview

The multicast data of a specific MBMS service is protected by a symmetric key (Short Term key SK). SK is derived
from ahigh level key (i.e. Broadcast Access key- BAK), which is securely stored in the UICC.

BAK keys are never revealed in clear outside the UICC but are used with the appropriate security functions to derive
the encryption keys SK (see Protection of the transmitted traffic section). BAK keys are common to all the subscribers
of aparticular MBMS bearer service. Hence, for security reasons, they should be renewed quiet often (e.g. once a

month).

BAK keys are distributed to the UICC prior to service by the MBMS keys administrative procedures described in the
following chapter.

MBMS Registration keys (RK) are used to protect BAK delivery to the UICC. RK may be different for each subscriber.

Note: RK provision is out of the scope of this document and may likely be performed at personalization stage or by
remote management.

6.2.1 Administrative procedures

The BMSC isresponsible to update the BAK keys of the UEs which are subscribed to a particular MBMS bearer
service before that the particular updated BAK is used. The mechanisms to perform these key updates are described in
the following subsections distinguishing three different cases. non-roaming case, roaming case and UE initiated key

updates.

Note: These administrative procedure does not apply exclusively to the BAK values but to any MBMS datarelated to a
particular MBMS bearer service which is stored in the UICC (e.g. MBMS ID)

6.2.1.1 Non Roaming Case:

The UICC is provisioned with several MBMS key setsto store BAK keys and several files containing other MBMS
related data (e.g. MBMS |ID, BAK Expiration,...)

For each MBM S key set a Registration key (RK) is provisioned in the UICC.

In_non-roaming case, RK is aways known by the HN.

When the BM SC request aMBMS Administrative Procedure it uses the Remote APDU for (U)SIM Toolkit
applications as defined in [7] and the security mechanisms defined in [6] to perform the MBMS key/file remote
management to the UICC. These security mechanisms provide authentication, message integrity, replay detection,
sequence integrity and message confidentiality.

Editor’s Note: Interfaces between BM SC and UICC is not to be further standardised asit is already done for any
application resident in or behind the 3G.

The following flow shows this procedure:
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Figure 2: Key Administrative procedure to the UICC. Non-roaming case.

6.2.1.2 Roaming case:

This caseis similar to the previous one, but the initiative to perform the key administrative procedure corresponds to a
visited BMSC. In this case, the visited BM SC shall contact the Home BM SC of the subscriber in roaming to perform a
key Management Request on his behalf. Additionally, It is possible that RK that is used for encrypting the BAK values
of the visited BM SC, is not known by the Home Network.

Note: RK used in roaming case may correspond to adifferent key set in the UICC of those used in the non-roaming
case.

Note: The mechanisms to provide RK confidentiality between the Home and Visited PLMNSs is out of the scope of
this specification and may likely involved the presence of a Third Trusted Party.

The Home BM SC may then proceed with the MBMS key M anagement Request as in the previous case, using MBMS
data received by the Visited BMSC. That may include eventually encrypted BAK values and any other attached
information (e.g. MBMS |D, BAK Expiration,...).

Editor’s Note: The exact content of the message between visited and home BM SC is to be standardised by the
corresponding groups of 3GPP

The following data flow shows this procedure:
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Figure 3: Key Administrative procedure to the UICC. Roaming case.

6.2.1.3 UE Initiated Reguest

Once aUE hasjoined a multicast service, the JE-ME shedld-may fail totry-to get the high-low level key (SK) that will
be used to ‘protect’ the data transmitted as part of this multicast service (e.g. the user’s UICC has not a correct BAK
corresponding to this service). The ME may notice this by inspecting the MBM S related filesin the UICC.

Alternatlvelv th|s can be |nd|cated by the UICC once faulmq to derive the SK corresponqu to the M BMS serwce H

i [ vice, The UE gy then trytH&}to
geerequeﬂ aM BM S kev manaqement request to the BM SC (e g. askl ng for anew BAK) the-high-tevel-key-using the

seceneHfirst message in the below flow.

New BAK is
needed

Request Key Administrative Procedure

»
»

Key Administrative Procedure

A
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Figure 42: UE initiated Key Management Reguesthigh-tevel-key-changes

Editor’s Note: It is FFS the list of reasons to be indicated in this request. A non exhaustive list may be the following:

-MBMS |D not subscribed; BAK ID not present; SK_RAND antireplay error;  SK Counter exceeds.

After receiving the second-request key message the BM-SC should send out the appropriate key management

procedure reguest to the UICCE as described in the previous two casespretected-by-the-relevant-means: Upon
successfully receiving the new key, the JE-ME may retry to ask the UICC for the corresponding SK sheuld-store this

key-for-later-use.

If the UE fails to get the key management procedure after some delay, the UE shall |eave this MBMS service or retry
the UE initiated request procedure.

6.32  Protection of the transmitted traffic

The data transmitted to the UEs is protected by a symmetric key (SK) that is shared by the BM-SC and UEsthat are
accesing the MBM S service. The protection of the datais applied by the BM-SC. In order to determine which key was
used to protect the data a eySK_1D isincluded with the protected data. The KeySK_ID will uniquely identify the
high-level key and contain other information needed to calculate the low-level keys. SK_ID is composed of the
following fields (MBMS ID | BAK_ID | SK_RAND) where :
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-MBMS 1D : Identifying the MBMS bearer service.

Editor’s note: Naming to be checked against SA2 discussion for MBMS bearer identifiers

-BAK 1D : Identifying the high level key (BAK) to be used to derive the SK

-SK_RAND: Including additional material to derive SK

Editor’s note: It is FFS the content of SK_RAND e.qg. to provide antireplay protection mechanisms.

NOTE: Including the keySK 1D with the protected data stops the UE trying to decrypt and render content for
which it does not have the correct key.

The flow in figure 53 shows how the protected content is delivered to the UE.

UE BM-SC

KeySK _ID, Protected Content

A

Figure 35: Protected content delivery to the UE

If the ME does not have the low level key SK, identified by the SK_ID, then it shall ask the UICC to retrieve it
using the SK_ID information and the stored high-level key (BAK) corresponding to the MBMS ID and BAK ID

pairs, as shown in the following figure:

uiCcC ME

Retrieve K request
MBMS _ID || BAK_ID|| SK_RAND

Retrieve K response
SK

Figure 6: SK retrieval from the UICC

The UICC will first search the BAK corresponding to the MBMS |ID, BAK ID pair. Then, the UICC computes SK
SK= fuems (BAK || SK_RAND)

Editors Note: Mechanisms for antireplay protection in fygus are FFS.

Editor’ s Note: The exact definition of fysusneeds to be standardised by 3GPP

If the YE-UICC does not have the high level key (BAK) indicated by &eySK_|D, then it shall indicate it to the ME with
a corresponding status conditioned. The UE# should_then fetch the high level key using the methods discussed in the

previous clause.
After using a key to decrypt protected traffic, the UE deletes any older key for this multicast service.

Editor's note: This section may contain several protection methods.
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Editor's note: If SRTP is chosen, the master key identifier can be used to indicate the current MBM S key whichever
key management method is chosen.
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