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Reason for change: ! Further clarifications were needed on the usage of certain profiles. 
  
Summary of change: ! Current TS has an editor’s note that the applicability of certificate profiles such as 

qualified certificate profiles defined by ETSI, and attribute certificate profile 
defined by IETF should be studied further. 
 
There are two qualified certificate profiles defined by IETF (RFC 3039) and by 
ETSI (ETSI TS 101 862). In order to call a certificate qualified both the end entity 
and the CA must follow much stricter requirements on where the private key is 
stored, how the certificate enrollment is protected, and how the certificate is 
used. Generic requirement on certification practices have been defined in EU 
Directive on electronic signatures. If operator follows these requirements then the 
issued subscriber certificates can also be called qualified certificates. 
 
Attribute certificate profile (RFC 3281) is not applicable to subscriber 
certificates because subscriber certificates are based on public key certificates, 
where an indentity is tied to a public key.  Attribute certificate is used to tie an 
identity to a set of attributes. Hence, the attribute certificate profile is out side the 
scope of the SSC TS. 
 
Also other certificate profiles that are based on X.509 certificate profile can be 
used but it is recommended to use the WAP certificate and CRL profile for 
subscriber certificates. 
 
Clarification on certificate request: the certificate request should not be 
mandated to contain any of the attributes listed in section 4.2.6.  
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***** BEGIN CHANGE ***** 

4.2.6 Subscriber Certificate Profile 

Subscriber certificate profile shall be based on WAP Certificate and CRL Profile [7], which in turn is based on profiles 
defined in [6] and [10]. A certificate profile defines the format and semantics of certificates in a specific context. WAP 
Certificate and CRL profiles specification defines four certificate profiles: two user certificate profiles – one  for 
authentication and the other for non-repudiation purposes, server certificate profile for authentication, and authorization 
certificate profile (i.e., CA certificate). Since subscriber certificates are issued to users, and since services need CA 
certificate to validate subscriber certificates, the relevant WAP certificate profiles to be used with subscriber certificate 
profiles are the user certificate profiles, and CA certificate profile. 

Editor’s note: Applicability of other certificate profile specifications, e.g. RFC 3281, ETSI QC profile is FFS. 

IETF’s and ETSI’s Qualified certificate profiles [16,17] may also be used as the subscriber certificate profile if the 
certification practices followed by the certificate issuing operator fulfil all of the requirements stated in [15,16,17]. 

The following certificate extensions shallmay be filled with the information given by the UE in the certification request: 

- Intended certificate usage (i.e., using keyUsage and/or extKeyUsage extensions [7]). 

- Subscriber identities (i.e., subject name field, and possible additional identities defined in the subjectAltName 
extension [7]). Operator CA shall authorize each suggested subscriber identity. 

- Proof of key origin (i.e., keyGenAssertion). Operator CA shall verify the proof of key origin if it is presented. 

NOTE: It is not mandatory for Operator CA to insert these suggested extensions by UE to the certificate. Rather, 
Operator CA shall issue certificates based on its certification policies. It may write a certification practice 
statement (CPS) [4], where it describes the general requirements and steps taken during the certificate 
issuing. 

***** END CHANGE ***** 
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