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2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the
present document.

» References are either specific (identified by date of publication, edition number, version number, etc.)
or non-specific.

» For aspecific reference, subsequent revisions do not apply.

» For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document
(including a GSM document), a non-specific reference implicitly refersto the latest version of that
document in the same Release as the present document.

[<seg>] <doctype> <#>[ ([up to and including]{ yyyy[-mm]|V<&[.b[.c]]>} [onwards])]: “<Title>".
[1] 3GPP TR 41.001: “GSM Release specifications’.

[2] 3GPP TR 21 912 (V3.1.0): “Example 2, using fixed text” .

[3] |[ETF RFC 3546 (2003) “Transport Layer Security (TLS) Extensions”.

[4] |[ETF RFC 2818 (2000) “HTTP Over TLS".
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5.2 Authentication proxy architecture

<include figure y here>

The use of an authentication proxy (AP) isfully compatible with the architecture specified in [TS33.220] and
in section 4 of this specification. When an AP isused in this architecture, the AP takes the role of a NAF.
When an https request is destined towards an application server behind an authentication proxy (AP), the AP
terminates the TLS tunnel and performs UE authentication. The AP proxies the http request to the application
Server.

To access virtual hosts where different servers with different DNS names are co-located on AP, either of the
solutions could be used to identify the host during the handshaking phase:

- Extension of TLSis specifed in RFC 3546 [3]. This RFC supports the UE to indicate a virtual host that it
intends to connect in the very initial TL S handshaking message;

- The other alternative is to issue a multiple-identities certificate for the AP. The certificate will contain
identities of AP as well as each server that rely on AP's proxy function. The verification of this type of
certificate is specified in RFC 2818 [4].

Editor’s notes. The shared-key TL S based authentication does not require server’s certificate, but the
possession of the key for authentication. The procedure is ffs.
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