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1. Introduction

Generic Bootstrapping Architecture (GBA) uses Transaction Identifier (TID) as abinding element that helps UE, BSF
and NAFs to agree on the UE identity and related keying material. This document intends to identify requirements and
open issuesrelated to TID in order to make it useful and secure in GBA.

2. Transaction Identifier

Transaction Identifier (TID) is used as a binding element between BSF, UE, and NAFs to agree on acommon key. The
generic bootstrapping server function (BSF) and the UE mutually authenticates each other by using the AKA protocol.
At this phase, BSF also generated TID that will uniquely identify the created keying material. UE uses TID when it
contacts network application function (NAF) as an identifier. Based on TID, NAF can request corresponding keying
material from BSF.
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Figure 1: TID circulation in GBA

3. Requirements for TID

3.1 Global uniqueness

UE may use TID with any NAF, in any protocol, and in any network (in R6 only in home, but in future releases also in
visited network).

BSF, who generates the TID, does not know the identity of NAF at the time of creation. Also, BSF does not know
which protocol will use the key identifier. Neither will BSF know which network (home or visited) will use TID.

This suggests that TID must be globally unique for al Operators, all UES, all NAFsand al protocols.

Suggested requirement for 33.220:




TID shall be globally unique.

3.2 Suitability for different using protocols

One of the requirements for GBA isthat the keying material must be usable with severa using protocols. TID will be
used as akey identifier, e.q.

» |f the using protocol were HTTP Digest, TID would be placed in the “username” field.

» If the using protocol were shared-key TL S as specified in [shared-key-tls], TID would be placed as a session
identifier.

»  Other potential using protocol, such as |Psec/IKE with shared keys.
The maximum length of the key identifier fields may vary between different protocols.

Suggested requirement for 33.220:

TID shall be usable as a key identifier in protocols used in the Uainterface.

3.3 Co-existence of GBA and non-GBA infrastructures

There are use cases when NAF may want to use GBA and non-GBA based infrastructures at the same time. For
example, a NAF may want to authenticate subscribers both by using normal HTTP Digest authentication (where the
usernames and passwords are distributed using some other mechanism than GBA), and by using GBA based HTTP
Digest. However, it seems that in most tel ecommunication protocols, the server side (i.e. NAF) controls the name space
related to key identifiers (cf. TID). For example, in HT TP authentication, the server issues the usernames, and does not
alow the re-use of already existing usernames. The parallel use of GBA and non-GBA based infrastructures may cause
conflicts on TID namespace. In particular, BSF may assign TID valuesthat NAFs are already using with non-GBA
UEs.

There are at least three ways to solve the problem:

1. The name space in the Uainterface should be divided between GBA and non-GBA clients. NAF should not be
allowed to use the GBA part of the name space with non-GBA clientsin the Ua interface.

2. Uainterface should be restricted for GBA clients only. Co-existence of GBA and non-GBA security should not
be allowed.

3. Develop arecovery mechanism for the cases when the name spaces overlap. For example, the UE could be
ableto figure out if some TID valueisalready in usein the Uainterface. In this case, the UE could re-try a
new TID value. (Note that NAF is not typically able to indicate to the UE that the TID isaready in use
because NAF sees such UE as an attacker!)

Suggested changes to 33.220:

Add an Editors note stating that the TID name space control problem in the Uainterface should be further studied in the
case when both GBA and non-GBA based security is used at the same time.

3.4 Subscriber identity

When GBA isused with ISIM, it is not necessarily clear which subscriber identity isrelated to TID.

In the case of Presence Ut interface, there are severa potential identities, i.e. IMPI and IMPUs. The subscriber may
have several Presence accounts related to same IMPI. TID does not carry enough information on which IMPU the end-
user istrying to use.

There are at least two solutions to the problem:

1. Assuming that the protocol in the Uainterface is able to carry IMPU information to NAF (e.g. in the
XML/XCAP body in the case of Presence Ut interface), it is enough if NAF getsal IMPUs from BSF.
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2. If the protocol in the Uainterface is not able to carry IMPU (e.g. because TID is aready carried in the identity
field, and thereis no room for the other identity, i.e. IMPU, in the protocol), TID should be designed in the
way that it uniquely identifies the subscriber identity that the end-user intends to use with NAF.

Suggested change to 33.220:

Add an Editors note stating that GBA must further specify on how TID isrelated to different identities of the subscriber
(e.g. IMPI, or IMPUs), and how the NAF knows which identity has been authenticated.

3.5 Removing and/or updating security associations

GBA can be used to set-up new “security associations’ between UE and NAF. GBA does not currently specify how
security associations are removed, and/or updated.

Each bootstrapping procedure creates a new T1D value even when the same UE is communicating with the same NAF.
If theintend isjust to update the password in HTTP Digest to a fresh one, for example, this would also mean that the
identity of the end-user would need to be changed. It is not currently clear what happens to the old username and
password in NAF. The same potential problem is also related to the use of GBA with other protocols, such as “shared-
secret-TLS’ as specified in [shared-key-tls]. The use of TID asa TLS session identifier is not possible unlessthe TLS
implementation would be able to remove the old sessions from session cache.

There are at least two solutions to the problem:

1. NAF must be able to distinguish that different TID values are actually related to the same security association.
In thisway, NAF can remove old security associations (or update old ones) when new security associations are
created.

2. Each bootstrapping procedure creates new security association. NAF removes security associations only when
the key lifetime (specified by BSF) expires.

Note that this solution has a general problem for letting the UE create new statesin NAF (DoS attack). Also,
the control of security association removal isoutside NAF, in BSF. This may be a problem if both NAF and
BSF are located in different networks.

Suggested changes to 33.220:

Add an Editors note stating that GBA must further specify on how security associations are removed and/or updated in
NAF.

3.6 Routability

If the NAF islocated in the visited network, TID is most likely the only available identifier that can be used to find the
right BSF. This suggeststhat TID should be routable in AAA infrastructure, i.e. include the domain name of the
subscriber.

Suggested requirement for 33.220:

NAF shall be able to detect the home network of the UE from the Transaction identifier. Home network information
may be used to locate BSF.

3.7 Infeasibility to guess unused TID values

In the current form, BSF does not know if the NAF isreally talking to the UE. The system is based on the assumption
that if the TID isvalid, then keying materia is returned to NAF. If badly behaving NAF is able to guess an unused (but
generated) TID value, it is able to request related keys from BSF. As aresult, the UE is not able to use the next TID and
related key because BSF thinks they are already in use.

Suggested requirement for 33.220:

It should be infeasible to guess the next value of TID for specific UE.

3GPP



4. Conclusion

TID isacore element of GBA. It isimportant that TID is designed in the way that it is both secure, and useful with
severa protocolsin the Uainterface.

It is proposed that SA3 considers adding the following requirement for [33.220]:
e TID shal be globally unique. Different BSFs must not use the same TID values.
* TID shall be usable asakey identifier in protocols used in the Ua interface.

* NAF shal be able to detect the home network of the UE from the Transaction identifier. Home network
information may be used to locate BSF.

* It should beinfeasible to guess the next value of TID for specific UE.
It isalso proposed that SA3 considers adding the following Editors notes to [33.220]:

* Add an Editors note stating that GBA must further specify on how TID isrelated to different identities of the
subscriber (e.g. IMPI, or IMPUs), and how the NAF knows which identity has been authenticated.

» Add an Editors note stating that the TID name space control problem in the Uainterface should be further
studied in the case when both GBA and non-GBA based security is used at the same time.

e Add an Editors note stating that GBA must further specify on how security associations are removed and/or
updated in NAF.
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4.1.7

Requirements on transaction identifier

Transaction identifier shall be used to bind the subscriber identity to the keying material in Ua, Ub and Zn interfaces.

Requirements for transaction identifier are:

Transaction identifier shall be globally unique.

Transaction identifier shall be usable as akey identifier in protocols used in the Ua interface.

NAF shall be able to detect the home network of the UE from the Transaction identifier. Home network

information may be used to locate BSF.

It should be infeasible to guess the next value of transaction identifier for specific UE.

Editor’s note: Relationship between T1D and subscriber identity is ffs.

In the case of Presence Ut interface, there are several potential identities that are relatedto TID, i.e. IMPI and

IMPUs. The subscriber may have several Presence accounts related to same IMPI. TID does not carry
enough information on which IMPU the end-user istrying to use.

Editor’s note: Parallel use of GBA and non-GBA infrastructure is ffs.

There are use cases when NAF may want to use GBA and non-GBA based infrastructures at the same time. For

example, aNAF may want to authenticate subscribers both by using normal HTTP Digest authentication
(where the usernames and passwords are distributed using some other mechanism than GBA), and by
using GBA based HTTP Digest. However, it seems that in most telecommunication protocols, the server
side (i.e. NAF) controls the name space related to key identifiers (cf. TID). For example, in HTTP
authentication, the server issues the usernames, and does not alow the re-use of already existing
usernames. The parallel use of GBA and non-GBA based infrastructures may cause conflictson TID
namespace. |n particular, BSF may assign TID values that NAFs are already using with non-GBA UEs.

Editor’ s note:

GBA must further specify on how security associations are removed and/or updated in NAF. Each bootstrapping

procedure creates anew T1D value even when the same UE is communicating with the same NAF. If the
intend is just to update the password in HTTP Digest to afresh one, for example, this would also mean
that the identity of the end-user would need to be changed. It is not currently clear what happens to the
old username and password in NAF.

*ex End of Change ****
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