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1. Introduction

This contribution informs SA3 about the status of SRTP [1] and MIKEY [2] protocolsin I[ETF.

2. Status of SRTP

SRTP (Secure Real-time Transport Protocol) has been approved by |ESG and has received RFC status although an RFC
number has not been assigned to it

yet.




<client-payload >

UE NAF/BM-SC BSF
>
1. GET/HTTP/ 1.1
<
2. HTTP /1.1 401 Unauthorized
WWW-Authenticate: Digest
realm="3GPP-bootsrapping:www.operator.com”,
3. Generate MBMS gop="auth-int”,
service request nonce="dffe12..2ff7”,
payload and calculate opaque="e23f45..dff2"
digest values
>
4. GET / MBMS-service-request / HTTP / 1.1
Authorization: Digest -
userna[‘nez adf..adf", . Y 5. Authentication Requept
realm="3GPP-bootsrapping:www.operator.com”, identifier=Lsername
gop="auth-int”,
algorithm=MD5, P
H-T H il l
uri=*/ MFMS—serwc?—request/ ' 6. Authentication Respopse
nonce="dffe12..2ff7", Ks. IMSI
nc=00000001, .

cnonce="0a4fee..dd2f",
response="6629..af3e",
opaque="e23f45..dff2",
message

7. Check digest with Ks, check
MBMS authorization, generate
KEK and encrypt MIKEY

A

8. HTTP/ 1.1 200 OK
Content-Type: application/mikey
Authentication-Info:

9. Check digest with Ks,
generate KEK and
decrypt MIKEY message

nextnonce="4ff232dd..dd",
gop="auth-int”,
rspauth="4dd34..55d2”",
cnonce="0a4fee..dd2f",
nc=00000001,

<server-payload = MIKEY: [MBMS-high-level key],g« >

Usage of GBA
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UE NAF/BM-SC BSF

»
|

1. GET/HTTP/1.1

dl
)l
2. HTTP /1.1 401 Unauthorized
WWW-Authenticate: Digest
realm="3GPP-bootsrapping:www.operator.com”,
3. Generate MBMS gop="auth-int”,
service request nonce="dffe12..2ff7",
payload and calculate opaque="e23f45..dff2"
digest values

\ 4

4. GET / MBMS-service-request / HTTP / 1.1

Authorization: Digest
username="adf..adf",
realm="3GPP-bootsrapping:www.operator.com”,

»

Ll
5. Authentication Requep
identifier=username

—

gop="auth-int”,
algorithm=MD5,

uri="/ MBMS-service-request/”,
nonce="dffe12..2ff7",

>

l
6. Authentication Respopse

nc=00000001, Ks
cnonce="0a4fee..dd2f", 7. Check digest with Ks, check
response="6629..af3e”, MBMS authorization, generate
opaque="e23f45..dff2", KEK and encrypt MIKEY
<client-payload > message
<
8. HTTP/ 1.1 200 OK
Content-Type: application/mikey
Authentication-Info:
nextnonce="4ff232dd..dd",
9. Check digest with Ks, gop="auth-int”,
generate KEK and rspauth="4dd34..55d2",
decrypt MIKEY message cnonce="0a4fee..dd2f",
| nc=00000001,

<server-payload = MIKEY: [MBMS-high-level keyl, g, >
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1. GET/HTTP/1.1

A

3. Generate MBMS
service request
payload and calculate
digest values

2. HTTP /1.1 401 Unauthorized
WWW-Authenticate: Digest
realm="3GPP-bootsrapping:www.operator.com”,

gop="auth-int”,
nonce="dffe12..2ff7”,
opaque="e23f45..dff2"

\ 4

4. GET / MBMS-service-request / HTTP / 1.1
Authorization: Digest

username="adf..adf”,

realm="3GPP-bootsrapping:www.operator.com”,

BSF

»

Ll
5. Authentication Requep
identifier=username

=3

gop="auth-int”,
algorithm=MD5,

uri="/ MBMS-service-request/”,

nonce="dffe12..2ff7",
nc=00000001,
cnonce="0a4fee..dd2f",
response="6629..af3e",
opaque="e23f45..dff2",

<client-payload >

>

Ks, IMSI

al
6. Authentication Respohse

7. Check digest with Ks, check
MBMS authorization, generate
KEK and encrypt MIKEY
message

A

9. Check digest with Ks,
generate KEK and
decrypt MIKEY message

<server-payload = MIKEY: [MBMS-high-level key],g« >

8. HTTP/ 1.1 200 OK
Content-Type: application/mikey
Authentication-Info:

nextnonce="4ff232dd..dd",
gop="auth-int”,
rspauth="4dd34..55d2”",
cnonce="0a4fee..dd2f",
nc=00000001,
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UE NAF/BM-SC BSF

1. GET/HTTP/ 1.1

dl
)l
2. HTTP /1.1 401 Unauthorized
WWW-Authenticate: Digest
realm="3GPP-bootsrapping:www.operator.com”,
3. Generate MBMS gop="auth-int”,
service request nonce="dffe12..2ff7",
payload and calculate opaque="e23f45..dff2”
digest values

4. GET / MBMS-service-request / HTTP / 1.1

Authorization: Digest
username="adf..adf”,
realm="3GPP-bootsrapping:www.operator.com”,

»

Ll
5. Authentication Requep!
identifier=username

—

gop="auth-int”,
algorithm=MD5,

uri="/ MBMS-service-request/”,
nonce="dffe12..2ff7",

i

)l
6. Authentication Respopse

nc=00000001, Ks, IMSI
cnonce="0a4fee..dd2f", 7. Check digest with Ks, check
response="6629..af3e”, MBMS authorization, generate
opaque="e23f45..dff2", KEK and encrypt MIKEY
<client-payload > message
<
8. HTTP/ 1.1 200 OK
Content-Type: application/mikey
Authentication-Info:
nextnonce="4ff232dd..dd”",
9. Check digest with Ks, gop="auth-int”,
generate KEK and rspauth="4dd34..55d2",
decrypt MIKEY message cnonce="0a4fee..dd2f",
| nc=00000001,

<server-payload = MIKEY: [MBMS-high-level key] g, >
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3. Status of MIKEY

4.MIKEY (Multimedialnternet KEYing) has been approved by |ESG and has received RFC status although an RFC
number has not been assigned to it yet.

The document includes also aMIME type definition for MIKEY . Thusit can be carried, e.q. over HTTP.Propesal
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