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1 Introduction

The user identity is acommon user information which may often be needed in generic applications, so it should be
provided to the NAF.

2 Discussion

The NAF can retrieve the UE TID and associated key material from the BSF after it is authorised by the BSF, so the
NAF can be considered as a safe entity. The user identity in NAF is safe asits key material.

The NAF can action as various application server, application proxy etc. The user identity isacommon user
information which may often be needed. E.g. the second authentication according the key material coming from the
BSF or NAF may request application-specific user profile information using other mechanisms e.g. GUP.

Furthermore, the security-specific profile shall be provided to the NAF: It isrequired on the Zn interface “The NAF
shall be able to get the subscriber profile from BSF’, and basing on the agreement in the last meeting, only the
security-specific subscriber profile shall be provided,

Basing on the current procedure, the NAF can get the user identity and the corresponding security-specific profile
easily. The NAF retrieves TID (comes from UE) from the BSF, and once the TID is available, the BSF return the
corresponding key material. Asthe same time, the BSF can provide the user identity and the corresponding
security-specific profile to NAF.

3 Proposal

When the BSF returns the TID corresponding key material to NAF, it may provide the user identity and corresponding
security-specific profile to NAF. The attached pseudo include the required changesto TS 33.220 v0.2.0
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4.3.3 Procedures using bootstrapped Security Association

After UE is authenticated with the BSF, every time the UE wants to interact with an NAF the following steps are
executed asdepicted inFigurel

UE starts communication over Uainterface with the NAF

- Ingenera, UE and NAF will not yet share the key(s) required to protect Uainterface. If they already do, thereis
no need for NAF to retrieve the key(s) over Zn interface.

- If the NAF shares a key with the UE, but an update of that key it sends a suitable key update request to the UE
and terminates the protocol used over Uainterface. The form of thisindication may depend on the particular
protocol used over Uainterface and isffs.

- Itisassumed that UE supplies sufficient information to NAF, e.g. atransaction identifier, to allow the NAF to
retrieve specific key material from BSF.

- The UE derives the keys required to protect the protocol used over Uainterface from the key material, as
specified in clause 4.3.2.

NOTE: TheUE may adapt the key material Ks_NAF to the specific needs of the Uainterface. This adaptation
is outside the scope of this specification.

NAF starts communication over Zn interface with BSF

- The NAF requests key material corresponding to the information supplied by the UE to the NAF (e.g. a
transaction identifier) in the start of the protocol used over Uainterface.

- The BSF derives the keys required to protect the protocol used over Ua interface from the key material and the
key derivation parameters, as specified in clause 4.3.2, and supplies to NAF the requested key material, the user
identity and corresponding security-specific profile. I the key identified by the transaction identifier supplied
by the NAF is not available at the BSF, the BSF shall indicate thisin the reply to the NAF. The NAF then
indicates a key update request to the UE.

NOTE: The NAF may adapt the key material Ks_NAF to the specific needs of the Ua interface in the same way
asthe UE did. This adaptation is outside the scope of this specification.

NAF continues with the protocol used over Uainterface with UE

Once the run of the protocol used over Uainterface is completed the purpose of bootstrapping is fulfilled as it enabled
UE and NAF to use Uainterface in a secure way.

Editor’s note: Message sequence diagram presentation and its details will be finalized later.
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UE Ua NAF Zn BSF

Identifier,Ks Identifier,Ks,Prof

The clicent runs
algorithm generating
MAC by:

Ks -> K, (K,msg)->MAC

| 1. Application Request}
(Identifier, msg, MAC)

2. Authentication Request |
(Identifier)

3. Authentication Answer |
(Ks, Prof)

The Server runs
algoritm generating
locally MAC' by
Ks -> K; (K,msg)->MAC'
if MAC' == MAC then
case is ok

<« 4. Application Answer—{

MAC represents all credentials msg is appl. specific dataset
Prof is application specific part of user profile

Figure 1: The bootstrapping usage procedure
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