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*+kxx Begin of Change ****

4.2.6 UE-initiated tunneling

The security features that are expected in atunnel from the UE to the VPLMN or HPLMN will be:

- Dataorigin authentication and integrity must be supported.

- Confidentiality must be supported.

- The 3GPP network has the ultimate decision to alow tunnel establishment, based on:
0 Thelevd of trust inthe WLAN AN and/or VPLMN
0 The capabilities supported in the WLAN UE

0 Whether the user is authorized or not to access the services (in the VPLMN or HPLMN) the tunnel
will give access to.

- The 3GPP network, in the setup process, decides the characteristics (encryption a gorithms, protocals,...) under
which the tunnel will be established.

Note: Authorization for the tunnel establishment is decided by the 3GPP AAA and enforce by the PDGW or WAG.
Whether this authorization information is protected or not is FFS.

Working assumptions:

2.1. The security mechanisms used in context with the IP tunnel in scenario 3 are to be independent of the link
layer security in scenario 2. [Editors note: The independence requirement is not for security reasons). If the
solution devel oped implies significant inefficiencies then this would be reported to SA WG2 for possible
revision of this independence requirement.]

*xx End of Change ****

*rkxx Begin of Change ****

51 Authentication of the subscriber and the network and
Security Association ¥ey-Management
[Editor’s note: This section shall deal with subscriber identity and authentication of the subscriber and Home

Network/Serving Network. The authentication and key management mechanisms fulfilling the
requirements in chapter 4 shall be listed here]

511 End to End WLAN Access Authentication (Scenario 2)

WLAN access Aauthentication signaling is executed between WLAN-UE and 3GPP AAA Server. This authentication
signdling shall be independent on the WLAN technol ogy utilised within WLAN Access network.. WLAN

CR page 2



3GPP TS aa.bbb vX.Y.Z (YYYY-MM) CR page 3

authentication signalling for 3GPP-WLAN interworking shall be based on Extensible Authentication Protocol (EAP) as
specified in RFC 2284 (ref. [3])

51.2 Transport of WLAN access authentication signalling over the WLAN
Radio interface

WLAN authentication signaling is carried between WLAN-UE and WLAN Access Network by WLAN Access
Technology specific protocols. These WLAN technology specific protocols shall be able to meet the security
requirements set for WLAN Access control in 3GPP-WLAN interworking. To ensure multi-vendor interoperability
these WLAN technol ogy specific protocols shall conform to existing standards of the specific WLAN access
technology. For IEEE 802.11 type of WLAN radio interfaces the WLAN radio interface shall conform to IEEE 802.11i
standard (ref. [6]).

5.1.3  Transport of WLAN access authentication signalling between the
WLAN access network and the 3GPP AAA proxy server

WLAN Authentication signalling shall be transported over Wr reference point by standard mechanisms, which are
independent on the specific WLAN technology utilised within the WLAN Access network. The transport of
Authentication signalling over Wr reference point shall be based on standard Diameter or RADIUS protocols.

5.1.4  Transport of WLAN access authentication signalling between the
3GPP AAA proxy server and the 3GPP AAA server

WLAN Authentication signalling shall be transported over Ws reference point by standard mechanisms.

5.1.5  Transport of WLAN access authentication signalling between the
3GPP AAA server and the HSS

WLAN Authentication signalling shall be transported over Wx reference point by standard mechanisms.

5.1.6 User Identity Privacy in WLAN access

User identity privacy (Anonymity) is used to avoid sending the cleartext permanent subscriber identity (NAI) and make
the subscriber's connections unlinkabl e to eavesdroppers.

User identity privacy is based on temporary identities, or pseudonyms. The procedures for distributing, using and
updating temporary identities are described in ref. [4] and [5]. Support of this feature is mandatory for implementations,
but optional for use.

The AAA server generates and delivers the pseudonym to the WLAN-UE as part of the authentication process. The
WLAN-UE shall not interpret the pseudonym, it will just store the received identifier and use it at the next
authentication. Clause 6.4 describes a mechanism that allows the home network to include the user's identity (IMS)
encrypted within the pseudonym.

To avoid user traceability, the user should not be identified for along period by means of the same temporary identity.
On the other hand, the AAA server should be ready to accept at least two different pseudonyms, in case the WLAN-UE
fails to receive the new one issued fromthe AAA server. The mechanism described in Clause 6.4 also includes facilities
to maintain more than one allowed pseudonym.

If identity privacy is used but the AAA server cannot identify the user by its pseudonym, the AAA server requests the
user to send its permanent identity. This represents abreach in the provision of user identity privacy. It isamatter of
the operator's security policy whether to alow clients to accept requests from the network to send the cleartext
permanent identity. If the client rgects alegitimate request from the AAA server, it will be denied access to the service.

[Editor's note: The use of PEAP with EAP/AKA and EAP/SIM is currently under consideration. If PEAP is used,
the temporary identity privacy scheme provided by EAP/AKA and EAP/SIM is not needed.]
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51.7 Re-authentication in WLAN access

WLAN re-authentication is performed between WLAN-UE and AAA server, through Ws and Wr interfaces.

The WLAN-AN can initiate the re-authentication process periodically. The frequency of the re-authenticationsis
determined by a counter which normally is set by O&M proceduresin the WLAN-AN but it can be sent to the WLAN-
AN by the AAA server in aRADIUS or Diameter message (in the attribute Session Timeout). At reception of this
attribute, the WLAN-AN may substitute the previously set counter by the recei ved one. Neverthe ess, the 3GPP
network does not have the certainity that the counter sent by the AAA server is enforced by the WLAN AN, since the
latter may not support this feature (the reception and acceptance of the Session Timeout attribute). In this case, the
WLAN AN will discard it and trigger the re-authentications in the period set by O&M procedures as mentioned before.

The re-authentication process initiated by the WLAN-AN will be performed either with a full authentication process or
with afast re-authentication process (from now on it will be smply caled re-authentication). When the processis
triggered by the WLAN AN, it isthe client’ sdecision to perform either afull authentication or a re-authentication (fast).
Thisisindicated to the WLAN AN by sending either a pseudonym (full authentication) or are-authentication id (fast).
Both processes are described in this TS,

The re-authentication process must be implemented together with the full authentication procedure, although itsuseis
optional and depends on operators polices. These policies depend on the level of trust of the 3GPP operator and the
WLAN AN, and the possi bl e threats detected by operator which may require a periodic refresh of keys. The full process
description can be found in ref. [4] and [5].

Note: it isdtill pending to define how the re-authentication id is generated.

5.1.8 Security Association Management for UE-initiated tunnels
(Scenario 3)

- Thetunnel endpoints, the UE and the PDG, are mutually authenticated when setting up the tunnel;

- Thetunnel set-up procedure results in security associ ations which are used to provide confidentiality and integrity
protection, as required according to sections 5.2 and 5.3, for data transmitted through the tunnel.

5.2 Confidentiality protection

[Editor’s note: This section shall deal with what confidentiality protection that is provided between different nodes
both inter domain, intradomain and the WLAN-UE. It shall justify the selected mechanisms (hop-by-hop
or end-to-end) and protection at different layers]

5.2.1 Confidentiality protection in scenario 2

text to be added

5.2.2 Confidentiality protection in scenario 3

It shall be possible to protect the confidentiality of 1P packets sent through atunnel between the UE and the PDG.

5.3 Integrity protection

[Editor’s note: This section shall deal with what integrity protection that i s provided between different nodes both
inter domain, intradomain and the WLAN-UE. It shall justify the selected mechanisms ( hop-by-hop or
end-to-end) and protection at different layers)
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5.3.1 Inteqgrity protection in scenario 2

text to be added

5.3.2 Inteqgrity protection in scenario 3

Theintegrity of |P packets sent through a tunnel between the UE and the PDG shall be protected.

*xx End of Change ****

*+kxxk Begin of Change ****

6.1.1 USIM-based WLAN Access Authentication

*xx End of Change ****

*rkxx Begin of Change ****

6.1.2 GSM SIM based WLAN Access authentication

*xx End of Change ****

*rkxx Begin of Change ****

6.1.4 Re-authentication mechanisms in WLAN Access

6.1.5 Mechanisms for the set up of UE-initiated tunnels (Scenario 3)

- The WLAN UE and the PDG use IKEVZ2, as specified in [ikev2], in order to establish IPsec security associations.

- Public key signature based authentication with certificates, as specified in [ikev2], isused to authenti cate the PDG.

Editor’ s note: It isfor further study whether Public Key signatures for PDG authentication are needed.

- EAP-AKA within IKEV2, as specified in [ikev2, section 2.16], is used to authenticate WLAN UEs, which contain
aUSIM.

- EAP-SIM within IKEV2, as specified in [ikev2, section 2.16], is used to authenticate WLAN UEs, which contain a
SIM and no USIM.

- A profilefor IKEV2 is defined in section 6.5.
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Editor’ s note: the discussion on the security mechanisms for the set up of UE-initiated tunnelsisstill ongoing in
SA3. Thetext in thissection reflects the current working assumption of SA3. Alternatives still under
discussion in SA3 are contained in Annex X. They may repl ace the current working assumption in this
section if problems with the working assumption arise. Otherwise, Annex X will be removed before the
TSis submitted for approval. The aove points on the use of IKEV2 are dependent on the andysis of the
open issues on legacy VPN dients and key management, in particul ar, the use of EAP-AKA and
EAP-SIM will be studied.

6.2 Confidentiality mechanisms

6.2.1 Confidentiality mechanisms in scenario 2

text to be added

6.2.2 Confidentiality mechanisms in scenario 3

The confidentiality of IP packets sent through atunnel between the UE and the PDG, if required, shall be protected by
IPsec ESP [rfc2406]. A profile for IPsec ESP is defined in section 6.6.

6.3 Integrity mechanisms

6.3.1 Integrity mechanisms in scenario 2

text to be added

6.3.2 Integrity mechanisms in scenario 3

Theintegrity of |P packets sent through a tunnel between the UE and the PDG shall be protected by |Psec ESP
[rfc2406]. A profilefor IPsec ESP is defined in section 6.6.

*xx End of Change ****
*rkxxk Begin of Change ****

6.5 Profile of IKEv?2

IKEV2, as specified in [ikev2], contains a number of options which are not al needed for the purposes of this
specification. IKEV2ESP is therefore profiled in this section. When IKEV2 is used in the context of this specification the
profile specified in this section shall be supported.

Editor’s note: an exampl e of a profile of IKE, which may be useful to study when writing this section, can be found in
TS33.210, section 5.4.

6.6 Profile of IPsec ESP

|Psec ESP, as specified in [rfc2406], contains a number of options which are not all needed for the purposes of this
specification. IPsec ESP istherefore profiled in this section. When [Psec ESP is used in the context of this specification
the profile specified in this section shall be supported.

Editor’s note: an exampl e of a profile of |Psec ESP, which may be useful to study when writing this section, can be
found in TS33.210, section 5.3.
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*xx End of Change ****

*rkxk Begin of Change ****

Annex X: Alternative Mechanisms for the set up of UE-initiated tunnels

(Scenario 3)

Editor’s note: the discussion on the security mechanisms for the set up of UE-initiated tunnelsis still ongoing. The text
in section 6.1.5 reflects the current working assumption of SA3. Alternatives still under discussion in SA3 are contained
in this Annex X. They may be replace the current working assumption in section 6.1.5 of the main body if problems
with the working assumptions arise. Otherwise, this annex will be removed before the TSis submitted for approval.

Annex X1: IKE with subscriber certificates

- TheUE and the PDG use IKE, as specified in [rfc2409], in order to establish IPsec security associ ations.

- Public key signature based authentication with certificates, as specified in [rfc2409], isused in order to
authenticate the PDG and the UE.

- A profilefor IKE is defined in section 6.5.

Annex X2: IKEv2 with subscriber certificates

- TheUE and the PDG use IKEV2, as specified in [ikev2], in order to establish |Psec security associations.

- Public key signature based authentication with certificates, as specified in [ikev2], isused in order to authenticate
the PDG and the UE.

- A profilefor IKEV2 is defined in section 6.5.

*xx End of Change ****
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