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5 Security features

5.1 Secure access to IMS

5.1.1  Authentication of the subscriber and the network
Authentication between the subscriber and the network shall be performed as specified in section 6.1.

An IM-subscriber will have its subscriber profile located in the HSS in the Home Network. The subscriber profile will
contain information on the subscriber that may not be reveaed to an external partner, cf. [3]. At registration an S-CSCF
is assigned to the subscriber by the I-CSCF. The subscriber profile will be downloaded to the S-CSCF over the Cx-
reference point from the HSS (Cx-Pull). When a subscriber requests access to the IP Multimedia Core Network
Subsystem this S-CSCF will check, by matching the request with the subscriber profile, if the subscriber is alowed to
continue with the request or not i.e. Home Control (Authorization of IM-services).

All SIP-signaling will take place over the PS-domain in the user planei.e. IP Multimedia Core Network Subsystem is
essentialy an overlay to the PS-domain. Hence the Visited Network will have control of al the subscribersin the PS-
domaini.e. Visited Control (Authorization of bearer resources) since the Visited Network provides the subscriber with a
transport service and its associ ated QoS.

For IM-services anew security association is required between the mobile and the IMS before access is granted to IM-
services.

The mechanism for mutua authenticationin UMTS s called UMTS AKA. It is a challenge response protocol and the
AuC in the Home Stratum derives the challenge. A Quintet containing the challenge is sent from the Home Stratum to
the Serving Network. The Quintet contains the expected response X RES and a so a message authentication code MAC.
The Serving Network compares the response from the UE with the XRES and if they match the UE has been
authenticated. The UE cal cul ates an expected MAC, XMAC, and compares this with thereceived MAC and if they
match the UE has authenticated the Serving Network.

The AKA-pratocol is asecure protocol devel oped for UMTS and the same concept/principles will be reused for the IP
Multimedia Core Network Subsystem, whereitiscaled IMS AKA.

The Home Network authenticates the subscriber at anytime viathe registration or re-registration procedures.

51.2 Re-Authentication of the subscriber

Initial registration shall always be authenticated. It isthe policy of the operator that decides when to trigger are-
authentication by the S-CSCF. Hence a re-registration might not need to be authenti cated.

A SIP REGISTER message, which has not been integrity protected at the first hop, shall be considered asinitia
registration.

The S-CSCF shall aso be able to initiate an authenticated re-registration of auser at any time, independent of previous
registrations.
5.1.3 Confidentiality protection

Confidentiality protection shall not be applied to SIP signalling messages between the UE and the P-CSCF-.It is
recommended to offer encryption for SIP signdling at link layer i.e. between the UE and the RNC using the existing
mechanisms as defined in [1].

Confidentiality between CSCFs, and between CSCFs and the HSS shall rely on mechanisms specified by Network
Domain Security in [5].
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514 Integrity protection

Integrity protection shall be applied between the UE and the P-CSCF for protecting the SIP signding, as specified in
section 6.3. The foll owing mechanisms are provided.

1. The UE and the P-CSCF shall negotiate the integrity al gorithm that shall be used for the session, as specified in
chapter 7.

2. The UE and the P-CSCF shall agree on security associations, which include the integrity keys, that shall be used
for theintegrity protection. The mechanismisbased on IMS AKA and specified in clause 6.1.

3. The UE and the P-CSCF shall both verify that the data received originates from a node, which has the agreed
integrity key. This verification isalso used to detect if the data has been tampered with.

4. Replay attacks and reflection attacks shall be mitigated.

Integrity protection between CSCFs, and between CSCFs and the HSS shall rely on mechanisms specified by Network
Domain Security in [5].

5.2 Network topology hiding

The operational details of an operator's network are sensitive business information that operators are reluctant to share
with their competitors. While there may be situations (partnerships or other business relations) where the sharing of
such information is appropriate, the possibility should exist for an operator to determine whether or not the internal's of
its network need to be hidden.

It shall be possible to hide the network topology from other operators, which includes the hiding of the number of
S-CSCFs, the capahilities of the S-CSCFs and the capability of the network.

The I-CSCF shdl have the capability to encrypt the address of an SSCSCF in SIP Via, Record-Route, Route and Path
headers and then decrypt the address when handling the response to a request. The P-CSCF may receive routing
information that is encrypted but the P-CSCF will not have the key to decrypt this information.

The mechanism shall support the scenario that different I-CSCFsin the HN may encrypt and decrypt the address of the
S-CSCFs.

5.3 SIP Privacy for IMS Networks

Privacy may in many instances be equi valent with confidentiality i.e. to hide the information (using encryption and
encryption keys) from all entities except those who are authorized to understand the information. The SIP Privacy
Extensions for IMS Networks do not provide with such confidentiality. The purpose of the mechanism is rather to give
an IM S subscriber the possibility to withhold certain identity information of the subscriber as specified in
TS23.228[3], TS 24.228 [11], TS 24.229 [8], RFC 3323 [22] and RFC 3325 [23].

The IMS Network shall, from the Privacy function point of view, be a closed network by the i mplementation of
Security Gateways for IMS signalling as defined in TS 33.210 [5].

NOTE 1: In particular when a SIP message is routed through the SEG towards an |P address, which is not operating
the Zainterface, i.e. thereisno SA availablein the SEG for applying [Psec ESP the SEG will, in
compliance with TS 33.210 [5], drop the packet.
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