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*rxxx Begin of Change ****

4 Authentication Schemes

4.1 Requirements and principles

This document is based on the architecture specified in [TS33.220]. All notions not explained here can be found in
TS33.220].

Editor’s note: care must be taken that this specificationisin line with TS 33.141 on presence security. SA3 has yet to
decide the split between the two documents.

4.2 Shared key-based UE authentication with certificate-based NAF
authentication
This section explains how the procedures specified in [ TS33.220] have to be enhanced when HTTPS is used between a

UE and aNAF. The only enhancement required is the need to specify how the set up of a TLS tunndl isincluded in the
genera procedures specified in [TS33.220].

When the UE accesses a NAF, with which it does not yet share akey, then the sequence of eventsis as follows:

1. the UE runshttp digest aka[rfc3310] with the BSF over the Ub interface.

2. |If the BSF has no authentication vectors for the UE it fetches authentication vectors from the HSS over the Zh
interface.

After the completion of step 1), the UE and the BSF share a secret key. This shared key isidentified by atransaction
identifier supplied by the BSF to the UE over the Ub interface key, cf. [TS 33.220, section 4.3.1].

2)3. The UE establishes a TL S tunnel with the NAF. The NAF is authenticated to the UE by means of a public key
certificate.

Editor’s note: TLS needsto be profiled in an appropriate section of this specifi cation.

3}4. The UE sends an http request to the NAF.

45. The NAF invokes http digest [rfc 2617] with the UE over the Uainterface in order to perform client authentication
using the shared key agreed in step 1), as specified in [TS 33.220, Annex A].

5}6. While executing step 5), the NAF fetches the shared key from the BSF over the Zn interface, as specified in [TS
33.220, Annex A and section 4.3.2].

6)YAfter the completion of step 4), UE and NAF are mutually authenticated as the TLS tunndl endpoints.

The UE may now run an appropriate application protocol with the NAF through the authenticated tunnel.

When the UE accesses a NAF, with which it already shares akey, steps 1), 5) and 6) may be omitted, as specified in
TS 33.220].

Editor’s note: the above procedureis generally applicable and conformsto [ TS 33.220]. For the case of a co-located
BSF and NAF an optimisation is possible which is currently located in the informative Annex Z. SA3 till needsto
decide whether the material in the annex should be moved to the main body, or remain in an informative or normative
annex, or be deleted.
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*xx End of Change ****

*rxxx Begin of Change ****

5 Use of authentication proxy

5.1 Requirements and principles

The authentication proxy may reside between the UE and the NAF as depicted in Figure v [tba to section 5.2]. The
useful ness of an Authentication Proxy may be to reduce the consumption of authentication vectors and/or to minimize
SON synchronization failures.

Thefollowing requirements apply for the use of an Authentication Proxy:

- Authentication proxy shal be able to authenticate the UE using the means of Generic Bootstrapping
Architecture, as specified in [Ts33.220].

- Authentication proxy shal send the authenticated identity of the UE to the application server belonging to the
trust domain at the beginning of new HTTP session.

- Authentication proxy may not revea the authenticated identity of the UE to the application server not
bel onging to the trust domain if required.

- Theauthenticated identity management mechanism shall not prevent the application server to use an
appropriate session management mechanisms with the client.

- TheUE shall be ableto create multiple paralel HTTP sessions via the authentication proxy towards different
application servers.

NOTE: The used session management mechanism s out of the scope of 3GPP specifications.

5.2 Authentication proxy architecture

<includefigure y here>

The use of an authentication proxy (AP) isfully compatible with the architecture specified in [TS33.220] and in section
4 of this specification. When an APisused in this architecture, the AP takes the role of a NAF. When an https request
is destined towards an application server behind an authentication proxy (AP), the AP terminates the TLS tunnel and
performs UE authentication. The AP proxies the http request to the application server.

Editor’s note: if contribution S3-030xxx to SA3#31 on “ Technical solutions for access to application servers via
Authentication Proxy and HTTPS' is agreed, an annex is added, containing informative material on authentication
proxies. Section 5.2. should then contain a reference to this annex.

*xx End of Change ****
*rxxxk Begin of Change ****

Annex Z: OPTIMISED SEQUENCE OF EVENTS FOR ACCESS TO CO-LOCATED BSF
AND NAF VIA HTTPS

Editor’s note: SA3 sill needsto decide whether the material in the annex should be moved to the main body, or remain
in an informative or normative annex, or be deleted.

Editor’s note: the material in thisannex is based on the information flow in S3-030371, Annex A.

When the UE accesses a NAF, and the NAF is co-located with the BSF, then the optimised sequence of eventsis as
follows:
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1. The UE establishesa TLS tunnel with the NAF. The NAF is authenticated to the UE by means of a public key
certificate.

Editor’s note: TLS needsto be profiled in an appropriate section of this specification.

2. |If the UE does not share a key with the NAF, the UE sends an http request to a NAF, containing the UE’ sidentity.

3. If the NAF rece ves an http request from the UE without an Authorization header, or with an Authorization header
it does not accept, the NAF contacts the (co-located) BSF to obtain a challenge and a password, computed from an
AKA authentication vector according to [draft-torvinen-http-digest-aka-v2].

4. If the BSF has no authentication vectors for the UE it fetches authentication vectors from the HSS over the Zh
interface.

5. The NAF replies to the UE by sending a401 “unauthorized” message with a WWW-A uthenticate header according
to [draft-torvinen-http-digest-aka-v2].

6. The UE sends an http request to the NAF with an Authorization header according to [draft-torvinen-http-digest-
aka-v2].

7.  The NAF verifies the Authorization header.

After the completion of step 7), UE and NAF are mutually authenticated as the TLS tunnel endpoints.

8. The NAF replies to the http request returning the requested information to the UE, if any.

The UE may now run an appropriate application protocol with the NAF through the authenticated tunnel.

Editor’s note: the transport of of key derivation information from NAF/BS- to UE needs further study.

Note on co-location of BSF and NAF: a BSF and a NAF may be combined on one machine in such a way that the BSF
is accessed through http, not using TLS, and the NAF is accessed through https. From a functional point of view, this
case isidentical to the general case described in section 4.2. 1t is even possibleto functionally duplicate the BSF on one
machine in such a way that the BSF is accessed through http, when TLSis not required, and accessed through https,
when access to the NAF requires TLS.

Editor’s note on carrying identities: the first http request after TLS set-up needs to contain the identity of the UE. The
reason is that for http digest the server can issue a challenge without knowing the client’ sidentity, whereas for http
digest aka the challenge is specific to a particular client. There seemto be at |east two solutions for this:

a) use a specially formed http GET request, as described for the Ub interface in [ TS33.220].

b) use an Authorization header with dummy values (to be defined). The server will not accept the credentials, and will
reply with a 401 “ unauthorised” . For maximum harmonisation, the UE identity, which needs to be included by the UE
at the start of the http digest aka protocol run, should be carried in the same way in the general and the optimised case.

Note on tunnelled authentication and the use of http digest aka:

In this annex and in section 4.2 respectively, different versions of http digest aka are used. This prevents man-in-the-
middle attacks with tunnelled authentication. Version 1 of http digest aka [rfc 3310] is used between the UE and the
BSF when http digest aka is NOT used to authenti cate the client endpoint of a TLS tunnel extending between UE and
BSF. Version 1 may beruninside or outside a TLStunnel, aslong asit is not used for client authentication. Version 2
[ draft-torvinen-http-digest-aka-v2] is used when http digest aka | S used to authenticate the client endpoint of a TLS
tunnel. Version 2isalwaysruninside a TLStunndl.

Editor’ Note on tunnelled authentication and the use of http digest aka:

Instead of using different versions of http digest aka to distinguish whether http digest aka is used for client
authentication of a TLStunnel or not, thisdistinction could be provided by different means. Possibilities suggested on
the SA3 mailing ligt include to _extend the specification of http digest akav2 to include a“ situation” (or “ context” )
parameter in the computation of the password, then always use http digest akav2, but with different valuesfor the
“situation” parameter for the two different uses.

Note on transaction identifiers: the general approach, as specified in section 4, which is based on [ TS 33.220],
requires the use of a transaction identifier over theinterfaces Ua, Ub and Zn. The use of such a transaction identifier is
neither possible nor necessary in the optimised case described in this annex

*xx End of Change ****
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