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1. Introduction

SA3 needs to decide whether integrity protection shall be required on the local interface between a Laptop and a UE.

2 Background

Inour TS 33.234 on WI WLAN Inter-working, the split WLAN UE may use a Bluetooth link between the Laptop and
the UE. Today Bluetooth only provides protection as encryption. No integrity protection is supported in Bluetooth
today.

In addition, the Bluetooth forum has devel oped a profile named “SIM Access Profile” which was specified in order to
get SIM/UICC access from an externd device. This SIM Access Profile protocol does not provide any protection.

3. Discussion

It could be considered whether the short communication distance in Bluetooth, should be considered as a physica
connection.

In the Ericsson paper in [4], where termination of EAP-AKA and EAP-SIM protocol's are discussed, a number of man-
in-the-middle attacks on the local interface are described and discussed, and the consequencesin the Laptop, 3GPP UE
and the network, that these attacks will have.

If SA3 till decides that integrity protection is required, then Ericsson proposes to add thisto the SIM Access Profile
protocol instead of Bluetooth baseband. Making a change in the Bluetooth baseband would be more difficult to
implement and it would take many years before these kind of products supporting this new Bluetooth base-band, would
be out on the market.

4. Proposals

SA3 needs to take a decision on whether integrity protection shall be added to thelocal interface.

Ericsson does not see the need to add integrity protection on the local interface between the Laptop and the 3GPP UE
and proposes therefore to del ete the requirement on integrity protection in TS 33.234.

5. References

[1] SIM Access Profile, Interoperability Specification, version 0.95VD - d. Document no. CAR 020 SPEC/0.95cB.



[2] 3GPP TS 33.234 V0.4.0 “Wireless Local AreaNetwork (WLAN) Interworking Security”.
[3] S3-030xxx “ Split WLAN UE: Termination of EAP-AKA/SIM”, from Ericsson to SA3#31.
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4.2.4  WLAN-UE Functional Split

4241 General

In the case when the WLAN-UE, equipped with aUICC (or SIM card), for accessing the WLAN interworking servi ce,
isfunctionally split over several physica devices, that communicate over local interfaces e.g. Bluetooth, IR or seria
cable interface, then isshall be:

e Possibleto re-use existing UICC and GSM SIM cards; and
[Editor’ s note: The termination point of EAP isfor further study e.g. if EAP-AKA and EAP-SIM shall terminatein the
TE e.g. laptop computer }.

4.2.4.2 Security requirements on local interface

The security functiondity required on the termina side for WLAN-3G interworking may be split over severa physical
devices that communicate over local interfaces. If thisis the case, then the following requirements shall be satisfied:

- Any locd interface shdl be protected against eavesdroppi ng,-wndetected-medification attacks on security-
relevant information. This protection may be provided by physical or cryptographic means.

- Theendpoints of alocal interface should be authenticated and authorised. The authorisation may be implicit in
the security set-up.

- Theinvolved devices shall be protected against eavesdropping, undetected modification attacks on security-
relevant information. This protection may be provided by physical or cryptographic means.

[Editor’s note: New work item approved at SA3#28" U(SIM) Security Reuse by Peripheral Device on loca
Interfaces" (S3-030307). The Local interface" undetected modification” requirement - cryptographic
requirement for short range e.g. Bluetooth is FFS pending the compl etion of this WI]
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