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3GPP—FGG|H+FG¥HGHI&The 3GPP and IETF are currentlv dlscussmq various mechanlsms for

network discovery and selection. This functionality provides a way for the user to get
information on what networks are available behind an access point, and to indicate a desired
network when he logs in. As a part of the network selection process, the access points can
advertise _the available networks using some protocol mechanism. Two potential
mechanisms for this have been discussed:

- __link-layer based mechanisms, such as conveying this information through announcing
multiple SSIDs in 802.11 networks [1], and




- EAP based mechanisms, such as conveying this information in a reserved field of the
EAP l|dentity Request message [3].

The purpose of this contribution is to clarify the security properties of these mechanisms. We
conclude that the EAP_Identity Request message is not, and can not be, cryptographically
protected. We also conclude that a limited form of protection for SSIDs is possible, though
not very useful in this particular situation.

AppendixB2. ComparisenAdvertisements in EAP Identity

Reguests

The EAP identity request message is sent as the first message in the EAP protocol.
Typically, it is sent from an access point, though a recently published RFC 3579 also allows it
to be sent from an AAA proxy [7]. However, the primary purpose of the EAP identity
response message is to retrieve a NAIl that shows how subsequent EAP_messages are to be
routed [6]. This implies that the request can only be sent by an entity close to the access
point; all routing decisions have to be made in nodes beyond this.

As a result, the user's home network does not get to send the EAP identity request on which
at least the initial routing will be based. Current AAA protocols do not convey the contents of
the EAP identity request to the home network either; only the response is sent according to
RFC 3579, for instance.

In addition (and partly because of the above), the contents of the EAP identity request are
not authenticated within EAP _or EAP methods. The home network will not be able to tell
whether the access network provided an incorrect EAP identity request or if a man-in-the-
middle changed the message while it was in transit.

As a result, any advertisement information provided within EAP identity request packets is
not (and can not be) cryptographically protected. The information provided is a string. Non-
legitimate parties could present the same kind of strings as legitimate access parties.
Furthermore, malicious access operators could present some other strings than they agreed
to in their contracts.

In_addition, current EAP_methods (such as [3, 4, 8]) do not protect the contents of the EAP
identity response _messages beyond the authentication of the user identified in them; any
decorations attached to the NAI would not be taken into account.

Note also that the use of additional EAP protection layer such as PEAPv2 does not address
this vulnerability. It is not possible, because PEAPvV2 to cannot support the protection of the
identity request that has been sent before the initiation of PEAPv2 and because the AAA
server does not have a copy of the request that was sent.

As a result, EAP-based mechanisms do not protect network-selection-related advertisements
nor do they protect the chosen network information.




3. Advertisements in Link-Layer Beacons

It has also been suggested that link-layers would use existing network identifiers such as the
SSID in 802.11 networks as advertisements of intermediate networks. An access point could
advertise multiple SSIDs, each representing a “virtual access point” through which you can
connect to the network associated with the SSID.

The access point sends out beacons indicating its presence and parameters such as SSID;
each beacon can contain one SSID. If the access point has multiple SSIDs, multiple beacons
are sent out. The client indicates the desired SSID when attaching to the access point.

Like in EAP, the advertised set of SSIDs is not communicated to the home network. Unlike
EAP, however, the chosen SSID is communicated to the home server. The access point
sends the SSID within an attribute of an AAA protocol. In addition, 802.11i allows
cryptographic verification of some Information Elements in its 4-way handshake that is run
after EAP. For instance, the chosen SSID could be verified in this manner (the current
standards do not mandate that you have to send the SSID |E for this verification, only that
you can). This prevents outside parties from changing the SSID so that the client and the
access point would believe a different SSID was selected.

However, since the access point alone tells the selected information to the home AAA server,
there is no guarantee that the information the access point gives to the client and to the AAA
server is the same. The SSID is not communicated within EAP, so neither the client or the
home AAA server can verify that all three parties have the same information. Only the access
point can do this.

Note: There has been some proposals related to the scoping of keys delivered from
EAP. It would be possible to provide a cryptographic binding of the keys to
parameters such as SSID [2]. However, the current consensus in IETF and IEEE
appears to be that this is not needed, would complicate the standards needlessly, and
would introduce backwards compatibility problems. It is possible to remedy this by
providing an extension to EAP methods that allows the cryptographic verification of
some of the parameters advertised by access points. However, such extensions are
unlikely to be available within the Release 6 timeframe.

As a result, the cryptographic validation of SSID-based advertisements is not possible today,
and the validation of the chosen SSID is possibly only in a limited manner which relies on the
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4. Conclusions

Neither EAP or link-layer mechanisms support the cryptographic protection of network-
selection related advertisements today. Only a limited support for the protection of the
chosen network is available. It is suggested that this vulnerability is recognised as a current
limitation and that means outside the protocols are used to mitigate its effects.

5. References




IEEE Std 802.11i/D2.0, March 2002, "Draft Supplement to STANDARD FOR

Telecommunications and Information Exchange Between Systems - LAN/MAN Specific
Reguirements - Part 11: Wireless Medium Access Control (MAC) and physical layer
(PHY) specifications. Specification for Enhanced Security".

draft-i etf-eap-keying-01.txt, November 2003, “EAP Key Management Framework”.

[3] draft-ietf-eap-rfc2284bis-06.txt, October 2003, " Extensible Authentication Protocol
(EAP)".

[4 draft-arkko-pppext-eap-aka-11, October 2003, "EAP AKA Authentication”.

[5] draft-haverinen-pppext-eap-sim-12, October 2003, "EAP SIM Authentication”.

[6] RFC 2486, January 1999, "The Network Access Identifier".

[7] RFC 3579, September 2003, “RADIUS (Remote Authentication Dial In User Service)

Support for Extensible Authentication Protocol (EAP)”.

RFC 2716, October 1999, "PPP EAP TLS Authentication Method".
















	S3-030736_Ericsson-eap-advertisement-security.doc

