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*** BEGIN SET OF CHANGES ***

2 References

The following documents contain provisions which, through reference in this text, constitute
provisions of the present document.

e References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

e For aspecific reference, subsegquent revisions do not apply.

e For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 22.934: " Feasibility study on 3GPP system to Wireless Local Area Network (WLAN)
interworking;".

[2] 3GPP TR 23.934: "3GPP system to Wireless Local AreaNetwork (WLAN) Interworking;
Functional and architectural definition”.

[3] draft-ietf-eap-rfc2284bi s-06.txt, RFC-2284-March-19980ctober 2003, "PPP-Extensible
Authentication Protocol (EAP)".

[4] draft-arkko-pppext-eap-aka-0611, NovemberOctober 20032, "EAP AKA Authentication”.

[5] draft-haverinen-pppext-eap-sim-6712, NeovermberOctober 20032, "EAP SIM Authentication”.

[6] IEEE Std 802.11i/D2.0, March 2002, "Draft Supplement to STANDARD FOR

Telecommunications and Information Exchange Between Systems - LAN/MAN Specific
Reguirements - Part 11: Wireless Medium Access Control (MAC) and physical layer (PHY)
specifications: Specification for Enhanced Security”.

[7] RFC 2716, October 1999, "PPP EAP TLS Authentication Protocol”.

[8] SHAMAN /SHA/DOC/TNO/WPL/D02/v050, 22-June-01, "Intermediate Report: Results of
Review, Requirements and Reference Architecture”.

[9] ETSI TS 101 761-1 v1.3.1B "Broadband Radio Access Networks (BRAN); HIPERLAN Type 2;
DaaLink Control (DLC) layer; Part 1: Basic Data Transport”.

[10] ETSI TS 101 761-2 v1.2.1C "Broadband Radio Access Networks (BRAN); HIPERLAN Type 2;
Data Link Control (DLC) layer; Part 2: Radio Link Control (RLC) sublayer".

[11] ETSI TS 101 761-4v1.3.1B "Broadband Radio Access Networks (BRAN); HIPERLAN Type 2;
Data Link Control (DLC) layer; Part 4 Extension for Home Environment”.

[12] ETSI TR 101 683 v1.1.1 "Broadband Radio Access Networks (BRAN); HIPERLAN Type 2;
System Overview".

[13] 3GPP TS 23.234 "3GPP system to Wireless Local AreaNetwork (WLAN) Interworking System
Description”.

[14] RFC 2486, January 1999, "The Network Access Identifier”.

[15] RFC 2865, June 2000, "Remote Authentication Did In User Service (RADIUS)".
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[16] RFC 1421, February 1993, "Privacy Enhancement for Internet Electronic Mail: Part I: Message
Encryption and Authentication Procedures”.

[17] Federa Information Processing Standard (FIPS) draft standard, "Advanced Encryption Standard
(AES)", November 2001.

[18] 3GPP TS 23.003: "Numbering, addressing and identification".

[19] IEEE P802.1X/D11 June 2001, "Standards for Loca Areaand Metropolitan Area Networks:
Standard for Port Based Network Access Control”.

[20] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications”.

[21] 3GPP TS 33.102: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; 3G Security; Security Architecture’”.

[22] SIM Access Profile, Interoperability Specification, version 0.95VD - d. Document no. CAR 020
SPEC/0.95¢B

[23] draft-ietf-asa-eap-032.txt, JuneOctober 2003, " Diameter Extensible Authentication Protocol
(EAP) Application".

[24] RFC 3588, September 2003, “ Diameter base protocol”.

[25] RFC 3576, July 2003, “ Dynami c Authorization Extensions to Remote Authentication Dial In User
Service (RADIUS)".

[26] RFC 3579, September 2003, “RADIUS (Remote Authentication Did In User Service) Support for
Extensible Authentication Protocol (EAP)”.

[27] draft-ietf-eap-keying-01.txt, November 2003, “EAP Key Management Framework”.

***END SET OF CHANGES ***

*** BEGIN SET OF CHANGES ***

4.1.5

Wr

Reference points description

The reference point Wr connects the WLAN Access Network to the 3GPP Network (i.e. the 3GPP AAA Proxy in the
roaming case and the 3GPP AAA server in the non-roaming case). The main purpose of the protocols implementing
thisinterfacesis to transport authentication and keying information (WLAN UE - 3GPP network), and authorization
information (WLAN AN — 3GPP network). The reference point has to accommodate also legacy WLAN Access
Networks and thus should be Diameter [23,24] or RADIUS based [15,26].

***END SET OF CHANGES ***

*** BEGIN SET OF CHANGES ***
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5.1.3  Transport of authentication signalling between the WLAN access
network and the 3GPP AAA proxy server

WLAN Authentication signalling shall be transported over Wr reference point by standard mechanisms, which are

independent on the specific WLAN technology utilised within the WLAN Access network. The transport of

Authentication signalling over Wr reference point shall be based on standard Diameter [23,24] or RADIUS [15,26
protocols.

***END SET OF CHANGES ***

*** BEGIN SET OF CHANGES ***

A.3 IETF
A.3.1 Key Generation and EAP Methods

Reference [27] discusses the security aspects of EAP methods generating keys, distributing them to access points via
AAA protocols such as Diameter EAP[23], and using them in establishing link-layer security.

A.3.12 Co-Existence of RADIUS and Diameter

While Diameter does not share a common protocol data unit (PDU) with RADIUS [15], considerable effort
has been expended in enabling backward compatibility with RADIUS, so that the two protocols may be
deployed in the same network. Initially, it is expected that Diameter will be deployed within new network
devices, as well as within gateways enabling communication between legacy RADIUS devices and servers.
This capability, described in [23], enables Diameter support to be added to legacy networks, by addition of a
gateway or proxy speaking both RADIUS EAP [15, 26] and Diameter EAP [23, 24].

RADIUS is currently widely used protocol in WLAN environments. At the same time RADIUS is missing
several features, such as server initiated messages and may not operate with the highest possible security
turned on. Diameter is a better protocol, but it is not very widely deployed yet. Therefore, gradual migration
from RADIUS to Diameter seems to be one potential way to go further.

It seems reasonable to start from an initial model of the AAA network where most or all of the access points
implement only RADIUS, and a core which uses Diameter but is capable of talking to the RADIUS-only
capable access points. This would mean that leaf AAA proxies should support both RADIUS and Diameter.
As Diameter-capable access points are inserted to the network, they can be taken into use immediately. An
advantage of placing the RADIUS/Diameter-capable nodes on the leafs of the network is that it becomes
easier to take advantage of the features found in Diameter. For instance, even accounting may be more
reliable if only the first hop is run in RADIUS but the traversal of the access provider, roaming consortium,
and home operator proxies is done via DIAMETER.

The actual translation gateway must be able to run both RADIUS and Diameter protocols. The [24] extension
defines a framework for the protocol conversion, where the RADIUS attribute space is included into
Diameter, which eliminates the need to perform many attribute translations. However, some explicit
translations between RADIUS and Diameter attributes must be made, like translating vendor specific and
accounting information.

Some Diameter related messages cannot be translated during the communication with RADIUS client, such
as messages initiated by Diameter server. Interoperability between RADIUS and DIAMETER in the presence
of some of the non-standard RADIUS extensions has not been specified.

The gateway needs to add RADIUS application layer security mechanisms towards RADIUS, and IPsec or
TLS towards Diameter. Given the use of the hop-by-hop security mechanisms, this translation can be
performed without the knowledge of the original sender of the message. RADIUS requires pre-shared keys,
while Diameter can take advantage of either IKE or TLS.
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In addition, the translation gateway must secure attribute data towards the home server using Diameter CMS
techniques (when the RFC is published). That is, end-to-end security mechanisms can be employed
between the translation proxy and the home server, but not between the RADIUS-only access point and the
translation proxy.

Diameter — RADIUS compatibility mode should support both protocols along with the necessary translation
mechanisms in order to enable the use of RADIUS-only access points. Such translation should occur as near
the leaves of the network as possible. As not all functions can be translated in full, some loss of functionality
occurs for those devices, which use RADIUS.

It is possible to use IPSec in those cases where RADIUS is used, as currently required in RFC 2869bis. This
may help to eliminate some of the vulnerabilities of RADIUS. In addition, 3GPP may adopt the use of RFC
2869bis and corresponding Diameter counterpart as the standard for running EAP over AAA protocols.

***END SET OF CHANGES ***
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