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1. Introduction

Barkan et.d. presented a red-time attack on A5/2 agorithm in [Bar03]. The attack breaks the A5/2 agorithm. In the
man-in-the-middle version of the attack, the termina isforced to use A5/2, while the attacker can use A5/1 against the
network. The keys that are used for A5/2 agorithm can be used aso with A5/1 cipher. Unfortunately, the vulnerability
spreads also to A5/3 and GEA algorithms. The main reasons to the A5/2 flaws are: weak cipher, no bidding down
protection and usage of same keys for different algorithms.

2. Implications

The [Bar03] attack affects SIM usage. This analysis reflects the impacts from WLAN access point of view. The
implications can be analyzed asfollows:

Scenario: Implication:

1. SIM shared between WLAN device and GSM device 1. A5/2 should not be dlowed in the terminal, OR

2. Some key separation countermeasures should be
used in theterminal, OR

3. A5/2 wulnerability may reveal Kc and this may
adlow WLAN terminal impersonation towards
3G network

Based on the analysis, it may make sense to avoid the use of the A5/2 algorithm in the termina and/or provide some
countermeasures against the attack. If A5/2 isused and thereis an attack against it, Kc may be revealed. Thisimplies
that the A5/2 vulnerability can spread from the GSM network to the WLAN network. This, in turn, implies that the
revealed Kc may be used to impersonate a terminal in the WLAN-3G network towards the network. Similarly an attack
using A5/2 can destroy the confidentiality of the WLAN radio access, asthe Kc:s used can be retrieved via A5/2
attacks.

It should be noted that the threats appliesto EAP-SIM, as specified in 33.234. EAP-SIM can be attacked whenever a
few valid GSM triplets have been retrieved..

It should also be noted that in order to alleviate the security problem with the A5/2 attack new termina s are required cf.
the discussion on the Special RAND or that a USIM is used instead of a SIM. The exact terminal and network
requirements on how to alleviate the A5/2 issues are currently studied in 3GPP and Ericsson proposes that those
requirements shall dso apply to WLAN and 3G interworking for consistency reasons. So, for example, if the specia
RAND mechanism is adopted then special RANDs should be sent to WLAN AAA servers to prohibit the use of al A5
and GEA algorithms. When the GSM device impl ements the special RAND mechanism, thiswill protect against a man-




in-the-middle exploiting aweakness in any GSM algorithm in order to masquerade asaWLAN client or eavesdrop the
WLAN communications.

3. Proposal

We propose to insert the previous analysis and recommendations in an Informative Annex C.3 of TS 33.234.
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