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Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increasein version number as follows:

Version x.y.z
where:
x thefirg digit:
1 presented to TSG for information;
2 presented to TSG for approval;

3 or greater indicates TSG approved document under change control.
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y thesecond digit isincremented for all changes of substance, i.e. technical enhancements, corrections, updates,
€tc.

z thethird digit isincremented when editoria only changes have been incorporated in the document.

Introduction

Context of GAA and clarification of how we end up writing this TR (with some reference to 3 TS documents).

Figure 1. Schematicillustration og GAA

1 Scope

Put different specifications under the work item Support for Subscriber Certificates into perspective. Clarifying thelogic
for having three technical specifications, sketching their content and explaning the inter-relation among these three TSs and
thereation with this TR.

Give an overview of the different mechanisms that applications can rely upon for authentication between server and user
(person and/or device). Give guidelines for applicationsrelated to use of GAA and choice of authentication mechanism.

2 References

The following documents contain provisions that, through reference in thistext, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

e For aspecific reference, subsegquent revisions do not apply.

e For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including a
GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release
as the present document.

[<seo>] <doctype> <#>[ ([up to and including]{ yyyy[-mm]|V<a[.b[.c]]>} [onwards])]: "<Title>".
[1] 3GPP TR 41.001: "GSM Release specifications'.

[2] 3GPP TR 21.912 (V3.1.0): "Example 2, using fixed text".

[3] 3GPP TS 31.102: "Characteristics of the USIM Application".
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(4]
[RFC2617]

[RFC 3310]

[WAPCert]

[WIM]

[WPKI]

3GPP TS 33.102: "Security Architecture”.

Franks J., et al, “HTTP Authentication: Basic and Digest Access Authentication”, RFC 2617, June
1999.

A. Niemi, et a, “Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication
and Key Agreement (AKA)”, RFC3310, September 2002.

WAP-211-WAPCert, 22.5.2001: http://www1.wapforum.org/tech/terms.asp?doc=WAP-211-
WA PCert-20010522-a.pdf

WAP-260-WIM-20010712, 12.7.2001: http://www1.wapforum.org/tech/documents/\WA P-260-WIM-
20010712-a.pdf

WAP-217-WPKI, 24.4.2001: http://www1.wapforum.org/tech/documents WA P-217-WPK -
20010424-a.pdf

3 Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.
Subclause numbering depends on applicability and should be renumbered accordingly.

3.1 Definitions

For the purposes of the present document, the [following] terms and definitions[given in ... and the following] apply.

Subscriber certificate: a certificate issued to a subscriber. It contains subscriber's own public key and possibly other
information such as subscriber's identity in some form.

example: text used to clarify abstract rules by applying them literally.

3.2 Symbols

For the purposes of the present document, the following symbols apply:

Symbol format

<symbol>

<Explanation>

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AKA
AP
GAA
GBA
HSS

IK
MBMS
NE

SSC
UE

Authentication and Key Agreement
Authentication Proxy

Generic Authentication Architecture
Generic Bootstrapping Architecture
Home Subscriber System

Integrity Key

Multicast Broadcast Multimedia Service
Network Element

NAF ishosted in a network element under the control of an MNO.
Support for Subscriber Certificates

User Equipment
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4 Generic Authentication Architecture

4.1 GAA overview

GAA

Shared secret Certificates

Figure 2: GAA schematic overview

4.2 Authentication using shared secret

4.3 Authentication based on (public, private) key pair and
certificates

5 Issuing authentication credentials

5.1 Schematic overview
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Figure 3 Illustration of mechanismsto issue authentication credentials

Note: other mechanisms for issuing authentication credentials may exist but are out of scope for this TR and the TSs under
the referenced WI and will not be discussed here.

5.2 GBA: Mechanism to issue shared secret

Very short explanation and reference to GBA TS.
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5.3

SSC: Mechanism to issue subscriber certificates

Very short explanation and referenceto SSC TS.

6

6.1

GAA building blocks

GAA structural overview

Presence

MBMS

Figure 4 Detailed overview of inter-relation of GAA building blocks
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6.2 GAA

6.3 GBA
6.4 SSC
6.5 HTTPS

6.5.1 HTTPS with AP

6.5.2 HTTPS without AP

7 Application guidelines to use GAA
7.1 Use of shared secrets and GBA

7.2 Use of certificates
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