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Reason for change: ! Currently, it is ambiguously specified in the stage 2 description what key set that shall be 

used for ciphering (and/or integrity protection) after an inter-system handover (inter-
system change) for the case ciphering (and/or integrity protection) was started in the 
original system, but there was a UMTS or GSM AKA performed prior to the inter-system 
handover (inter-system change) and this key set has not yet been taken into use. 

In sections 6.8.4.1, UMTS security context (for Intersystem handover for CS Services – 
from UTRAN to GSM BSS) and 6.8.6.1, UMTS security context (for Intersystem change 
for PS Services – from UTRAN to GSM BSS), it seems clear that UE shall use the key set 
from the latest AKA procedure. But in all other sections for inter-system handover and 
inter-system change, TS33.102 simply refers to the ‘stored’ key set, which could be 
interpreted both as the ‘key set currently in use’ and the ‘key set stored in SIM/USIM’. 

For PS services, it is obvious that the intention is that the ‘key set stored in SIM/USIM’ 
shall be used after the inter-system change, since ciphering (and/or integrity protection) is 
started after the inter-system change by e.g. a Security Mode Control procedure (UMTS). 

For CS services, at handover from GSM to UMTS, ciphering is continued after the 
handover (if ciphering was ongoing in GSM), but integrity protection is started with a 
Security Mode Control procedure. This indicates that the ‘key set stored in SIM/USIM’ 
shall be used after the inter-system handover. 

In RAN2, a R99-CR in R2-031856 has already been approved to correct TS 25.331. 

  
Summary of change: ! It is clarified that UE shall use the key set received during the latest AKA procedure after 

an inter-system handover (inter-system change). 
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6.8.4.1 UMTS security context 

A UMTS security context in UTRAN is only established for a UMTS subscriber with a ME that is capable of UMTS 
AKA. At the network side, three cases are distinguished: 

a) In case of a handover to a GSM BSS controlled by the same MSC/VLR, the MSC/VLR derives the GSM cipher 
key Kc from the stored UMTS cipher/integrity keys CK and IK (using the conversion function c3) and sends Kc 
to the target BSC (which forwards it to the BTS). 

b) In case of a handover to a GSM BSS controlled by other R98- MSC/VLR, the initial MSC/VLR derives the 
GSM cipher key from the stored UMTS cipher/integrity keys (using the conversion function c3) and sends it to 
the target BSC via the new MSC/VLR controlling the BSC. The initial MSC/VLR remains the anchor point 
throughout the service. 

c) In case of a handover to a GSM BSS controlled by another R99+ MSC/VLR, the initial MSC/VLR sends the 
stored UMTS cipher/integrity keys CK and IK to the new MSC/VLR. The initial MSC/VLR also derives Kc and 
sends it to the new MSC/VLR. The new MSC/VLR store the keys and sends the received GSM cipher key Kc to 
the target BSC (which forwards it to the BTS). The initial MSC/VLR remains the anchor point throughout the 
service. 

At the user side, in either case, the ME applies the derived GSM cipher key Kc received from the USIM during the 
latest UMTS AKA procedure. 

6.8.4.2 GSM security context 

A GSM security context in UTRAN is only established for a GSM subscribers with a R99+ ME. At the network side, 
two cases are distinguished: 

a) In case of a handover to a GSM BSS controlled by the same MSC/VLR, the MSC/VLR sends the stored GSM 
cipher key Kc to the target BSC (which forwards it to the BTS). 

b) In case of a handover to a GSM BSS controlled by another MSC/VLR (R99+ or R98-), the initial MSC/VLR 
sends the stored GSM cipher key Kc to the BSC via the new MSC/VLR controlling the target BSC. The initial 
MSC/VLR remains the anchor point throughout the service. 

 If the non-anchor MSC/VLR is R99+, then the anchor MSC/VLR also derives and sends to the non-anchor 
MSC/VLR the UMTS cipher/integrity keys CK and IK. The non-anchor MSC/VLR stores all keys. This is done 
to allow subsequent handovers in a non-anchor R99+ MSC/VLR. 

At the user side, in either case, the ME applies the stored GSM cipher key Kc received from the SIM during the latest 
GSM AKA procedure. 

************** NEXT CHANGE **************** 



6.8.5.1 UMTS security context 

A UMTS security context in GSM BSS is only established for UMTS subscribers with a ME that is capable of UMTS 
AKA under GSM BSS controlled by a R99+ VLR/SGSN. At the network side, two cases are distinguished: 

a) In case of a handover to a UTRAN controlled by the same MSC/VLR, the stored UMTS cipher/integrity keys 
CK and IK are sent to the target RNC. 

b) In case of a handover to a UTRAN controlled by another MSC/VLR, the initial MSC/VLR sends the stored 
UMTS cipher/integrity keys CK and  IK to the new RNC via the new MSC/VLR that controls the target RNC. 
The initial MSC/VLR remains the anchor point for throughout the service. 

 The anchor MSC/VLR also derives and sends to the non-anchor MSC/VLR the GSM cipher key Kc. The non-
anchor MSC/VLR stores all keys. This is done to allow subsequent handovers in a non-anchor R99+ MSC/VLR. 

At the user side, in either case, the ME applies the stored UMTS cipher/integrity keys CK and IK received from the 
USIM during the latest UMTS AKA procedure. 

6.8.5.2 GSM security context 

Handover from GSM BSS to UTRAN with a GSM security context is possible for a GSM subscriber with a R99+ ME 
or for a UMTS subscriber with a R99+ ME when the initial MSC/VLR is R98-. At the network side, two cases are 
distinguished: 

a) In case of a handover to a UTRAN controlled by the same MSC/VLR, UMTS cipher/integrity keys CK and IK 
are derived from the stored GSM cipher key Kc (using the conversion functions c4 and c5) and sent to the target 
RNC. In case of subsequent handover in a non-anchor R99+ MSC/VLR, a GSM cipher key Kc is received for a 
UMTS subscriber if the anchor MSC/VLR is R98-. 

b) In case of a handover to a UTRAN controlled by another MSC/VLR, the initial MSC/VLR (R99+ or R98-) sends 
the stored GSM cipher key Kc to the new MSC/VLR controlling the target RNC. That MSC/VLR derives UMTS 
cipher/integrity keys CK and IK which are then forwarded to the target RNC. The initial MSC/VLR remains the 
anchor point for throughout the service. 

At the user side, in either case, the ME derives the UMTS cipher/integrity keys CK and IK from the stored GSM cipher 
key Kc (using the conversion functions c4 and c5) received from the SIM or USIM during the latest GSM AKA 
procedure, and applies them. 

************** NEXT CHANGE **************** 



6.8.6.1 UMTS security context 

A UMTS security context in UTRAN is only established for UMTS subscribers. At the network side, three cases are 
distinguished: 

a) In case of an intersystem change to a GSM BSS controlled by the same SGSN, the SGSN derives the GSM 
cipher key Kc from the stored UMTS cipher/integrity keys CK and IK (using the conversion function c3) and 
applies it. 

b) In case of an intersystem change to a GSM BSS controlled by another R99+ SGSN, the initial SGSN sends the 
stored UMTS cipher/integrity keys CK and IK to the new SGSN. The new SGSN stores the keys, derives the 
GSM cipher key Kc and applies the latter. The new SGSN becomes the new anchor point for the service. 

c) In case of an intersystem change to a GSM BSS controlled by a R98- SGSN, the initial SGSN derives the GSM 
cipher key Kc and sends the GSM cipher key Kc to the new SGSN. The new SGSN stores the GSM cipher key 
Kc and applies it. The new SGSN becomes the new anchor point for the service. 

At the user side, in all cases, the ME applies the derived GSM cipher key Kc received from the USIM during the latest 
UMTS AKA procedure. 

6.8.6.2 GSM security context 

A GSM security context in UTRAN is only established for GSM subscribers. At the network side, two cases are 
distinguished: 

a) In case of an intersystem change to a GSM BSS controlled by the same SGSN, the SGSN starts to apply the 
stored GSM cipher key Kc. 

b) In case of an intersystem change to a GSM BSS controlled by another SGSN, the initial SGSN sends the stored 
GSM cipher key Kc to the (new) SGSN controlling the BSC. The new SGSN stores the key and applies it. The 
new SGSN becomes the new anchor point for the service. 

At the user side, in both cases, the ME applies the GSM cipher key Kc received from the SIM during the latest GSM 
AKA procedurethat is stored. 

 

************** NEXT CHANGE **************** 



6.8.7.1 UMTS security context 

A UMTS security context in GSM BSS is only established for UMTS subscribers with a ME that is capable of UMTS 
AKA and connected to a R99+ VLR/SGSN. At the network side, two cases are distinguished: 

a) In case of an intersystem change to a UTRAN controlled by the same SGSN, the stored UMTS cipher/integrity 
keys CK and IK are sent to the target RNC. 

b) In case of an intersystem change to a UTRAN controlled by another SGSN, the initial SGSN sends the stored 
UMTS cipher/integrity keys CK and IK to the (new) SGSN controlling the target RNC. The new SGSN becomes 
the new anchor point for the service. The new SGSN then stores the UMTS cipher/integrity keys CK and IK and 
sends them to the target RNC. 

At the user side, in both cases, the ME applies the stored UMTS cipher/integrity keys CK and IK received from the 
USIM during the latest UMTS AKA procedure. 

6.8.7.2 GSM security context 

A GSM security context in GSM BSS can be either: 

- Established for a UMTS subscriber 

 A GSM security context for a UMTS subscriber is established in case the user has a ME not capable of UMTS 
AKA, where intersystem change to UTRAN is not possible, or in case the user has a R99+ ME but the SGSN is 
R98-, where intersystem change to UTRAN implies a change to a R99+ SGSN. 

 As result, in case of intersystem change to a UTRAN controlled by another R99+ SGSN, the initial R98- SGSN 
sends the stored GSM cipher key Kc to the new SGSN controlling the target RNC. 

 Since the new R99+ SGSN has no indication of whether the subscriber is GSM or UMTS, a R99+ SGSN shall 
perform a new UMTS AKA when receiving Kc from a R98- SGSN. A UMTS security context using fresh 
quintets is then established between the R99+ SGSN and the USIM. The new SGSN becomes the new anchor 
point for the service. 

 At the user side, new keys shall be agreed during the new UMTS AKA initiated by the R99+ SGSN. 

- Established for a GSM subscriber 

 Handover from GSM BSS to UTRAN for GSM subscriber is only possible with R99+ ME. At the network side, 
three cases are distinguished: 

a) In case of an intersystem change to a UTRAN controlled by the same SGSN, the SGSN derives UMTS 
cipher/integrity keys CK and IK from the stored GSM cipher key Kc (using the conversion functions c4 and 
c5) and sends them to the target RNC. 

b) In case of an intersystem change from a R99+ SGSN to a UTRAN controlled by another SGSN, the initial 
SGSN sends the stored GSM cipher key Kc to the (new) SGSN controlling the target RNC. The new SGSN 
becomes the new anchor point for the service. The new SGSN stores the GSM cipher key Kc and derives the 
UMTS cipher/integrity keys CK and IK which are then forwarded to the target RNC. 

c) In case of an intersystem change from an R98-SGSN to a UTRAN controlled by another SGSN, the initial 
SGSN sends the stored GSM cipher key Kc to the (new) SGSN controlling the target RNC. The new SGSN 
becomes the new anchor point for the service. To ensure use of UMTS keys for a possible UMTS subscriber 
(superfluous in this case), a R99+ SGSN will perform a new AKA when a R99+ ME is coming from a R98-
SGSN. 

 At the user side, in all cases, the ME derives the UMTS cipher/integrity keys CK and IK from the stored GSM 
cipher key Kc (using the conversion functions c4 and c5) received from the SIM during the latest GSM AKA 
procedure and applies them. In case c) these keys will be over-written with a new CK, IK pair due to the new 
AKA. 
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