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1. Introduction 
CN1 has agreed N1-031304 (attached) at their last meeting, specifying different procedures for the I-CSCF (entry point 
of the home network), which depend on the trustworthiness of the domain from where the message was received. If the 
sending network is a trusted one, then the message is not touched, otherwise all the P-Asserted-Identity and other 
sensitive headers are removed from the request. The procedures to be executable, require the I-CSCF to know whether 
or not the previous SIP entity is part of the trust domain or not.  

< N1-031304_ICSCFprocedures_revised.doc > 

One possible solution for the problem is to have the SPD of the security gateway replicated to the SIP layer. Therefore, 
the source and/or destination transport addresses the message arrived with, could be used to deduce whether or not the 
request came protected or without protection. 

Obvious problems with this solution: more than one security gataways may be in use by the home network (replication 
of SPD to the SIP layer becomes more difficult). 

 

2. Proposal 
It is proposed that SA3 starts developing a feasible solution for this problem.  
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5.3.2.1 Normal procedures 

The I-CSCF may behave as a stateful proxy for initial requests. 

The I-CSCF shall verify for all requests whether they arrived from a trusted domain or not. If the request arrived from a 
non trusted domain, then the I-CSCF shall: 

1) respond with 403 (Forbidden) response if the request is a REGISTER request;, the I-CSCF shall respond with 
403 (Forbidden) response. 

2) if the request is other than REGISTER request, the I-CSCF shall remove all P-Asserted-Identity headers, all P- 
Access-Network-ID headers, all P-Charging-Vector headers and all P-Charging-Function-Addresses headers the 
request may contain, if the request is other than REGISTER request; and 

3) continue with the procedures below. 

If the request arrived from a trusted domain, the I-CSCF shall perform the procedures below. 

NOTE: the I-CSCF may find out whether the request arrived from a trusted domain or not, from the transport 
addresses and the Security Policy Database configuration of the Security Gateway running IPSec, as from 
the procedures described in 3GPP TS 33.210 [19A]. 

When the I-CSCF receives an initial request for a dialog or standalone transaction, that does not contain a Route header, 
the I-CSCF shall start the user location query procedure to the HSS as specified in 3GPP TS 29.228 [14] for the called 
user, indicated in the Request-URI. Prior to performing the user location query procedure to the HSS, the I-CSCF 
decides which HSS to query, possibly as a result of a query to the Subscription Locator Functional (SLF) entity as 
specified in 3GPP TS 29.228 [14]. 

Upon successful user location query, when the response contains the URI of the assigned S-CSCF, the I-CSCF shall: 

1) insert the URI received from the HSS as the topmost Route header; 

2) store the value of the icid parameter received in the P-Charging-Vector header and retain the icid parameter in 
the P-Charging-Vector header. If no icid parameter was found, then create a new, globally unique value for the 
icid parameter and insert it into the P-Charging-Vector header; 

3) apply the procedures as described in subclause 5.3.3 if topology hiding is required; and 

4) forward the request based on the topmost Route header. 

Upon successful user location query, when the response contains information about the required S-CSCF capabilities, 
the I-CSCF shall: 

1) select a S-CSCF according to the method described in 3GPP TS 29.228 [14]; 

2) insert the URI of the selected S-CSCF as the topmost Route header field value; 

3) execute the procedure described in step 2 and 3 in the above paragraph (upon successful user location query, 
when the response contains the URI of the assigned S-CSCF); and 

4) forward the request to the selected S-CSCF. 

Upon an unsuccessful user location query when the response from the HSS indicates that the user does not exist, the I-
CSCF shall return an appropriate unsuccessful SIP response. This response may be a 404 (Not found) or 604 (Does not 
exist anywhere) in the case the user is not a user of the home network.  

Upon an unsuccessful user location query when the response from the HSS indicates that the user is not registered and 
no services are provided for such a user, the I-CSCF shall return an appropriate unsuccessful SIP response. This 
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response may be a 480 (Temporarily unavailable) if the user is recognized as a valid user, but is not registered at the 
moment and it does not have services for unregistered users. 

When the I-CSCF receives an initial request for a dialog or standalone transaction, that contains a single Route header 
pointing to itself, the I-CSCF shall determine from the entry in the Route header whether it needs to do HSS query or 
hiding. In case HSS query is needed, then the I-CSCF shall perform the procedures described for the case when there is 
no Route header present. If the I-CSCF determines that hiding must be performed, then the THIG functionality in I-
CSCF received an outgoing initial request for which topology hiding has to be applied, and the I-CSCF shall: 

1) remove its own SIP URI from the topmost Route header; 

2) perform the procedures described in subclause 5.3.3; and 

3) route the request based on the Request-URI header field. 

When the I-CSCF receives an initial request for a dialog or standalone transaction containing more than one Route 
header, the I-CSCF shall: 

1) remove its own SIP URI from the topmost Route header; 

2) apply the procedures as described in subclause 5.3.3; and 

3) forward the request based on the topmost Route header. 

NOTE: In accordance with SIP the I-CSCF can add its own routeable SIP URI to the top of the Record-Route 
header to any request, independently of whether it is an initial request, or whether topology hiding is 
performed. The P-CSCF will ignore any Record-Route header that is not in the initial request of a dialog. 

When the I-CSCF receives a response to an initial request (e.g. 183 or 2xx), the I-CSCF shall store the values from the 
P-Charging-Function-Addresses header, if present. If the next hop is outside of the current network, then the I-CSCF 
shall remove the P-Charging-Function-Addresses header prior to forwarding the message. 
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