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1. INTRODUCTION

Discussion and decision paper “Interface Naming in Bootstrapping System” [S3-030348]
suggested new interface names for interfaces in SA3 draft TS “Bootstrapping of application
security using AKA and Support for Subscriber Certificates” [S3-030488]. The current
interface names (A, B, C and D) for Bootstrapping Function (BSF) and Network Application
Function (NAF), i.e. applications that utilize the security associations created by
bootstrapping, are only placeholders. The suggested interface names were Ub, Ua, Bb,
and Ba, respectively.

SA3#29 decided to ask SA2 to comment on the suitability of the suggested interface names
on LS [S3-030471]. SA2 commented in their reply [S3-030484] that new reference point
identifiers have not been used before, but asked SA3 to reconsider the usage of the “B
series” since it has been exclusively used for interfaces related to billing (as defined in TS
32.200 by SA5). Instead of using the “B series” SA2 suggested the usage of the “Z series”
as it is currently used in SA3 specifications only.

In the last SA3 meeting a new term “generic authentication architecture” (GAA) was
introduced. In the last SA3 ad hoc meeting the relations within GAA were discussed in
detail, and the meeting defined a new term “generic bootstrapping architecture” (GBA).
GBA is the system supporting provisioning of shared secrets. The interrelation of general
concepts of GAA and GBA are outlined in Figure 1.
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Figure 1. The interrelations of GBA and GAA.

It has been agreed as a working assumption that the current TS SSC [S3-030488] should
contain the description of the GAA. Therefore, the current TS (and still non-existing stage 3
specification TSs for protocols C and D) should be named with more logical name(s). Also,
a description of the terms GAA and GBA should be included into TS SSC.



2.1 Interface study: Z series

The “Z series” is used by SA3 specifications TS 33.200 and TS 33.210. The specifications
have reserved the following interface names:

Za Interface between SEGs belonging to different networks/security domains [TS
33.210]

Zb Interface between SEGs and Nes and interface between Nes within the same
network/security domain [TS 33.210]

Zf The MAP application layer security interface between MAP-Nes engaged in

security protected signalling [TS 33.200]
Also the interfaces in Zc, Zd, and Ze have previously been reserved but are available now.
2.2 Specification names

In order to reflect the decisions made by SA3 in S3#29 and S3#29b ad hoc meeting by the
introduction of GAA. The names of the current specification set should be renames.
Currently three specifications are or going to be under work in 3GPP:

e The current TS SSC specification in SA3,
* New TS for describing protocol C and D in stage 3 detail in CN4, and
* New TS for describing protocol A in stage 3 detail in CN1.

Current name of the TS SSC [S3-030488] is:

Bootstrapping of application security using AKA and
Support for Subscriber Certificates;

We propose a new name for the TS SSC:

Generic Authentication Architecture (GAA)
System Description;
Stage 2

For CN1 and CN4 specification there are no current names since the specifications do not
exist as of yet. But we propose to name those specifications the following way. For CN1
specification:

Generic Authentication Architecture (GAA)
Ub Interface;
Protocol details

And for CN4 specification:

Generic Authentication Architecture (GAA)
Zh and Zn Interfaces based on the Diameter Protocol;
Protocol details

The new names add more logic to the naming of the specifications.



3. PROPOSAL
3.1 Interface names

In Figure 2 we show the mapping between current and proposed names:
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Figure 2: The current and proposed interface names

We propose that the interface names in draft TS [S3-030488] are changed as outlined in
this contribution.

Ub Bootstrapping air interface (from UE to BSF)
Ua Application air interface (from UE to NAF)
Zh HSS interface from BSF

Zn NAF interface from BSF

3.2 Introduction and specification names

We propose to add the definitions of GAA and GBA terms to the Scope section of the SA3
TS SSC [S3-030488], which are in the attached pseudo CR. We also propose to rename
the SA3 TS SSC and name the non-existing CN1 and CN4 specifications according to
section 2.2.
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*kkkkkkkk neXt modlfled Section************

1 Scope

The present document describes the security features and a mechanism to bootstrap authentication and key agreement for
application security from the 3GPP AKA mechanism. The system supporting provisioning of shared secretsis called Generic
Bootstrapping Architecture (GBA). Candidate applications to use this bestsirappiigrechanisrnGBA include but are not
restricted to subscriber certificate distribution, etc.

GBA and security features based on GBA (e.q. support for subscriber certificates) form together Generic Authentication
Architecture (GAA). The security features offered by GAA (e.qg. shared %crets or subscrlber certlflcateﬁ) should be u%d as
Wi delv as possible to fulfil the securltv needs of varlous 3G femureﬁ H ! ; vy ;

The scope of this specification includes two parts. The first part presents GBA: a generic AKA bootstrapping function, an
architecture overview and the detailed procedure how to bootstrap the credential. The second part is the requirement for
applications utilizing the bestsirapping functionGBA, as well asthe procedure of the utilization. Specifically the present
document presents signalling procedures for support of issuing certificates to subscribers and the standard format of certificates
and digital signatures. It isnot intended to duplicate existing standards being devel oped by other groups on these topics, and
will reference these where appropriate.

Editor’s note: The specification objects are scheduled currently in phases. For the first phase of standardisation, only the case
is considered where bootstrapping server functionality and network application function are located in the same network as
the HSS In later phases, other configurations may be considered.
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