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Summary of change:

1. Added requirement that solutions that requires UE to be customised to a
particular customer prior to the point of sale should be avoided

2. Explicit requirement added to ensure that Unauthorized modification,
insertion, replay or deletion of all signaling, on the RAN is prevented when
the RAN selects a point-to-multipoint (ptm) link for the distribution of
MBMS data to the UE (Bearer integrity protection will be turned off for
point to multipoint MBMS sessions)

3. Explicit requirement added to ensure MBMS provider identity and control
information should not be exposed when the RAN selects a point-to-
multipoint link for the distribution of MBMS data to the UE. (Bearer
confidentiality protection will be turned off for point to multipoint MBMS
sessions)

4. Additional rationale for changing keys added “The UE and MBMS key
generator shall change the decryption key frequently and in an
unpredictable manner to ensure that it is uneconomic for subscribed users
to distribute decryption keys to non-subscribed users”

5. Requirement on key identification added
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*** BEGIN SET OF CHANGES ***

4.1 Security requirements

The following security requirements have been identified for MBMS.
Editor’snote: Not al the security requirementsin this section have been agreed. Most of the requirements are for the
multicast service only.

4.1.1 Requirements on security service access

4.1.1.1 Requirements on secure service access

Rla: A valid USIM shall be required to access any 3G service including the MBMS service.

R1b: It shall be possible to prevent intruders from obtaining unauthorized access of MBMSS services by
masguerading as authorized users.

R1c: No reguirements shall be placed on the UE that requires UE to be customised to a particular customer prior to
the point of sale

4.1.1.2 Requirements on secure service provision

R2a: It shall be possible for the network (e.g. BM-SC) to authenticate users at the start of, and during, service
delivery to prevent intruders from obtaining unauthorized access to MBMS services.

Editor’ snote: Authentication during serviceisffs.
R2b: It shall be possible to prevent the use of a particular USIM to access MBM S services.

Editor’s Note: Itisfor FFSto what extent it isrequired to detect and prevent fraudulent use of MBM S services.

4.1.2 Requirements on MBMS signaling protection

R2a: It shall be possible to protect against unauthorized modification, insertion, replay or deletion of MBMS
signaling on the Gmb reference point.

Editor’ s note: When the Gmb reference point is 1P-based then NDS/IP methods according to TS 33.210 may be
applied to fulfill requirement R7a. The Gmb interfaceisffs.

R2b Unauthorized modification, insertion, replay or deletion of all signaling, on the RAN shall be prevented when
the RAN sdlects a point-to-multipoint (ptm) link for the distribution of MBMS data to the UE

Editors note: Bearer integrity protection will be turned off for point to multipoint MBMS sessions

4.1.3 Requirements on Privacy

R3a: The User identity should not be exposed to the content provider or linked to the content in the case the Content
Provider islocated outside the 3GPP operator’ s network.

Editor’ snote: This may already be covered by some national regulations.

R3b MBMS identity and control information shall not be exposed when the RAN selects a. point-to-multipoint link
for the didgribution of MBMS data to the UE.

Editors note: Bearer confidentiality protection will be turned off for point to multipoint MBM S sessions
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4.1.4 Requirements on MBMS Key Management

R4a: Thetransfer of the MBMS keys between the MBMS key generator and the UE shall be confidentiality
protected.

R4b: Thetransfer of the MBMS keys between the MBM S key generator and the UE may be integrity protected.

R4c: The UE and MBMS key generator shall suppertre-keyinchange the gdecryption key frequently and in an
unpredictable -temanner to ensure that

» usersUsersthat have joined a multicast service, but then left, shall not gain further access to the multicast

service without being charged appropriately. Fhere-keyingshall-also-ensure that-

e usersUsersjoining amulticast service shall not gain access to data from previous transmissionsin the

multicast service without having been charged appropriately

¢ Itisuneconomic for subscribed usersto distribute decryption keys to non-subscribed users.

Note 1 it is assumed that the |egitimate end user has a motivation to defeat the system and didtribute the shared keys

that are anecessary feature of any broadcast security scheme.

Note 2 It cannot be assumed all terminals to be secure and, no matter how the shared encryption keys are delivered
to the terminal, we have to assume they can be derived in an attack. For example, the shared keys while, secure
in the UICC may be passed over an insecure SIM-ME interface.

R4d: Only authorized usersthat have joined an MBM S multicast service shall be able to receive MBMS keys
delivered from the MBMS key generator.

R4e: The MBMS key encryption key shall not allow the BM-SC to infer any information about used UE-keys at
radio level (i.e. if they would be derived from it).

Editor’s Note: The MBM S key generator function is still to be allocated to a network node.

RA4f: All keys used for the MBMS service shall be uniquely identifiable. The identity may be used by the UE to retrieve
the actual key (based on identity match, and mismatch recognition) when an update was missed or was
erroneous/incompl ete.

R4qg: If ptm re- keying is used this shall be repeated a number of times around the scheduled re- keying time.

Editors note: Thisrequirement is for Ptm re-keying. Ptp re-keying is assumed to bereliable

*** END SET OF CHANGES ***
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